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III. QUESTIONS AND ANSWERS  Q & A..cevisriesesrcenesscsnnenesscsssssscssessssessessssess 10

1. Please clarify the following terms as they relate to CGMP records:

CGMP DFedE B D LA FOHGEZ . WAFE L TUNZTZE T2UN 1 et 10
b. What is “metadata”? CR BT B LUTATIDN 2 ettt sttt et sanaen 11
c. What is an “audit trail” ? CREATRER EATATIDN 2 ettt 12

d. How does FDA use the terms “static” and “dynamic” as they relate to record formats?
FDA (3, FE#kORRICBNE LT, HRE R L OVBIN &2 EORRITH T 2 DD 2 e, 13
e. How does FDA use the term “backup” in § 211.68(b)?
FDA (%, §211.68(0IZFITHMEE “ Ny 7T w7 2 & EOREITH T D D72 coeeeeeeeeeeeeeeeeeeeeeeeeeeeeseesee 13
f. What are the “systems” in “computer or related systems” in § 211.68?

§211.68 D “T L Ea—F FIEBET DT AT L7 D “URT B EIFATD P ooeeeooeeeeeeeeeecereeeeeeseeeeeeseeeressesen 14
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. When is it permissible to invalidate a CGMP result and exclude it from the determination of batch conformance?
CGMP DFERZEAIZL T, Ny FHEAEOHENSRAT L LRFINLIOF LOXIRLEAETHD
TIN 2 etttk h ettt ettt b ettt b 15

(O8]

. Does each CGMP workflow on a computer system need to be validated?
A2 —H VAT A LEOTRTOCGMP V—20 7 0 —ZRAET DREDD DD P e 16
4. How should access to CGMP computer systems be restricted?

CGMP a2 B a—H VAT A~DT 7 EBAL, ED L IITHIBET NRE D2 e 18

W

. Why is FDA concerned with the use of shared login accounts for computer systems?
FDA X, v B a—4 Y AT LAOMEu A T H v FOMMZ, i, BET D002 19

6. How should blank forms be controlled?

TT0 D T = CREADEER) 13, ED X IITEILT RE DD e 19
7. Who should review audit trails? B AR 2 L B o =72 D UEHED 2 oo 20
8. How often should audit trails be reviewed? B ARERR T, EDOMOMETL B o —FNE 02 e 22

9. Can electronic copies be used as accurate reproductions of paper or electronic records?
BT —E, MOE T RO EMRERE U THEHTE D702 e 23
10. Is it acceptable to retain paper printouts or static records instead of original electronic records from stand-alone computerized
laboratory instruments, such as an FT-IR instrument?
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DTTED D TIX? ot e 24

11. Can electronic signatures be used instead of handwritten signatures for master production and control records?
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12. When does electronic data become a CGMP record?
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16. Should personnel be trained in preventing and detecting data integrity issues as part of a routine CGMP training program?
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17.1s FDA allowed to look at electronic records?
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18. How does FDA recommend data integrity problems be addressed?
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Data Integrity and Compliance With Drug CGMP
Questions and Answers
Guidance for Industry’

EI5 GMP IZBb 57 — 7 52tk L IEREST
Q & A
ERMENTFTAF R

1 This guidance has been prepared by the Office of Pharmaceutical Quality and the Office of Compliance in the Center for
Drug Evaluation and Research in cooperation with the Center for Biologics Evaluation and Research, the Center for

Veterinary Medicine, and the Office of Regulatory Affairs at the Food and Drug Administration.

ZDHAZ AL, Center for Drug Evaluation and Research (CDER) ¢ Office of Pharmaceutical Quality & Office of
Compliance 73, Center for Biologics Evaluation and Research (CBER), Center for Veterinary Medicine, Office of Regulatory
Affairs EH L THER LT b D TH 2,

This guidance represents the current thinking of the Food and Drug Administration (FDA or Agency)
on this topic. It does not establish any rights for any person and is not binding on FDA or the public.
You can use an alternative approach if it satisfies the requirements of the applicable statutes and
regulations. To discuss an alternative approach, contact the FDA office responsible for this guidance as

listed on the title page.

ZOHA K AL, BEROEEICED S KERMERKLF (FDA £721% Agency) OBAEDE X %
KOLTNWD, ZOHA XA, Wif7e 25 ~OHER ZMELT 5 H O TiE/R<, FDA RSkl R & #R
FTLHHLOTIERY, b L. EWHINDETBIOBRAOER AW T O THNE, M7 e —F 27

ZERHCRD, RBEEMET25A1E, A4 MAN—VICFH SN TOWDIRT A X A% Y55 FDA
F T 4 ANERE A T,

I. INTRODUCTION (ZXU®I(Z

The purpose of this guidance is to clarify the role of data integrity in current good
manufacturing practice (CGMP) for drugs, as required in 21 CFR parts 210, 211, and 212.
Unless otherwise noted, the term CGMP in this guidance refers to CGMPs for drugs
(including biologics). FDA’s authority for CGMP comes from section 501(a)(2)(B) of the
Federal Food, Drug, and Cosmetic Act (FD&C Act). Part 210 covers Current Good
Manufacturing Practice in Manufacturing, Processing, Packing, or Holding of Drugs;
General; part 211 covers Current Good Manufacturing Practice for Finished
Pharmaceuticals; and part 212 covers Current Good Manufacturing Practice for Positron
Emission Tomography (PET) Drugs. All citations to parts 211 and 212 in this document
pertain to finished pharmaceuticals and PET drugs, but these requirements are also

consistent with Agency guidance on CGMP for active pharmaceutical ingredients with
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respect to data integrity.? This guidance provides the Agency’s current thinking on the
creation and handling of data in accordance with CGMP requirements.

RITA X ZADOBEBIE, 21 CFR Part 210, 211, 212 TER SN TWHEZEF O Current
Good Manufacturing Practice (CGMP) \ZBIF 5T —X% A>T 7 VT 4 (F—H5eaeM) ok
FZWMIZTHZ L THD, FHTWD DRWERY | AT A 22 ZAD CGMP &5 R, [E
i (EWFRRR 2 GTe) O CGMP 2457, CGMP (237 % FDA OHERRIZ, Federal Food,
Drug, and Cosmetic Act GHEFTE S EIESLLHESLE ; FD&CVE) Ok 2 a 501 (2)(2)(B) (2
Hk3 2, Part210 1% TEFEMORIE T, wldE, F 723 0RFHTI T 58T O ERGE
He (—ixA99EIE) |, Part 211 1% T5EpERGOBATOMIERLE LR £ LT Part212 1% B
AT ETE R E (PET) EEGLOBUTOMIERIELE) ThbH, AILFEITEIT D Part

211 BEO 212 OFIHIE, TR THREEREMLIS KO PET HANCET 20 THL3, Zh
SOERL, F— 2 EAMEICET DO CGMP IZET Y RDOH A F 2L b —F LT
5 RKIAXAX, CGMP BARZE S To 7 — & OIERC & T NZBI LT, MR D5
DEZFERETHHDOTH D,

2 See the International Council for Harmonisation (ICH) guidance for industry Q7 Good
Manufacturing Practice Guide for Active Pharmaceutical Ingredients. We update guidances
periodically. To make sure you have the most recent version of a guidance, check the FDA
Drugs guidance web page at
https://www.fda.gov/Drugs/GuidanceComplianceRegulatoryInformation/Guidances/default.htm

ICH (International Council for Harmonisation : [Z 3£ 5 I FHFIEFR &) ORI A X A Q7T
Good Manufacturing Practice Guide for Active Pharmaceutical Ingredients ~ (JRU3E i ERIEILHE) 2%
&7,  FDAIX, HA X Az EHICERH LTS, A X ADRBMZ#RT 512
X, FDA Drugs guidance web page % fEi8 S 4172\,
(https://www.fda.gov/Drugs/GuidanceComplianceRegulatoryInformation/Guidances/default.htm )

FDA expects that all data be reliable and accurate (see the “Background” section). CGMP
regulations and guidance allow for flexible and risk-based strategies to prevent and detect
data integrity issues. Firms should implement meaningful and effective strategies to
manage their data integrity risks based on their process understanding and knowledge
management of technologies and business models.’

FDA L, T R_XTOTF—4 N, FEHTETC, FEETHLZLEMHMFELTWD (IFE) 0oEE
ZM), CGMP Ol E HA X Ax, T—X22MOMEE, HE, BT 272003k
TY R N— 2Dz SEHICEVW TV D, BEIE, #2257 VWCET L7 nt
ADPR L HFEDO~ 1A MIEDSNWT, T — X222 EHT 2 (manage) 720 DHER
TR 7RG 2 i _&E ThH 5 3,

3 See ICH guidance for industry Q9 Quality Risk Management.
ICH 5T A 4> A : Q9 Quality Risk Management % 2o = &
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Meaningful and effective strategies should consider the design, operation, and monitoring
of systems and controls based on risk to patient, process, and product. Management’s
involvement in and influence on these strategies is essential in preventing and correcting
conditions that can lead to data integrity problems. It is the role of management with
executive responsibility to create a quality culture where employees understand that data
integrity is an organizational core value and employees are encouraged to identify and
promptly report data integrity issues. In the absence of management support of a quality

culture, quality systems can break down and lead to CGMP noncompliance.

BIROH D8RI &%, BE, Tt ®WhildT 2 U A 7I2ESNWT, VAT A
Larvbr— oG, A, BHEBETLHIZLTHD, O OEIKICRE 25
L, RBL 252 L1F, 7—#5ERMEOMBEIZ S 5 a2 bR ORI AP IE L, 2
D JEIET D9 ATARAIRBR LD TH D, WEEEN, 7 —F 2B kO TRZAMIE T dH 5
ZLEERBEL, EEENT — X EAMEOMB A FFE L THEICHET 5 Z E B b
X OB ZAET 5 2 Lid, REBTLZAIREMORETHD, REMIZLDMNE
AEA~DOY R — ERRNGE, WWE AT ABEFEL, CGMP Oy 75 A4 7 2 ZERIZD
7R85 RREMED B B,

In general, FDA’s guidance documents do not establish legally enforceable
responsibilities. Instead, guidances describe the Agency’s current thinking on a topic and
should be viewed only as recommendations, unless specific regulatory or statutory
requirements are cited. The use of the word should in Agency guidances means that

something is suggested or recommended, but not required.

—MRAIZ, FDA DT A & ALFET, ERSRGI) 28 5 BEA WL T2 b O TRV, £0
Rz, WA X RE, HDT—~IZBT D FDA OBIEDOEZ FE2B_RDEDOTHY | %
TATHFE OBHIVERE EO BRI H SN THWRWIRY | HERFEIHE L CRATRETH
%o FDA DFA X AT “should” &5 HEEDFEMIL, AR ELIZOHELELIZY LT
WHHLDOTHY, BRTITRNWEWNI ZEEERL TS,

II. BACKGROUND % x

In recent years, FDA has increasingly observed CGMP violations involving data integrity
during CGMP inspections. This is troubling because ensuring data integrity is an
important component of industry’s responsibility to ensure the safety, efficacy, and quality
of drugs, and of FDA’s ability to protect the public health. These data integrity-related
CGMP violations have led to numerous regulatory actions, including warning letters,
import alerts, and consent decrees. The underlying premise in §§ 210.1 and 212.2 is that
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CGMP sets forth minimum requirements to assure that drugs meet the standards of the

FD&C Act regarding safety, identity, strength, quality, and purity.*

T, FDA I3 CGMP &EICHBWT, 7 —Z 58RI 5 CGMP &K A 81527 D B3 1
ZTCWD, ZHEIR-7=Z L ThD, LWIHDIE, T—F et R, ERGLORE
P, AEME. EEZHRT DD OEERORE, BLOAKRE LT L7280 D FDA DR /)
WD EBERERENL ThD, ZNLHOT —XB2MOBEDO CGMP K1, BEE
(wamning letters) , - > 7AN— b7 7 — b (A%E (k) #E), KOEEHR GRE : 4EE R
BORCLESVTFaENDHR) 2505 < OBIHIFTEIC SR> TnD, §210.1 FL§2122
FOIARILHIHEIT, CGMP 1L, [EEMENLeM, [F—ME, JIli (strength) . S0E. 3B L O

FEIZES9 % FD&C {EDFEHEA 723 2 & ZRET AT O DO RIKREFRZEDTNLHZ EThH
4

o

)

4 : According to section 501(a)(2)(B) of the FD&C Act, a drug shall be deemed adulterated if “the
methods used in, or the facilities or controls used for, its manufacture, processing, packing, or
holding do not conform to or are not operated or administered in conformity with current good
manufacturing practice to assure that such drug meets the requirement of the act as to safety and
has the identity and strength, and meets the quality and purity characteristics, which it purports or

is represented to possess.”

FD&C 1% 501 S2(a) 2)(B) (2 &kiuid, &L T2l N, @dé RISk, £z
IFCE D, ZEMICHET DEOBEREW - L, ZORANFF- LFT DM (dentity) & /Il
(strength) . 38 X ONHE & M DR 2729 2 & 2 RFET A 72D O BT O EREERLEIZ#E A LT
R ETITEAT D L ICHE EITFEHEI TRV 26X, EEMBITIAR (adulterated) &
HIREIND,

Requirements with respect to data integrity in parts 211 and 212 include, among other
things:

Part 211 B LW 212 OF — X AT 2 EBMI21X, FIZULTOLOREEND ¢

§ 211.68 (requiring that “backup data are exact and complete” and “secure from
alteration, inadvertent erasures, or loss” and that “output from the computer... be
checked for accuracy™).
§211.68 (N 77 v 7 « T—HTEMPOEETHY |, [BHEA (alteration) ., FNHE
%HIH 2% (inadvertent erasure) . £ 721300 (loss) NOHEETHDH| Z &, BIW [
Ea—20bDOM NI EHTHLZLE2TF oy I35 ZLEEHBERLTND),

§ 212.110(b) (requiring that data be “stored to prevent deterioration or loss”).
§212.110(b) (F—xI1% P{LEFIFHEEEZS S LI ITREESND ) ZEEHFRL T
%)
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§§ 211.100 and 211.160 (requiring that certain activities be “documented at the time of
performance” and that laboratory controls be “scientifically sound”).
§211.100 X T*§211.160 (FfEDTEENAY TEATRHCCF (LS NLD) 2L RUTROF
HA TRPICEE) ThHZ EEHERLTWVD),

§ 211.180 (requiring that records be retained as “original records,” or “true copies,” or
other “accurate reproductions of the original records”).

§211.180 (Fldk% 4V PF LDk (original records) |, [EIE =1 E— (true copies) | (FRiE
ZR)., UTZOMD T4 PF N Oitskd IEME/2 5 (accurate reproductions of the original
records) | & LTHRFFT 22 L 2ERLTVD),

(FREE) : WHO O H A &> A (Draft) 12 LHUE, “true copies” DERITKOMEY THDH (BERER
T)o TEOF IV PFNDa—7T, U T ADOEFEDOENE L BERNEEN TV SR —
DFERRAE—ThHD LRBESNLT —F O3 —T, BFRBEOHEITIT, TITHA
AT —=REED, AV UTAGRERT +—~ v NEBET0RENTH D, )

§§ 211.188, 211.194, and 212.60(g) (requiring “complete information,” “complete

29 ¢¢

data derived from all tests,” “complete record of all data,” and “complete records of
all tests performed”).

§211.188, §211.194, K1r§212.60(g) ([FER721HH (complete information) ], [ _XTDT
A RN BFLNT5ERIRT —H  (complete data derived from all tests) | . [ 3T DT — & DFERTR
RLEK (complete record of all data) |, M TN [FATI N/ T X TDT A N DSERIRFLEL (complete

records of all tests performed) | % FHRLTWD),

§§ 211.22,211.192, and 211.194(a) (requiring that production and control records be
“reviewed” and that laboratory records be “reviewed for accuracy, completeness, and
compliance with established standards™).

§211.22, §211.192, KUN§211.194(a) (EPER OVEELFLGRZ [ B =2 — (reviewed) | L.
EEREOERE TIEMME, seatE, KOS ST RE~OHERIZ OV T L Ea—

(reviewed for accuracy, completeness, and compliance with established standards) | TH A& %Zk LTWb ) o

§§211.182,211.186(a), 211.188(b)(11), and 211.194(a)(8) (requiring that records be
“checked,” “verified,” or “reviewed”).
§211.182, 211.186(a), §211.188(b)(11), LT} §211.194(a)(8) (Giékzx [Fx v
(checked) |, TFREE (verified) |, F721% [V Ea— (eviewed) ]| 752 &2 TRT5),

When considering how to meet many of these regulatory requirements, it may be useful
to ask the following questions:

IO DORBIEMEOL L ZiTe T 720, EORICT 20 &5 2 HRpE, kD X5 B R
ZTHLEINTHA D,
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- Are controls in place to ensure that data is complete?
T=EPFERTH DI L ERIET DO DEIEPTHON TN DD ?

- Are activities documented at the time of performance?
TEE) (activities) 1. FEATOR S TXEMINTWNDEMN?

- Are activities attributable to a specific individual?
THHDOTEIT, FEDFENIIFET LD THLN?

- Can only authorized individuals make changes to records?
AR SNTMANDZD, Fldxa LR TE 50 ?

- Is there a record of changes to data?
T =BT DERDOFLEKILH D02

- Are records reviewed for accuracy, completeness, and compliance with established
standards?
OB, IEREME (accuracy) . SEEME (completeness) . 35 I OMHESL S 4L 7 FEHEA~ DA
(compliance with established standards) (Z DWW T L E a2 —SFLTWH) 2

- Are data maintained securely from data creation through disposition after the
record’s retention period?
T=21E, T—H OERD D, LEORFHIMZEOFEREE TZRICHR SN TND
2

This guidance helps answer these questions and enables an understanding of key
concepts behind the regulatory requirements.

ZDHA L AZ, ZTNOEORMICEZ, RHIEAEDOE RIS 2 EERBLS 2B FET 5

AT,

While not in the scope of this guidance, data integrity-related CGMP violations can also

impact or be directly linked to application filing, review, and regulatory actions.

ARHA B ADKRTIZIRVN, T —HF M BE L7 CGMP /X (data integrity-related
CGMP violations) (%, &% (application filing) . FFAr (review). 38 K ORHIHEE (regulatory actions)
WCHBE 52720 BEAEROWZD T 58N H D

Electronic signature and record-keeping requirements are laid out in 21 CFR part 11 and
apply to certain records subject to records requirements set forth in Agency regulations,
including parts 210, 211, and 212. For more information, see guidance for industry Part

11, Electronic Records; Electronic Signatures—Scope and Application, which outlines
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FDA'’s current thinking regarding the scope and application of part 11 pending FDA’s
reexamination of part 11 as it applies to all FDA-regulated products.

54 (electronic signature) 3 J ONGRERIREF (record-keeping) D ZEAFIX, 21 CFR part 11 (ZF0#
EINTED, part210, part211, I LW part 212 72 & D FDA HANZED ST itdkdE 0%
TEOXRE 7R DRFEDREICET SN D, FEICOW T, ERAT T A F 2 A Part 11,
Electronic Records; Electronic Signatures-Scope and Application 2 S L7z, ZDOHA X
A%, FDA B REEICET LK 5 L LT, Part 11 IZDOWTOFERT 2 E TO, Part
11 OFIPH L@ IOV T D, FDA OBIEDE 2 5 & L T\ 2,

III. QUESTIONS AND ANSWERS Q & A

1. Please clarify the following terms as they relate to CGMP records:
CGMP DFEEFEICBDOLUTOHELZ., L T & T2\

a. What is “data integrity”? L ERMET LI ?

For the purposes of this guidance, data integrity refers to the completeness, consistency,
and accuracy of data. Complete, consistent, and accurate data should be attributable,

legible, contemporaneously recorded, original or a true copy, and accurate (ALCOA).?

KA X AT, [ —2 O8N (data integrity) | &1L, 7 — % OMEHENE (completeness) . —
B (consistency) . IEMEME (accuracy) D Z & A F5T,

[T, —BEMENH Y, IEMEZRT —H  (complete, consistent, and accurate data) | & 1%, IR EME
(attributable) 3% 0 | HFNARETH Y (legible) . [RIFFAYIZFLER S 41 (contemporaneously
recorded) . JEARE7ZIXEIE = ¥ — (original or a true copy) TV, DIERE (accurate) T2

FiEe 5720 (ALCOA), 3

Data integrity is critical throughout the CGMP data life cycle, including in the creation,
modification, processing, maintenance, archival, retrieval, transmission, and disposition of
data after the record’s retention period ends.® System design and controls should enable

easy detection of errors, omissions, and aberrant results throughout the data’s life cycle.

T—=FDEEMT, CGMP 7T =2 DI A 7HA 7 NV ERZBL THETHD & ZiUTiE,

TERL, 285, WBE, fRSF. 7 — A7, B, FMER L OREORFYME THROT—2 D
B EEND S, VAT LORGFFEERIX, T—FDIATIA I NEEREZB LT, =7
— (errors) . JWi¥% (omissions), & L CHEFRFEE (aberrant results) Z A G IR TE A L H1TT
LN DD,

5 These characteristics are important to ensuring data integrity and are addressed throughout the

CGMP regulations for drugs. For attributable, see §§ 211.101(d), 211.122, 211.186,

mamsomestol RS A BRSO DB EE TICI LT Y . BPRIICE 0, SRR L SH A
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211.188(b)(11), and 212.50(c)(10); for legible, see §§ 211.180(e) and 212.110(b); for
contemporaneously recorded (at the time of performance), see §§ 211.100(b) and 211.160(a);
for original or a true copy, see §§ 211.180 and 211.194(a); and for accurate, see §§ 211.22(a),
211.68, 211.188, and 212.60(g).

INHORET, T X OREMEHRT DTDICHETH Y, EELO CGMP K
fil &R THR Y B s T,

JEBME (attributable) (ZOWTIE, § §211.101(d), 211.122, 211.186, 211.188(b)(11)}%
Y 212.50(c)(10) & & ;

FIFERTREME (legible) (ZOWTIE, § §211.180(e) & U 212.110(b) 2 &1 ;

FIEFROFEERME (3297HF) (contemporaneously recorded (at the time of performance)) (2D T,
§ §211.100(b) % T* 211.160(b) & S ;

AR E 72 I3EIE =2 B — (original or a true copy) (ZDWVTIE, § §211.180 KUY 211.194(b)
B,

IEREME (accurate) (2 OWTIE, § §211.22(a), 211.68, 211.188, KX 212.60(g)% £
DL,

6 For examples of record retention periods, see §§ 211.180 and 212.110(c).
FLERARFIR OBz oW T, § §211.180 21N 212.110(c) & IR & 7=\,

b. What is “metadata”? CREFT—H” L3 i ?

Metadata is the contextual information required to understand data. A data value is by
itself meaningless without additional information about the data. Metadata is often
described as data about data. Metadata is structured information that describes, explains,
or otherwise makes it easier to retrieve, use, or manage data.

For example, the number “23” is meaningless without metadata, such as an indication of
the unit “mg.” Among other things, metadata for a particular piece of data could include
a date/time stamp documenting when the data were acquired, a user ID of the person
who conducted the test or analysis that generated the data, the instrument ID used to

acquire the data, material status data, the material identification number, and audit trails.

ABT—=Z LV, T—F EBRT 570 OB e SCIRIE R (contextual information) D Z & T&
b, T—HADMEIL, FOT —XITET HMAIMARERNS 2TV, T AR TITEREZ 2
XN, AEZF—2FTLIF LT [F—X12 oW TDHOF —H (dataaboutdata) | & FRIHIN5H,
ABT =R LWL, T—XOMK, HH, BEEESICT L0, B, 7 82179
AL S U721 (structured information) D Z & TH D,

Bz, "23"E W ETHE, "mg " E WD BN AR T e E . A X T — 2 BN UM A FE
22, E VDT FEDT —Z DAL T =L, T—HEZBFLIEARORZ 7

mamsomestol RS A BRSO DB EE TICI LT Y . BPRIICE 0, SRR L SH A
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TR EER LT A MR EAT o e N\D 22— —ID, 7 —% OBEAHIEM L - fis
ID. JFMELOIRFET — % (material status data) . JEMEFOFRMIZEF S, £ L CERZIEMS (audit
trails) 7R ENEGEND

Data should be maintained throughout the record’s retention period with all associated
metadata required to reconstruct the CGMP activity (e.g., §§ 211.188 and 211.194). The
relationships between data and their metadata should be preserved in a secure and
traceable manner.

T —X1%, CGMP IG8) % FEEET 5720 :%%&%@ﬁ7¢&fmf&?~&&&%:
FLEROLRFFAM 28 U CHERF T2 2 & (Bl xiX, § §211.188 KN 211.194), T—X L ZD
A BT =2 DOEMRIL, LA (secure) DDIBBFAIEEZR 7% (traceable manner) T{%ﬁ HRET
H5H,

c. What is an “audit trail” ? CRERLFEHR &3 2

For purposes of this guidance, audit trail means a secure, computer-generated, time-
stamped electronic record that allows for reconstruction of the course of events relating to
the creation, modification, or deletion of an electronic record.

For example, the audit trail for a high performance liquid chromatography (HPLC) run
should include the user name, date/time of the run, the integration parameters used, and
details of a reprocessing, if any. Documentation should include change justification for the
reprocessing.

AKITA X AT, BEEFTE (audittrail) &1, BB TFLERDIER (creation) . Z5H (modification)
SCVEHEIER (deletion) (ZRHHS 2 HG DR D I (reconstruction) % AIHEE 5, ZE4 (secure)
e, AU B2 —HX THARIIT (computer-generated) ., & A LA X 7 fF & OFE 15k (time-
stamped electronic record) & VY9,
Bz X, SRR v~ 8777 4 (HPLC) OFETOEETEHNIIL, =—F—%, FITOH
5t/ W], RSN A T 7 L— 3 2 XT A—H  (integration parameters: Fi{5y/3F A —% 2)
B EOFLEE (reprocessing : 3R1E FHIELZEWT 2) DHLILGEITZOFEME G RXTHD
SCECI, FAFE OO DOZEE DG OV T ORI (change justification) & 3 Te & Th
)

o

Audit trails include those that track creation, modification, or deletion of data (such as
processing parameters and results) and those that track actions at the record or system

level (such as attempts to access the system or rename or delete a file).

B A RENCIE, RO DR H D
) 7—# (@Ii/\‘*]%_é“?@liﬁ%%&‘&“) DOER, ZEH, HIEROBHI %

SRS e WD 5
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2) La—RRVAT ALV TOT 7V ay (VAT LSNDT JEART 7 A4 )VOL4HI
EH . HIFRORARZ: E) 2B 5

CGMP-compliant record-keeping practices prevent data from being lost or obscured and
ensure that activities are documented at the time of performance (see §§ 211.68, 211.100,
211.160(a), 211.188, and 211.194). Electronic record-keeping systems, which include
audit trails, can support these CGMP requirements.

CGMP (ZHEHL U 72 FRERIRFRIE, [ — 2 O CBEfR (obscured) ZBHE |, £ LT [THEE)E
TREZE b SN D Z L 2 RGET D J%@T% (§ §211.68,211.100, 211.160(a), 211.188,
211.194 /), /G Z 5 AT 5D FLERE PR AT I (electronic record-keeping systems)

ﬁ\:m%@amwgﬁ%iﬁiazkwf%@

d. How does FDA use the terms “static” and “dynamic” as they relate to record formats?

FDA i, FEEOBICBEL T, HfE “FH° RO "B Z EORICEMRT 505 ?

For the purposes of this guidance, static is used to indicate a fixed-data record such as a
paper record or an electronic image, and dynamic means that the record format allows
interaction between the user and the record content.

For example, a dynamic chromatographic record may allow the user to change the
baseline and reprocess chromatographic data so that the resulting peaks may appear
smaller or larger. It also may allow the user to modify formulas or entries in a spreadsheet

used to compute test results or other information such as calculated yield.

ZOHAKF AT, THH (static) | & ITHEDFEEE T4 72 & O ET — & 5tk (fixed-
datarecord) ZEMLTHY ., TEH (dynamic) ] &1E, —V— L F0EkNE & O AEANEH N AJHE
R EER LTS
BlzIX, B a~ 777 40— TR, 2B —RX T A VEEELLEY, /=
Y NTT T4 DT ZEHLRT 5L T, MRELTHELNLE—Z Z/hSLEED KR
LT 2 LnHkD, o, BBRERS, SHE SN EoFRER T 572

WA END AT Ly Ry— FOARX (formulas) L= MY ZEETHZ L TED

e. How does FDA use the term “backup” in § 211.68(b)?
FDA /%, §211.68b)ICRITDHFE “Ny 7T v 7 » Z EORIERT LD ?

FDA uses the term backup in § 211.68(b) to refer to a true copy of the original record that
1s maintained securely throughout the record retention period (e.g., § 211.180).

Backup data must be exact, complete, and secure from alteration, inadvertent erasures, or

;hmaqs?w}:;‘lritugbxﬁﬁ%ﬁ ERjC liﬁj( i&." éﬁ S ﬂ 6 E‘y

BEF V‘H LTkYEF, LFHETIC TR & T %
BRWHL LT ET, IFRAR
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loss (§ 211.68(b)). The backup file should contain the data (which includes associated
metadata) and should be in the original format or in a format compatible with the original

format.

FDA I%. §211.68(b) Ty 77 v &) HGE% ., FL@irFiiM 28 U TRl snsd
FVOFNAFEROED A —ZFETOIEH LTS #IE, §211.180), Ny 27T v
7 F—HE, IEfE (exact) T, 554 (complete) TH V., 42 (alteration), NEFIZ L DHIEE
(inadvertent erasures) . ITHEL (loss) 2> HEETRITIURZ B 72y (§211.68(b)), N7 7T
T T AME, T8 (BT AL TS EED) EER, TOT 4+ —~ v bERIET
DT H—~y hEABEDH DT 4 —~ v M TRITFITR G220,

FDA'’s use of the term backup is consistent with the term archive as used in guidance for
industry and FDA staff General Principles of Software Validation.

Ny 7T w7 ) HEED FDA TOMEAIE, EROTHA X AL, FDA AKX v 7D
General Principles of Software Validation CEH SN TWAT— A4 7 W) Hig L —E LT
)

o

Temporary backup copies (e.g., in case of a computer crash or other interruption) would

not satisfy the requirement in § 211.68(b) to maintain a backup file of data.

— RNy 7T T abt— BzIE. I a—2DT Ty aR0F MO BRI 2 T
HD) X, 8§211.68(b) DT —X DN I T v T T 7 A NEHEFT D &) BT S 72
A

f. What are the “systems” in “computer or related systems” in § 211.68?
§211.68 D “a B a2—F ETIIBET VAT LY O “VRATAH? LIIh?

The American National Standards Institute (ANSI) defines systems as people, machines,
and methods organized to accomplish a set of specific functions.” Computer or related
systems can refer to computer hardware, software, peripheral devices, networks, cloud
infrastructure, personnel, and associated documents (e.g., user manuals and standard

operating procedures).®

ANSI (American National Standards Institute) 1%, ¥ A7 A% [—HOKEDOHRE L ZERK T 5
OIS o AL IR, B O] LERLTWD T, T3 Ba—2 7 i3BES R
TAhL X, arEa—FON—FRy=T Y7 =T, AR Ry bNU—2 7T
U R 7T WA, BIOBEEXE —F—~v=a27 1 X BEEREFIRER L) 28
LTW5 8

Pjh;f::l/a_j?l\ll/l!}l:itl;lt:.)xﬁa%ﬁ ARSI & FEE AL DB

DIZEETITIRMALTRBY 9, LFHECLY . TIRE Hl
BRWH L LT £, F0T

-
—

N n/bu\‘?za\ &) 6 % \lj: 7 /f 70 IR fﬁﬂ%f&) V) i 'd—o Pharma-bie Futakami @
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7 American National Standard for Information Systems, Dictionary for Information Systems,

American National Standards Institute, 1991.

8 See guidance for industry and FDA staff General Principles of Software Validation.
BRE : ZOHTA X AOFITIX, January 11,2002 Th 5,

2. When is it permissible to invalidate a CGMP result and exclude it from the determination of batch
conformance?
CGMP DERZEMZ LT, Ny FEASHDOHW NGNS 5 Z BT DD
EDXIBRBETHDN?

Data created as part of a CGMP record must be evaluated by the quality unit as part of
release criteria (see §§ 211.22 and 212.70) and maintained for CGMP purposes (e.g., §
211.180).° Electronic data generated to fulfill CGMP requirements include relevant
metadata required to reconstruct the CGMP activity captured in the record. Invalidating
test results to exclude them from quality unit decisions about conformance to a

specification requires a valid, documented, scientifically sound justification.

CGMP gD —i & L TIER S 727 —# 1%, CGMP itk —if & L CTERR S e T —#
1%, HRPEIE DFEHAE (release criteria) D —F & L CRERPNZ L VFEHHEL (§211.22 KT'§
212.70 ZH) . CGMP HHIDTZOIZHERF L 72 T UL B2y (B 21X, §211.180) °, CGMP
FURFIA 20 7= T 72 OB SN =BT — X 1%, T ORIV IAENT- CGMP iLEh % F
WETDDICMERAEA YT =2 250D Th b, BE~O@EAMEIZET 2 MEHM
(quality unit) W& 57, %ﬁ%?ﬁ*?ﬁ%ﬁéﬁﬁ:# % (invalidating test results) = & (%, FRBRAE 5
BN LT, BRI D ZEERDH Y (valid), SCEL SN, BHAROICHER 7250
PRAD 4 PED G (scientifically sound justification) 2343 Tdh 5

9 For purposes of this guidance, the term quality unit is synonymous with the term quality
control unit. For the definition of quality control unit, see § 210.3(b)(15).
KITAHF 2 ATIE, EE (quality unit) & WD HREIL, SEE ERERPY  (quality control
uit) EWVIHHFELFAETH D, EEHI=Y FOERIOWVTIE, §210.3(b)(15)
RO L,

See, for example, §§ 211.160(b), 211.188, 211.192, and 212.71(b) and the guidance for
industry Investigating Out-of-Specification (OOS) Test Results for Pharmaceutical
Production. Even if test results are legitimately invalidated on the basis of a scientifically
sound investigation, the full CGMP batch record provided to the quality unit would
include the original (invalidated) data, along with the investigation report that justifies
invalidating the result. The requirements for record retention and review do not differ
depending on the data format; paper-based and electronic data record-keeping systems are

subject to the same requirements.

mamsomestol RS A BRSO DB EE TICI LT Y . BPRIICE 0, SRR L SH A
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B ZIE, §§211.160(b), 211.188, 211.192, KT 212.71(b) &, FDA @ “guidance for industry
Investigating Out-of-Specification (OOS) Test Results for Pharmaceutical Production” (3£5[1) %71 %
YA EEEREO DO (008) REFEROME) LMD L, MEBRFERFIFRIC %Y
72FHAL (scientifically sound investigation) (& SUWTHIEMIZENL SN 5HETH . SWEHMIC
LS LD CGMP ANy FREEICIE, oo (ERfbS ) 77— & ROEN A IE 41
AR EEREGH D LD, RO L e — %¢ BRI, 7 — # BRI
Ko TERDZ LTI RN —2ADT — Xt E L AT L EEBTFT— &*dﬁv‘:@ A
7 A, FCEFICHE bOTHD

3. Does each CGMP workflow on a computer system need to be validated?
AVE2—F VAT AEDTRTDO CGMP V—27 70— %2 RFET 2 LENRH HH?

Yes, a CGMP workflow, such as creation of an electronic master production and control
record (MPCR), is an intended use of a computer system to be checked through
validation (see §§ 211.63, 211.68(b), and 211.110(a)). The extent of validation studies
should be commensurate with the risk posed by the automated system. When the same
system is used to perform both CGMP and non-CGMP functions, the potential for non-
CGMP functions to affect CGMP operations should be assessed and mitigated
appropriately.'?

FOEY ThDH, B~ AKX —FE - w58k (Master Production Control Record :
MPCR ; GR{E) IEBHEECTH D - Vo7 H V) OFERZ E D CGMP OB 7 rm—i%, NV
T a IilL o THRENDIRE AL Ea—F VAT LOBEKENTMHEHTHS (§
211.63, §211.68(b), IBL N §211.110()ZH), NV TF— 3 VEOHMEIL, BE LT A
7 A (automated system) 3G BT U AT IZHAESTbDETHZ L, Fl—DT AT LN
CGMP #HE & FE CGMP BEAE (non-CGMP functions) D J5 % FEATT 2 72D H S D54
FE CGMP HERES CGMP AL — g NI B 52 5 ﬂ%@%ﬂﬁb\LﬂKUx7%ﬁ
W5z

10  See note 8. E8EZHDZ L,

If you validate the computer system but you do not validate it for its intended use, you
cannot know if your workflow runs correctly.!! For example, qualifying the
Manufacturing Execution System (MES) platform, a computer system, ensures that it
meets its relevant requirements and specifications; however, it does not demonstrate that
a given MPCR generated by the MES contains the correct calculations.

In this example, validating the workflow ensures that the intended steps, requirements,
and calculations in the MPCR are accurate and perform properly. This is similar to

reviewing a paper MPCR and ensuring all supporting procedures are in place before the

SRS e WD 5

BEF V‘ﬁ LTkYEF, LFHETIC TR & T %
BRWHL LT ET, IFRAR
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Pharma Solutions Co.Ltd.

IPLR-YUa—ab AR AROCEFC & e 5 B

MPCR is implemented in production (see §§ 211.100, 211.186, and 212.50(b) and the
guidance for industry PET Drugs—Current Good Manufacturing Practice (CGMP)).

HLAVE2—F AT LERIEL T, BRI LA EZ Y 77— LT, U
—7 7u— EHEOFN) DIELSEMETLEZNEINEMDZ LT TERnl flz X, =
VYV a—HX VAT ATHD MES (Manufacturing Execution System) 77 > b 7 4 — L Z A& ML RE
g2 &T, £DOYAT LANREET L ERCHAMZT M2 LTV D 2 L ITMERE TE 508,
MES & X » TARRE 72 MPCR (=2 % —/4pE - @igh) ([CELWHEAREEN TS Z
EHRET D Z L ITTE 22,
:@Wﬁﬁ\U—?7m_%NU?—F?é:&T\MMRT%HLkX?yf\%ﬁ\
FHRNEMETH Y, WCFEATEND Z L E2MERT D, ZhUE, #O MPCR # L B =2 —
L. MPCR 73y ﬁ%f%mém ANC, T RTOEMT ERDFIENEmS A TND Z
CEMERT DL LEERTH D (§§211.100, 211.186, 212.50(b)F L OZERMNT HA X A
PET Drugs-Current Good Manufacturing Practice (CGMP) % 2 ) ,

11 In computer science, validation refers to ensuring that software meets its requirements.
However, this may not meet the definition of process validation as found in guidance for
industry Process Validation: General Principles and Practices: “The collection and
evaluation of data ... which establishes scientific evidence that a process is capable of
consistently delivering quality products.”

See also ICH guidance for industry Q7 Good Manufacturing Practice Guide for Active
Pharmaceutical Ingredients, which defines validation as providing assurance that a specific
process, method, or system will consistently produce a result meeting predetermined
acceptance criteria. For purposes of this guidance, validation is being used in a manner
consistent with the above guidance documents.

AU =P AT RATIE, N T —varkid, V7 MY o7 NEREEEY
WZ LTS el o2 L2467, LLadnb, JHUIERET A R
Z 4 > lindustry Process Validation: General Principles and Practices] (Z4 5L 5K D
BEICEBRL2WARERH D« [T —FDOIEKR ... &5 7 a v 205 &
D B VI E Z RO (quality products) Z— B L TIRHHET 2 Z LN HRETH D Z
& D, BRI ZFENL D U,

F7o, ICH ¥R TTA %A Q7 “Good Manufacturing Practice Guide for Active
Pharmaceutical Ingredients” (JFEE O IERLEHH) MO Z L, Z OJFEE GMP
DAL AT, NI T —=varvk WEOTrt A, FIEXIV AT L3,
FHNCRE LICiPR R m - 3R R e — B L CTERNT 2L 2 RGET 2 2 &
EEFRLTND, KTAFZ AT, N T —varid, ERLoJFEE GMP O A
FOAXLEFE BT L LEHTETHEHALTOHS

DIBBETITIM L TR £, LPFETLD, TRE Hlr %
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FDA recommends you implement appropriate controls to manage risks associated with
each element of the system. Controls that are appropriately designed to validate a system

for its intended use address software, hardware, personnel, and documentation.

FDA I, VA7 LOEBERITEHET LY A7 ZEH (manage) 357202, @Iz hr
—NEEMTDHIEEHEL TWD, VAT ARERLIZHBIZAEE L TWDENE I 0%
NYF— T B0t Snizcary be—nd, Y7 hu=7, "—FKu=7,

B, CERICR T 72D LD TH D

4. How should access to CGMP computer systems be restricted?
CGMP 22V Ea—F VAT L~DT 7B RIE, EDOXDITHIRTR&EH?

Pharma Solutions Co.Ltd.

You must exercise appropriate controls to assure that changes to computerized MPCRs
or other CGMP records or input of laboratory data into computerized records can be
made only by authorized personnel (§ 211.68(b)).

BHIE, 2 Ea—#{bE 72 MPCR (1RSI FLR4RFUA : Master Production and Control
Record) X% fl1o> CGMP FL#k~DEE it a ¥ a— XL INT-ilik~DERET — X
DA, EKRBINTIREIZ L > TORTOND Z & ZRIAET D7D, WU REH LT
DIRTER 57200 (§211.68(b)) .,

Other examples of records for which control should be restricted to authorized personnel
include automated visual inspection records, electronic materials management system
records, and automated dispensing system weighing records. FDA recommends that you
restrict the ability to alter specifications, process parameters, data, or manufacturing or
testing methods by technical means where possible (e.g., by limiting permissions to
change settings or data).

B A KRR LTI BT 2 RIRR T & FeE o of] & LTX, ITOFFNEEND -
HENb iz B AR E
BIFMEEHE Y 27 5508k ;. BXO
HE N TR R AT AFek
FDA I, FRERSGS (BlxiX, BREHDIWVIET —X EEH) [ZhH-> T, B, 7rkR
DINTG A—=8 FT—4 bDHWFRECRBRITEE LR T DR %, ATRE7RER D AR 72
FETHIRT 2 Z & 2 HLET 5,

The system administrator role, including any rights to alter files and settings, should be
assigned to personnel independent from those responsible for the record content. To
assist in controlling access, it is important that manufacturers establish and implement a

method for documenting authorized personnel’s access privileges for each CGMP

Mmoot ROSOIR A FENAIEO SBEE TSR LT Y £, LIRS TR L I A
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computer system in use (e.g., by maintaining a list of authorized individuals) (see §
211.68(b)).

VAT NEBRFE (system administrator) DEN 774’/1/'?3;:/1%%%%@*7 MR 2 &, 2D
LB ICEEZ RO Z LIZEMR AR oA L L7 BTHRNETHD
TR ADEREIT O T E AR T D720, BLERAIL, @ﬂﬂtfj@% CGMP =1t = —
B AT N LT Z SNTZIRBE O T 7 2 AHER (access privileges) % SLEALT 5 ik

(Bl z X, AR SNTBEDOY 2 MEMFFEHT 52 &) ML, ET o2 & nEHE
ThD (§211.68(b)5/§ﬁ€)0

5. Why is FDA concerned with the use of shared login accounts for computer systems?

FDA (3. OV P a—F I RTFADOEER I ThHT Yy VOFERE, i, BE5T 2500

When login credentials are shared, a unique individual cannot be identified through the
login and the system would not conform to the CGMP requirements in parts 211 and
212. FDA requires that system controls, including documentation controls, be designed
in accordance with CGMP to assure product quality (e.g., §§ 211.100 and 212.50). For
example, you must implement documentation controls that ensure that the actions as
described in question 4 are attributable to a specific individual (see §§ 211.68(b),
211.188(b)(11), 211.194(a)(7) and (8), and 212.50(c)(10)).

07 A VRREDIFEMPIEFE I TWD &, a7/ A NS K> TREDBEANZ#NT 5 Z &2
TP, TOVAT AL Part 211 B LN 212 O CGMP BRI A LW Z L1272 5, FDA
T, WEOMEEZRGET 572012, VAT LEH (LFEEFHELEZT) % CGMP IT1E-> Tk
STz aERLTND ({ﬂ §211.100 3 L 18§212.50), 5l 21X, Question 4 |ZFCHL S 4L
TWD X178, FEDHEICERT 26D TH D I & 2 IRiEd 2 3CEE P2 i L
TR By (8§ 211.68(b), 211.188(b)(11), 211.194(a)(7)(8), KX 212.50(c)(10)Z 1),

Shared, read-only user accounts that do not allow the user to modify data or settings are
acceptable for viewing data, but they do not conform with the part 211 and 212

requirements for actions, such as second person review, to be attributable to a specific
individual.

ﬂ-—qji—ﬁ?:*é?'@gﬁﬁf%%ﬁf‘% WHEHOFAR Y EHO2—Y—T v NI, T
— X OREEICITE L TWAD, BIZIRE 3 (secondperson) (LD LV E2—72 D, [FE
DIREIZ Jﬂﬁ)@ﬁ“&%ﬁ/ﬁ% RS LD Part 211 KON 212 OB ITIEA L TUL7R,

6. How should blank forms be controlled?

Pharma Solutions Co.Ltd.

D ey FOIELZFHENDERO TEE LTI L TR Y £9, 47530 TR & 2k 2
j’dﬁﬁb A EF’ Li‘fi j’-o gﬂiliiﬁéﬂ E g &) 6 A ?i?/f 7 Zﬁ)z j—&) V) i—d— Pharma-bie Futakami @
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T30 77 —h (REAOKR) 13, EOLITEERTEN?

There must be document controls in place to assure product quality (see §§ 211.100,
211.160(a), 211.186, 212.20(d), and 212.60(g)). For example, bound paginated notebooks,
stamped for official use by a document control group, provide good document control
because they allow easy detection of unofficial notebooks as well as any gaps in notebook
pages.

If used, blank forms (e.g., electronic worksheets, laboratory notebooks, and MPCRs)
should be controlled by the quality unit or by another document control method. As
appropriate, numbered sets of blank forms may be issued and should be reconciled upon
completion of all issued forms. Incomplete or erroneous forms should be kept as part of
the permanent record along with written justification for their replacement (see, e.g., §§
211.192, 211.194, 212.50(a), and 212.70(f)(1)(vi)). All data required to recreate a CGMP

activity should be maintained as part of the complete record.

O E ZRAET D 72010, CEFEFHEZITONR T UL 520 (§§ 211.100, 211.160(a),
2um@mzmmx&02ma@)§%)fﬂ X, CEEHRIN—TI2L > TARBEHD =
&VfﬁﬁéhﬁN~9WD@/—ki IFAXD ) — /) = DOR—=T DXy v
GEV) Z2/XGImiiTcE5 L BN SGEEE AR D,
E%W%ﬁ(ﬁ%wﬁv—yv—h FEBR ) — F (5K — 1), MPCR (B 7-Ho8yss B0 sk
A : Master Production and Control Record) 72 &) ZAEHT 25513,  SEHM £ 723 fho SCGEE B
TR L > TEBHTR&ETH D, LBEIILLT, BEMHEOART +—L 0% v N ERIT
L. BITSNTZTRCOT 4 —LN5% T LR THERAEZ1T D (reconciled) = &, R5E4A
IRRER UTRR - 72U, Z N D O E IEXMAE (ustification) 375 i & & B2, KAFLER
(permanent record) D—i & LTRE TS Z & (Bl 21X, §§211.192, 211.194, 212.50(a), KO
212.70(H)(1)(vi) M), CGMP IEEhZ BT 5 72 DIC BT X TOT — XL, ERRFLERD
—H e LTHERF T 2 &

7. Who should review audit trails?

BEEAN 2 L B = —§ 5 D135 ?

Audit trail review is similar to assessing cross-outs on paper when reviewing data.
Personnel responsible for record review under CGMP should review the audit trails that
capture changes to data associated with the record as they review the rest of the record
(e.g., §§ 211.22(a), 211.101(c) and (d), 211.103, 211.182, 211.186(a), 211.192,
211.194(a)(8), and 212.20(d)).

For example, all production and control records, which includes audit trails, must be
reviewed and approved by the quality unit (§ 211.192). The regulations provide flexibility

MmOt gy FUCTECE RN SIO TBE LTI LT Y £, 47 SRR & D A
j’dﬁﬂ‘b A EF’ [/J:“fi jﬁo gﬂﬁliiﬁ? n/ u? &) 6 A j:ﬁ /f 7 A f)iié ?’—&) V) i—d— Pharma-bie Futakami
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to have some activities reviewed by a person directly supervising or checking information
(e.g., § 211.188). FDA recommends a quality system approach to implementing oversight
and review of CGMP records.'?

EARIO L Ea—it, F—4 &L Ea—T 5B, MO EOs AT Y R Rism 5T
flid5Z LTV D, CGMP @ FCridkd L B o — 24 281X, ZOfE0E) O
45 (the rest of the record) & L' B2 —3 A Z L2/ A DT, Ykitst LT A5 — & ~D%
BARA DB Z L E2—3 252 & (BlxiE, §§ 211.22(a). 211.101 (c) KXT* (d).
211.103, 211.182, 211.186(a). 211.192, 211.194(a)(8). K T*212.20(d) M),

Bz X, EEEE ST X COARE EFHEIT, METMICE o T Ea—&h, &R
STt by (§211.192), CGMP Tid, FEE DN EBMIZEAES (supervising) . b L <
XF =y 7T HERICE ST, VEa—2 T REEONDOIEEZT 25 2 &I0, FiRIEZ R
LTV (B : §211.188, #¥E : FRAlc&XoxiRa7= L7, ), FDA I, CGMP fifkDEAH L L
Ea—%EiiT 2572012, WEVATANLOT 7a—FE2H#5E L T 12

12 See guidance for industry Quality Systems Approach to Pharmaceutical CGMP
Regulations. See also guidance for industry Contract Manufacturing Arrangements for

Drugs: Quality Agreements for information about auditing as it relates to contract facilities.

SERmNT A X A [Quality Systems Approach to Pharmaceutical CGMP
Regulations| Z#ZMDZ &, F7z, ZESHMIT AT A & A [Contract Manufacturing
Arrangements for Drugs: Quality Agreements| H S I 72V, FiULE, ZFtHd
TEh A (B L 72 R A B o T, Rt RE I B BRI S

%

H : Sec.211.188 Batch production and control records. (/¥ FHliEEs L UVEHERSR)

Batch production and control records shall be prepared for each batch of drug product
produced and shall include complete information relating to the production and control of
each batch.

Ny FREEE ﬂr—luLﬁK Elx, WETAEREOFE N FICOWTHERTHZ &, BLOFE AT
DOREB L OEHLICE L CORERIEHREEZDDHZ &,

These records shall include:  Z 415 O FEEkIC %, LLFOFEN G END -

(a) An accurate reproduction of the appropriate master production or control record, checked for accuracy,
dated, and signed;
EfS, Afoi#, BEOBL SN TWAOEF =y 7 L, b~ 22—l $ -1k
PR OO T

(b) Documentation that each significant step in the manufacture, processing, packing, or holding of the
batch was accomplished, including:
Ny FORGE T, @, FMRE CORBERBBEILICHTELBVICEMmMLI-Z &
DXFE, ZHIEUTOLOREEND -
(1) Dates; #1H;

(2) Identity of individual major equipment and lines used;

A L7l 2 O EERigd L OT A~ Oihil;

BT LTRY 9, LPFEcLy, TR E THil &

?ﬂg?gﬁg’ﬂi‘:‘,x*ﬁ%ﬁ uRjC i)ﬁ'ng %‘." Li ﬂ 6 B%S L
% \ %/E"l?g\ &) 5 1 \‘j: 7 /f 70 i A ﬁiﬁz‘f&) D i '9‘—0 Pharma-bie Futakami @

nZ
BREEOH L B E4, FROUX



Page 22 of 34 pages
Questions and Answers Guidance for Industry] 2018 £ 12 A %
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(3) Specific identification of each batch of component or in-process material used;

T U7z J50Bk oy 72 3 T RS 04528 T 0 BARRY 725851

(4) Weights and measures of components used in the course of processing;
INT oo Fe TR U725y D B s L OVA &

(5) In-process and laboratory control results;
TRNEHE LN TOEHORER ;

(6) Inspection of the packaging and labeling area before and after use;
RT3 1T 2 WS E DI oD R SR

(7) A statement of the actual yield and a statement of the percentage of theoretical yield at

appropriate phases of processing;
INT. DY) 72 BERE C D S & (actual yield) DR & | BERGINE D/ S—F& 7 — 220
TOHH

(8) Complete labeling control records, including specimens or copies of all labeling used;

SEATe R E P EL Sk (1abeling control records), ZAUICIZEEA L7 TD
ForP)(labeling) D AA®H 5V o v — %5

(9) Description of drug product containers and closures;
3 DRI L OPAZER OFLIR;
(10) Any sampling performed;
Efi L2 TOY Ty
(11) Identification of the persons performing and directly supervising or checking each significant

step in the operation, or if a significant step in the operation is performed by automated
equipment under 211.68, the identification of the person checking the significant step performed

by the automated equipment.
RO BEEME AT O AR L OEZRET 2 N0l £723, b LIEROHEERT
v 73 §211.68 DT dH 2 ABMLHEZRIC K> TITDbL 2 D ThiLiX, 0 HELERIC
FoTUTONDZEERAT v 7% F = v 7 LTc AOFR,
(12) Any investigation made according t0211.192.
§211.192 |2 L7223 - CHEfi L= Fi#E
(13) Results of examinations made in accordance with 211.134
§211.134 1T L7223 > CTHEM L 7= A Ok 5
[43 FR 45077, Sept. 29, 1978, as amended at 73 FR 51933, Sept. 8, 2008]

RE: 7uAT7 U e, BESINTHET) HEE&cd 5] LoEwEbLD, 114E
FEFERLUEZERIC, #E25WTECELWIFEEZEL ] &

LTk, &R ETHE
WHZEThD,

8. How often should audit trails be reviewed?
BN, EOMOEETL Ea—F &N

If the review frequency for the data is specified in CGMP regulations, adhere to that
frequency for the audit trail review. For example, § 211.188(b) requires review after each
significant step in manufacture, processing, packing, or holding, and § 211.22 requires

BT LTRY 9, LPFEcLy, TR E THil &
Pharma-bie Futakami @

Pharma Solutions Co.lu. SRR A EEN LD SBEE T
FROCITRERR, B, HDOIWVEXA T IADBKTH Y FT,

I7NR-Ya—Lar R & N
BEOHL EFET,
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data review before batch release. In these cases, you would apply the same review
frequency for the audit trail.

%L?—&@Vﬁi—ﬁﬁﬁGWWEWTﬁiéMTw7@T%mi %ﬁﬂM®VEJ
—TIXZOHEEICNED Z &, FlziE, §211.188(b) 1%, ik, T, . XAIRE BT
LEBEERAT v 7TO®RIZ, LE2—ZERL, §mmzi\”y?MW®ﬁK?~§®
LE2—%3RTDH, ZNHOFr—ATiE, BEEIBNCFAEC L2 —8EZEHT S

If the review frequency for the data is not specified in CGMP regulations, you should
determine the review frequency for the audit trail using knowledge of your processes and
risk assessment tools. The risk assessment should include evaluation of data criticality,

control mechanisms, and impact on product quality.'*

H L7 —H DL a—HER CGMP i THESN TV ARND ThIIE, FatADm
%kUx&Tﬁxxy%V—w%%wf%ﬁﬁM@VB;—ﬁﬁ%%iﬁé:&oUX7
TEAANTIE, T OEEME, BEARH ., WESEA~DOA N7 M EZFHEiT S
VR H D
13 Risks to data include, but are not limited to, the potential to be deleted, amended, or excluded
without authorization or without detection. Examples of audit trails that may be appropriate to

review on a risk-based frequency include audit trails that capture instrument operational status,

instrument communication logs, and alert records.

T—2IxT DU A7 L, AR, HDIWIIREBm ST o, LLFos00n
GEND, 2L, ZNETICEOND LD TIEAR,

@ HIBE (deleted) . @ EIE (amended) . FlL @ HEFR (excluded),
YR R—AQBHEETLE2—7 52 LAl & Bbh b ERioEs & LTk

T2 DIEHRIRML (instrument operational status) | 2R DIBIE T 7 (instrument communication

logs) . 33 & OVEELFOER (alert records) Z it 92 BE WAL N & E D,

Your approach to audit trail review and the frequency with which you conduct it should
ensure that CGMP requirements are met, appropriate controls are implemented, and the

reliability of the review is proven.

FERSEA L B a—n 7 7 u—F L E#EE X, CGMP BEfEZ2i7- L, W& N £ S
N, LE2—DOEHEEPNGEHIND X T204ERH D

See the audit trail definition in 1.c. above for further information on audit trails.

AR D ONTIE, EED le. OEBIFMOER EZSR IV,

9. Can electronic copies be used as accurate reproductions of paper or electronic records?

<

Mo Oo, SRR B LS
BRI L LFET, &

BEE V‘H LTkYEF, LFHETIC TR & T %
&)611\ ?i?/f 7 2%)‘1&@"&) V) i—d— Pharma-bie Futakami @
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B av—ik, EOEFRFOERLBERL LTERTE 2 ?

Yes. Electronic copies can be used as true copies of paper or electronic records, provided
the copies preserve the content and meaning of the original record, which includes all
metadata required to reconstruct the CGMP activity and the static or dynamic nature of

the original records.

HHTHZENTED, BYabv—F, MELFETRREOEDaE—L LTHHTS
EWTED, IEL, Z0Oab—nNROFHEZGZOND I ENVETHD

O FTORFEONEFEEREZRTLTND

@ EiOix, CGMP &)z T 5720 :Jz%focfm“f(?)x&?‘—&%@@;
@ TTOFEROFHE I ITBN R ME 2 REEL TN D,

True copies of dynamic electronic records may be made and maintained in the format of
the original records or in a format that allows for the content and meaning of the original
records to be preserved if a suitable reader and copying equipment (e.g., software and
hardware, including media readers) are readily available (§§ 211.180(d) and 212.110).

B FRLsk O BEEaE—(X, RO (74—~ ) TELI., OfERFESNS T
HAD

a) JLOREKO 7 +—~v > b ;  FX

b) WU FEEE EEEFEE (B, AT o T miEEE S 7 by 2T b
R =7) BDEHIZHATE 256, TOREKOARELEBERERFTEDL 7 4+—
~ v b (§§211.180(d) and 212.110) ,

FRIE : § 211.180(d) DXL & B HBR (§211. 110 1%, PET A|DO 7= HIZEHME L1z)

(d) Records required under this part maybe retained either as original records or as true copies such
as photocopies, microfilm, microfiche, or other accurate reproductions of the original records.
Where reduction techniques, such as microfilming, are used, suitable reader and photocopying

equipment shall be readily available.

ZON— N TERIN DRI, BLEJFER (original records) F7-id, FLEEARDEEME
‘5. (photocopies), ¥ A 7 a7 (/A ~A BT 42 (microfiche), & DI

EHe72BRO X 5 REIEOBEEY (true copies) T2 Tk, ~f7u7 41
278 EOBEREIN A FE T 2 5A21E, BYIRTRAR Y EERS L OGEEEE RN
GIRIHATREE L 975 2 &,

10. Is it acceptable to retain paper printouts or static records instead of original electronic records from
stand-alone computerized laboratory instruments, such as an FT-IR instrument?
FT-IR 2BED X H A FZ U FTurpara—F{LENzT7 ROBBRN L, 4 ) PFLOET
F08% (original electronic records) DI\ VIZ, FEDOT VU v v T U MROERRYRELE: (static records) %

mamsowestol R A BN AIEO DB EE TSR LTH Y £, PRI SRR & D A
jbﬁﬁl/\EE [/J: ‘J‘ijﬁ uRjC ﬁ/ ; N ﬁ/ﬁ?g &)611\ ?i?/f 7 Xﬁ‘%?‘"&) V) i—d—o Pharma-bie Futakami @
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D

ZliE, HFEEINBDIHLDOTHIN?

A paper printout or static record may satisfy retention requirements if it is the original
record or a true copy of the original record (see §§ 211.68(b), 211.188, 211.194, and
212.60). During data acquisition, for example, pH meters and balances may create a
paper printout or static record as the original record. In this case, the paper printout or

static record, or a true copy, must be retained (§ 211.180).

OTY > N7 T MROEREERE. T4 Y U0k, 134 Y UL O50Ek
DEIEaE—Tho7 6L, RFEMfZHIZTIENTES (§§211.68(b), 211.188,211.194,
and 212.60 /), Bz X, T—FXEEFIZ, pH A —F — L KL, AV U voitsks L
THOTY » b7 U NEITEHNREREZERT 228D 5, oG, o7 Y ok
7O (EFERLEY) . ERITEEaE—2 R LRITE R 62 (§211.180),

However, electronic records from certain types of laboratory instruments—whether
stand-alone or networked—are dynamic, and a printout or a static record does not
preserve the dynamic record format that is part of the complete original record. For
example, the spectral file created by FT-IR (Fourier transform infrared spectroscopy) is
dynamic and can be reprocessed. However, a static record or printout is fixed and would
not satisfy CGMP requirements to retain original records or true copies (§ 211.180(d)).

Also, if the full spectrum is not displayed in the printout, contaminants may be excluded.

L L7723 e, B 5D T R ke SERIL. FNRAZ U RT o Thil, £ v b
J—7 Thiv, BIRbLDTHY 7)VF77F@%%@%@Tﬁ\%é@ﬁUV+w
FLERD—ETH DI 72tk BN R FF 5 Z L1 T2y, il 21X, FT-IR (Fourier

transform infrared spectroscopy) CHERR SITZ AT ML T 7 A )VIZEINTH O . FFRLERDS Al HE
BB, LINLRBG, BIRGERLT Y h T MIFEE (fixed) SHTBY ., AU VT
DFCLUE = E— 255 L1 ) COMP OER A2 SRV TH S5 (§211180

d) ). FEEC, ZV Y RT T MCT AT MARFERSNAROOTHIUT, (5L
BRENTVWEHALDHD Gk : (57— 4 BBEDROE TN END REIERD B L7200 ?),

You must ensure that original laboratory records, including paper and electronic records,
are subject to second-person review (§ 211.194(a)(8)) to make certain that all test results
and associated information are appropriately reported. Similarly, in microbiology, a
contemporaneous written record is maintained of the colony counts of a petri dish, and

the record is then subject to second-person review.

FTRTOMEREBET HERPEUNCHE SN TWDZEEFHICT L0, AV UF
NDZRDiEk (KEE Eﬂﬁ%%é@) 23, T AF L E = — (second-person review : §
211.194(a)8) ) DRHRE 72D Z L ZRFE L2 UE e B2, [[REIC. AWM ORER TIX

mamsomonsolt R ESCE R E N ABRO DB EE TICIRI L TR0 £9, KPR SRR & D A
ijEU\EE [/J: ‘J‘ijﬁ gﬂiliiﬁéﬂ E g &)511\ ?i?/f 7 2%)‘%’9‘"&) V) i—d— Pharma-bie Futakami @
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ARRYMO 2 v =—H ORI EEHE S 72508k (contemporaneous written record)  23HEFRE X 41,
ZTOFEKITFE _FHLEa—DF L7125,

FRIE) § 211.194@)S)DELE, TOSERITKOEY TH D :

(8) The initials or signature of a second person showing that the original records have been reviewed for accuracy.

>

completeness, and compliance with established standards.
F U T NOFLEDS, EMENE, EEME L ORE SNIEE~OBESEICEH LT Ea = a7
ZEEFRTHE CHEDA = v VETITEAL

Document control requirements in § 211.180 pertain only to CGMP records.
§211.180 D XLEFHOEMIL, CGMP LI D HBIRT 2,

For more information on static and dynamic records, see 1.d. in this guidance. For PET
drugs, see the guidance for industry PET Drugs—Current Good Manufacturing Practice
(CGMP) for discussion of equipment and laboratory controls, including regulatory

requirements for records.

B FieR & BIRRERORENIL, AHA X Y AD 1d. #BROZ &L, PET EHKMIZONT
WL, FLERICEET 2 I EM 2 S, BRI M OVT ROEEOERIZ OV TIE, [guidance for
industry PET Drugs—Current Good Manufacturing Practice (CGMP) |

11. Can electronic signatures be used instead of handwritten signatures for master production and control
records?
v R Z —DRUETLHFOCF LG GRIE - EREROTODT I 7 74 —0b) T, FEEDEA
DROVICETFELEZEMTHILIITEL0?

Yes, electronic signatures with the appropriate controls can be used instead of
handwritten signatures or initials in any CGMP required record. Although § 211.186(a)
specifies a “full signature, handwritten,” an electronic signature with the appropriate
controls to securely link the signature with the associated record fulfills this requirement
(21 CFR 11.2(a)).

T 52 kD, CGMP THE L SNHFRICBNT, FEZDELLA =V v /L
DOROVIZ, BWUIRERELIToTLEFBELA LN T2 TE S, §211.186(a) Tl [F
FEOFERREBL] EHEINTNDLN, B EHET LKL ZRITHODT 57200
WY be— VR R TEFEAT. ZOEFLRTZ LTS (21 CFR 11.2(a),

See part 11, which establishes criteria for when electronic signatures are considered the

legally binding equivalent of handwritten signatures.

mamsomestol RS A BRSO DB EE TICI LT Y . BPRIICE 0, SRR L SH A
j’dﬁﬂ‘b Y EF’ [/J:“fi j’—o gﬂﬁl‘iiﬁfﬂ\ iﬁ\?z@\ &) 6 % ‘l‘i?/f 70 N Xfﬁ%\’f&) V) i—d—o Pharma-bie Futakami @



Page 27 of 34 pages
XERIR [Data Integrity and Compliance With Drug CGMP  Questions and Answers Guidance for Industry]| 2018 £ 12 A%

BFEAD, FEESOEL LFAFEOIENRRNEROLHBREND EDRELR ED I/ —
1122,

Firms using electronic signatures should document the controls used to ensure that they

are able to identify the specific person who signed the records electronically.

B BL AT 2EET, BEICETNICEL LTEBEO N ERENRD = & sk
235720 :%%Lﬁﬁ@ﬁ&%iémiazko

There is no requirement for a handwritten signature for the MPCR in the PET CGMP
regulations (21 CFR part 212).

PET CGMP #ifil (21 CFR part212) TlX., MPCR (=A% —/EpE - FHEL) (ChT 5 FEX
B DERITFAEL TWVRYY,

12. When does electronic data become a CGMP record?

BIHIRT —ZH CGMP ke LTHRbNEDIX., EORRENLN?

When generated to satisfy a CGMP requirement, all data become a CGMP record.™ You
must document, or save, the data at the time of performance to create a record in
compliance with CGMP requirements, including, but not limited to, §§ 211.100(b) and
211.160(a).

CGMP B A= 7o K O IR SN T2T —Z 1%, 73T CGMP gk L 725 ¥, CGMP %
TEICHERL U 7= FEgk 2 (BT B 72012, T — X IZE OE TR TET 20, HDHVITE
—7 (Rf7) ZLARTHIEZR 5720, CGMP EEIZ DWW TIE, §211.100(b) <2 §211.160(a) A3
BENDN, TNLETIZRESND S D TIHZR,

14 Under section 704(a) of the FD&C Act, FDA inspections of manufacturing facilities “shall
extend to all things therein (including records, files, papers, processes, controls, and
facilities) bearing on whether prescription drugs [and] nonprescription drugs intended for
human use ... are adulterated or misbranded ... or otherwise bearing on violation of this
chapter.” Accordingly, FDA routinely requests and reviews records not intended to satisfy
a CGMP requirement but which nonetheless contain CGMP information (e.g., shipping or

other records that may be used to reconstruct an activity).

FD&C 1% 704 S(a)l2 5%, FDA OfliEfiisk &%, Te hOMEHEZEHE L
AL SR (B X OFELG SR PHENOCA YRR TH L0 E I 0, EIEAR
HEOEMIIEHET 5T XToOL0 Gisk, 77 A4V, HEH, Yrntwx, F8H, B
FOREE L) ICASbDETH) L3 TWD, Ledi- T, FDA I,

CGMP B Aili7=4 2 L 2B L TRV, T BB 53 CGMP 15 %

DO e PR BN DR

BEETICIMS L TR £, LTHETLD . TR E ZHlr2
BRWHL LT ET, AR

DT
j{ j: 7 \ E':'D\‘?za‘ &) 6 " ‘l‘iﬁff 70 i Zf\liﬂ%f&) V) i—d—o Pharma-bie Futakami @
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Pharma Solutions Co.Ltd.

Tk g I SCA GRS

G AT

Hicik (B2 X, IEE 2 FAEZE (B8 reconstruct) 3D 72OIEH S5
AIEEMED & A Hifhf

W RLERC T DD FEER) & H I %*L\Vﬁi—bfwé

FDA expects processes to be designed so that data required to be created and maintained
cannot be modified without a record of the modification.

For example, chromatographic data should be saved to durable media upon completion
of each step or injection (e.g., peak integration or processing steps; finished, incomplete,
or aborted injections) instead of at the end of an injection set, and changes to the
chromatographic data or injection sequence should be documented in an audit trail.
Aborted or incomplete injections should be captured in audit trails and should be

investigated and justified.

FDA I%, 1ERL7Z0, MERF L7720 95 2 LN ERT — X%, EHEOFLEE (record of the
modification) 72 LIZIKE SN D Z ENHKRNE T, ZOTm AN END Z L2
FFLTWD,

Hlz1E, 7a~ b7 7407 =2, FEAEY hORE TR, FAT v FREAD
SETH (BIZIE, =27 DA T 7 L —3 9 (peak integration ; E'— 7 Hifi% K 2FE4 2) X0
WBERT v 7 3 7 4=y ¥a (EFRSHEREAN) ., RERZREA, FdFIEENZEAN)
12y B A A FE O YA (durable media) (CIREESNDHRE TH D, £ LT, Zu~vw s3I
T 4 T HAREMNERFOE L, A (audit rail) (ZRLERSNDORETH D, HIEL
£ (aborted injections) F 7= IFARFEE72TEA (incomplete injections) (%, B AT AWM &R I D
RXTHY, AELTCEOIELMEDOFH AT D (ustified Z &,

It is not acceptable to record data on pieces of paper that will be discarded after the data
are transcribed to a permanent laboratory notebook (see §§ 211.100(b), 211.160(a), and
211.180(d)). Similarly, it is not acceptable to store electronic records in a manner that

allows for manipulation without creating a permanent record.

EARR TR ) — MET = DNESRENTRICEESNDIENIC, T—F iy 52
LA ENR (§§211.100(b), 211.160(a), 211.180)BHH : ik F—2rzhnfEbh
TZRERT, RSNV ENWT RN E TH D, ATHEE DD OIEFEIE GMP OEEFANCK T 5, D%
B EOAES GMP RFO—H & LTI RERH D), [FAERIC, TEARNRGEERZERT 5 2

ey GUE: T4 o) BAEDSAIRERITIE CEFRURE RS 5 2 LITED bR,

You may employ a combination of technical and procedural controls to meet CGMP
documentation practices for electronic systems. For example, a computer system, such as
a Laboratory Information Management System (LIMS) or an Electronic Batch Record
(EBR) system, can be designed to automatically save after each entry. This would be
similar to indelibly recording each entry contemporaneously on a paper batch record to

satisfy CGMP requirements. The computer system described above could be combined

DIBEE V‘ﬁbf%@iﬂ’ BRI TR & 27 A
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with a procedure requiring data be keyed in or otherwise entered immediately when
generated.

BT AT LD CGMP LEDFEICHEE S 211E, BB R & T rRE iz
MAEGDOETEALTHLRY, #lxiX, LIMS (Laboratory Information Management System)
X EBR (Electronic Batch Record) ¥ AT LA/ EDar Ba—4 U AT LME, = M #
([CEHEWICRAFT D L D ICREHT 2 2 &3 TE D, AT, CGMP B &7 T 72012
ONy FLa—RIHExy Y ZRBHSHA RV E D ICREET 5 Z L iclizbo L2
b FikOa o Ca—2 T A7 NI, TEBERINTEZICTSICXF— AN EEIT

EHEFRTDHFIEEMAEDEDLZENTELTHA I,

For PET drugs, see the “Laboratory Controls” section of the guidance for industry PET
Drugs—Current Good Manufacturing Practice (CGMP).

PET #AN 2> Cik, “guidance for industry PET Drugs—Current Good Manufacturing Practice
(CGMP)” @ “Laboratory Controls” Ot 7 v a v EZZB Iz,

13. Why has FDA cited use of actual samples during “system suitability” or test, prep, or equilibration
runs in warning letters?
BREFDA L, VAT AOBEEM] E72i37T R b, ¥EF, EELOEITHICEHOY 2kl
RTsZt%, BEEODTHEMHBLILON?

FDA prohibits sampling and testing with the goal of achieving a specific result or to
overcome an unacceptable result (e.g., testing different samples until the desired passing
result is obtained). This practice, also referred to as testing into compliance, is not
consistent with CGMP (see the guidance for industry Investigating Out-of-Specification
(O0OS) Test Results for Pharmaceutical Production). In some situations, use of actual
samples to perform system suitability testing has been used as a means of testing into
compliance. FDA considers it a violative practice to use an actual sample in test, prep, or

equilibration runs as a means of disguising testing into compliance.

FDA VX, FEDOREREZ/L LA AWML LY FITFHFATERWVERELIIHT 2720
W2, Yo7V o rReT A &2 LT T25 (Bl EELVEKRERPGOND ETERD Y
TINETANTD) ZEEEIELTND, ERICEDEDLTZHDT A R (testing into
compliance)” & HIFITILD Z D L D R T41E, CGMP & XA E L 72 (guidance for industry
Investigating Out-of-Specification (OOS) Test Results for Pharmaceutical Production| ZZ:/), W
KOMNDRBTIE, EEOY T NVEFH LTI AT LOMEMWT A NEAT) 2 L3, BN
ZEbED 7;&x07ﬂx}\(mmmgmmcmmmmm@” ELTHEHEINTWD, FDA 1L, ESICHE
HI2®HDT AN (testing into compliance)” Z{&4%ET 5 FBE LT, 7 A b, i, F70I13
ELDFATIZEEREDOY TNV MHT 5 2 &k, BRATATHL EEZTVD,
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According to the United States Pharmacopeia (USP), system suitability tests must include
replicate injections of a standard preparation or other standard solutions to determine if
requirements for precision are satisfied (see USP General Chapter <621>
Chromatography). System suitability tests should be performed according to the firm’s
established written procedures—which should include the identity of the preparation to be
injected and the rationale for its selection—and the approved application or applicable
compendial monograph (§§ 211.160 and 212.60).

KEHEF S (USP) IZXAUE, AT A uit% (system suitability tests) 1%, F§HEEIZEEd 528
PER 72 SV TWND N E D AR T 572012, FEAEAHE (standard preparation) 5 72 [T OO E
PSR DV I LYEN  (replicate injections) ﬁ‘é\ifﬂfo& FAUE7Z2 572 (USP General Chapter
<621> Chromatography /), 27 LAAPEABR X, REDSHNL LI2CE L LI FIE (EA
Tféizﬁl DAL ZOBBROBM L ZTLNETHD) &, KRINWT TV r—va %k

WHENDNEEDKS (compendial monograph) (> CTEMENHRETHD (88§
21Ll60and21260)o

If an actual sample is to be used for system suitability testing, it should be a properly
characterized secondary standard, written procedures should be established and followed,
and the sample should be from a different batch than the sample(s) being tested (§§
211.160, 211.165, and 212.60). CGMP original records must be complete (e.g., §§
211.68(b), 211.188, 211.194) and subjected to adequate review (§§ 211.68(b), 211.186(a),
211.192, and 211.194(a)(8)). Transparency is necessary. All data—including obvious
errors and failing, passing, and suspect data—must be in the CGMP records that are
retained and subject to review and oversight. An investigation with documented,
scientifically sound justification is necessary for data to be invalidated and not used in
determining conformance to specification for a batch (see §§ 211.160, 211.165, 211.188,
and 211.192).

EEEOY TN E T AT AEGTERBRICEH SN D56, EAUTEICRES T b R
BETRTUIR 6T, FEbkanizF %ﬁ@iéﬂ TRUEDL R T NT R 63, o
wﬁﬁﬁéméﬁyfw&mﬁ@émy%#b@%@ﬁﬁThi@b@w(%mlmo
mnﬁamzuan(nMp@ﬁUV%w@ﬁﬁi ETRITIZR LT (FIZIX, §§
211.68(b), 211.188,211.194) , )72 L b= —% % Tf; FAuE7e 657220 (§§ 211.68(b),
2uww¢muwﬁm2qum&) BEWINE (transparency) ZMLETH D, TXTOT—H
(AT —& R, VBEXEDLWT =225 1L, RS, LEa—¢
R TP R A ammﬁﬁ_ﬁﬁéhﬁTMiﬁbﬁw T—ANEHE S, Ny TFO
BUSE S PEOREITEEH S oot L SN B AR IEY 22l (ustification)
DHHRAENLETH D (§§211.160, 211.165, 211.188, }KN211.192 ),

For more information, see the ICH guidance for industry Q2(R1) Validation of Analytical
Procedures: Text and Methodology and VICH guidances for industry GL1 Validation of

IO, gy DOCTCE NSO CBEE TR L TB Y £, LR SRR & D A
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Analytical Procedures: Definition and Terminology and GL2 Validation of Analytical
Procedures: Methodology.

FEARIZ-DUNTIE, ICH guidance for industry Q2(R1) Validation of Analytical Procedures: Text and
Methodology (GRYE : Ziudk MAERMICKT 2 H0) LT, VICH @ guidances for industry GL1
Validation of Analytical Procedures: Definition and Terminology and GL2 Validation of Analytical
Procedures: Methodology (FR7: : ZHIZBMWAESICHT 2 6 0) ZBRES 0, B

15 VICH=Veterinary International Conference on Harmonisation.

14. Is it acceptable to only save the final results from reprocessed laboratory chromatography?

FROBFAE SN u< M T 7 4 —DBEKEROHLEZRET D Z LITFHFESN L1 ?

No. Analytical methods should be accurate and precise.'® For most lab analyses,
reprocessing data should not be regularly needed. If chromatography is reprocessed,
written procedures must be established and followed and each result retained for review
(see §§ 211.160, 211.165(c), 211.194(a)(4), and 212.60(a)). FDA requires complete data in
laboratory records, which includes but is not limited to notebooks, worksheets, graphs,
charts, spectra, and other types of data from laboratory instruments (§§ 211.194(a) and
212.60(g)(3)).

PRS2, oM iR, IEME (accurate) CTHEEE (precise) CTZRIFIUIZZ2 572016 (T LA
EOTHROGHT TR, AT — X ITEMMIIKNE L SNHXE TR, bLlra~vw b7
77 4 —BELEL SN SO THIUE, FIEEIC L 5 FIESHEN S, ZhUcitbe itz
57, FRERITLVE2—DOITREF SR IT UL 5700 (§§211.160, 211.165(¢),
211.194(a)(4), and 212.60(a) Z:FR), FDA X, 7 A DORERICERRT —FZ ZER L TBY | £
MIIFRDE SR b DR H L0, ZNRETIRESNLDSDOTERW: /= T v U—
Jv—h, 777, Fx—hF, A7 b, BLXOERZBOESRNODOMDZ A T DT —%
(8§ 211.194(a) and 212.60(2)(3))s

16 See ICH guidance for industry Q2(R1) Validation of Analytical Procedures: Text and
Methodology.

15. Can an internal tip or information regarding a quality issue, such as potential data falsification, be

handled informally outside of the documented CGMP quality system?
7 —H BT ADFREMR & OMERBIZE T 2 NHERCE R, XE LS hiz CGMP WEHY

Pharma Solutions Co.Ltd.
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AT LADOHNTHARICEVEZE ) Z LB TEN?

No. Regardless of intent or how or from whom the information was received, suspected
or known falsification or alteration of records required under parts 210, 211, and 212
must be fully investigated under the CGMP quality system to determine the effect of the
event on patient safety, product quality, and data reliability; to determine the root cause;
and to ensure the necessary corrective actions are taken (see §§ 211.22(a), 211.125(c),
211.192,211.198, 211.204, and 212.100).

WS Z ik, BRSO, H#E ED X D1, HDWILHEN DT - 72T )

Do BT, parts 210,211, KON 212 O FCTHE L SN HFEOK S A (falsification) F 721348
1 (alteration) 23EEHON DA, CGMP SWE U AT LD FTHoRHHEL LT, BREDL4A
P, "WEORE, BLOT —Z OEFEMEICHT 2 EL OB LTl 6720

LU TCIRARKZRE L, RERZEERENSROIND Z & ZRGE L 722 T 17 572V (see §§
211.22(a), 211.125(c), 211.192, 211.198, 211.204, and 212.100),

FDA invites individuals to report suspected data integrity issues that may affect the
safety, identity, strength, quality, or purity of drug products at DrugIlnfo@fda.hhs.gov.
“CGMP data integrity” should be included in the subject line of the email. This reporting
method is not intended to supersede other FDA reports (e.g., field alert reports or
biological product deviation reports that help identify drug products that pose potential
safety threats).

FDA I, EHEGOZaM, F—Mk, ME, WE, MEICEEL 52 D RE0bH 57 —#
FSERMOMBENEDLNL5EIZ, 34 b O Druginfo@fda.hhs.gov.lZ fEHA D506 D %
ROTWD, A—LDOH4ITIE, "CGMP data integrity " & 5l S 4172V, 2 OME H LT,
ffio> FDA i & (BT, Ltk z &0 IRetho & 5 EES ORFEICRILS T 4 — IV R
77— h LR — b (field alert reports) AW FHELLENAREE) - TRbDD O ZEEE
B L Tupuy,

16. Should personnel be trained in preventing and detecting data integrity issues as part of a routine
CGMP training program?
WRIZ, T BEEOMBEZEIEL, BT 5700 E. BEIZR CGMP JiE7 v Z
LD—ERELTRITDINETHDH0?

Yes. Training personnel to prevent and detect data integrity issues is consistent with the
personnel requirements under §§ 211.25 and 212.10, which state that personnel must
have the education, training, and experience, or any combination thereof, to perform

their assigned duties.

mamsomestol RS A BRSO DB EE TICI LT Y . BPRIICE 0, SRR L SH A
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ZOEY THDH, T—HEEEORMEZGIE L, BREIT257-0ICEE ORI, §211.25 &
@§NNO@TT@%ﬁ@gﬁk*ﬁTé%@T%éo:ﬂ%@g#@\%ﬁﬁ%@ﬁb
YTHLNTBH LT T D10 DHE., Jl, BLORR, 32N 60MAGbEE
ﬁt@imi@%&w_&% YRTND

17. Is FDA allowed to look at electronic records?

FDA IIBFRFEL RO ENRFINTNEN?

Yes. All records required under CGMP are subject to FDA inspection. This applies to
records generated and maintained on computerized systems, including electronic
communications that support CGMP activities. For example, an email to authorize batch

release is a CGMP record that FDA may review.

FDA [XE ik a D Z L RFFA[ STV 2
amWTg*éﬂéT“T@ﬂﬁilmA@ﬁ SR LD, UL, a2 Ea—F U R
TAfim-ﬁﬁém@ﬁﬁ:ﬁbf$L%ém\:m:i CGMP {82 4T 5
WELEEND, Bl Ny FHEZKRT D72 ODET A —/VIiE, FDAR L E=2—7
HA[EEMED B D CGMP FLékThH D

You must allow authorized inspection, review, and copying of records, which includes
copying of electronic data (§§ 211.180(c) and 212.110(a) and (b)). See also the guidance
for industry Circumstances that Constitute Delaying, Denying, Limiting, or Refusing a
Drug Inspection and section 704 of the FD&C Act.

Procedures governing the review of electronic records are described in chapter 5 of the
Investigations Operations Manual (IOM) at

https://www.fda.gov/iceci/inspections/iom/default.htm.

HRTE, BT —XDabv—%E0H, %E@%iié@ﬁfﬁ%& (authorized) X AU7=AF%Z (inspection) .
LE 22— (review) £ L TCabE—%925Z & (copying ZHA[HEE LZRTHIXR B 7220, ZUIC
L7827 — 4 (electronic data) O = B— 4,5 F 415 (§§ 211.180(c) and 212.110(a) and (b)),
“guidance for industry Circumstances that Constitute Delaying, Denying, Limiting, or Refusing a

Drug Inspection” 33 & TN FD&C Act @ section 704 TH E B S 41720,
FLERD L B 2 —ZE B3 5 FIEIE, “Investigations Operations Manual (IOM)” D% 5 &
(https://www.fda. gov/iceci/inspections/iom/default.htm) IZRiHE STV 5

18. How does FDA recommend data integrity problems be addressed?
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FDA I3, 7 —# BB DX 50T 5Z L2 HRLTWEH?

FDA encourages you to demonstrate that you have eftectively remediated your problems
by investigating to determine the problem’s scope and root causes, conducting a
scientifically sound risk assessment of its potential effects (including impact on data used
to support submissions to FDA), and implementing a management strategy, including a

global corrective action plan that addresses the root causes.

FDA X, AFTDZ E&ITH Z LI E - T, BfORMBEEZIREITEEL TWDHZ L DFEHNA
PHEEL TS

O REOREHFIH & RAFRA ZIRET D7D OREZAT

@ wEEMEZ RO BEIPA O, BLFRRIB LA FF 572 ) A7 T2 X A | (scientifically sound risk
TD. (FDA~ORMEEMFDIzOIEASND, T—=FIZONTDOA 237 b

assessment) 21T 9,
(BT 4 T 728 &ETe)
@ v VA MEKAFERT D (AUl BAFRKRIZIE T 5 7 v — 070 g ERE Xt
e EHE A )

This may include retaining a third-party auditor and removing individuals responsible for
data integrity lapses from positions where they can influence CGMP-related or drug
application data at your firm. It also may include improvements in quality oversight,
enhanced computer systems, and creation of mechanisms to prevent recurrences and
address data integrity breaches (e.g., anonymous reporting system, data governance

officials and guidelines).

ZAUCIE, BEFHOBEAEE (third-party auditor) ZEAT 5 2 &0, T — ¥ 22 MEOEKICE
FOH LB %, CGMP BET —# REIGHFET — 2 B LA 52 9 D356 2
ElREMEEND, 7o, B (quality oversight) DIk, T B a—H AT LD
b, RO IERT — 2 SERMEOERITKHILT 5 72D DA OREE (ELHE T AT
L, TR ANRNFT U AHBESTA RTA 7)) bEENLD

These expectations mirror those developed for the Application Integrity Policy. For more
detailed information, see Points To Consider for Internal Reviews and Corrective Action
Operating Plans at

http://www.fda.gov/ICECI/EnforcementA ctions/ApplicationIntegrityPolicy/ucm134744.
htm

2D OHIFHEIL. Application Integrity Policy D72 OIZAER STz H D EEEEL L TV 5, KD EE

72T HRIZ DUV TIL, http://www.fda.gov/ICECI/EnforcementActions/ApplicationIntegrityPolicy/ucm134744 htm

@ [Points To Consider for Internal Reviews and Corrective Action Operating Plans| % Z:H 1720,
(2021.06.20 R T)
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