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1. DOCUMENT HISTORY I & & Jif

Adoption by Committee of PI 041-1 1 June 2021

Entry into force of PI 041-1 1 July 2021

2. INTRODUCTION (LU ®IZ

2.1 PIC/S Participating Authorities regularly undertake inspections of manufacturers and
distributors of Active Pharmaceutical Ingredient (API) andmedicinal products in order to
determine the level of compliance with Good Manufacturing Practice (GMP) and Good
Distribution Practice (GDP) principles. These inspections are commonly performed on-site
however maybe performed through the remote or off-site evaluation of documentary

evidence, in which case the limitations of remote review of data should be considered.

PIC/S MR, JE3#K (Active Pharmaceutical Ingredient : APD) M UNE K[ (medicinal products) 0D Hli
EE R OPRGTEEE T L, GMP (Good Manufacturing Practice : i (E#4554146) M Y GDP  (Good
) OBSPIRILZ MR T DD OEEZEMNIITH), ZNHOR
LTI BLS (onsite) TITHALH DY, FEHLVEFH O RIRFHICBLIGI (47 A b offsite) T
ToNbsZEbd, TOLEAIUIIT — X DERL E 2 —DRALZZET L0ENH D,

Distribution Practice : i 1 d K%

2.2 The effectiveness of these inspection processes is determined by the reliability of the
evidence provided to the inspector and ultimately the integrityof the underlying data. It is
critical to the inspection process that inspectors can determine and fully rely on the

accuracy and completeness of evidence and records presented to them.

INGOEZETn AOFNIL, BALREICRM I N FEHLOETEM:, OV TR &
DT —HDFEEMEIC L > TIREEIND, BEEIL, $8R SN2 AHLCRE &k O B &
SERMEAYWT L, HRIEETELAZEN, BT o BRI ZE>THMOTEETH D,

2.3 Data management refers to all those activities performed during the handlingof data
including but not limited to data policy, documentation, quality and security. Good data
management practices influence the quality of all data generated and recorded by a
manufacturer. These practices should ensure that data is attributable, legible,
contemporaneous, original, accurate, complete, consistent, enduring, and available. While
the main focus of this document is in relation to GMP/GDP expectations, the principles
herein should also be considered in the wider context of good data management such as data
included in the registration dossier based on which API and drug product control strategies

and specifications are set.
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TR A LR, T EROE O BRATON LD TR TOEESZ VD D TH
D, ZHIUTIET —HZ AR Y 2 — (datapolicy) . LEAL (documentation) . FHE (quality) 35
WX VT o (security) ZF TN, ZAUIREIND SO TIE/RV, WIET —# <%
T A ML (good data management practices) 13, BEHEL DA « FlEkT H TR TOT —
ZDOMEIHEL 525, ZDOHEIT, 7 —F DIFEME (atributable) | I FEME
(legible) . [FIRFME (contemporaneous) . JREAME (original) . IEfEME (accurate) . FE4ME
(complete) . —EE (complete) . 7K#elt: (consistent) . [MHAMN: (enduring) M ON | rfgEME:
(available) ZHERT RETH D FGRESBR) . ZOXFEOEIRIIGMP/GDPIZEHEL7- b
DTHDHH, T IR LR ANE, IR OMLH) o & BRI K OB 23558 E S LD RO
AR L 72 DO, BEREFEOURMESE (registration dossier) ([ZH ENDHT —X 72 ED, i
IET—# <% A2~ (good data management) D L 0 JAWIARIZEB N THBEINDH X
Th b,
(BR¥E) —oxEld, TALCOA plus) ( “ALCOA+" &5 “ALCOA-C” ) IZOWTOIHTH 5,

TALCOA plus| (37 —=Z BFFONZFHETH > T, FTRORDO X IITELDOLND, 7ol HiE
RMAD A ARFEITERHC L > TV ORENRDH 5,

#: “ALCOA+" DHE (F—FDRD LN EMH)

S ARFE (RFEH) H & o # ¥
. . F— S OFHE 8 - BRI CH D = &
Attributable R attributable to the person generating the data
N = __ L EE = = . 77— N
A Legible I 7 ' APHEECEZ L B TR L L
L legible and permanent
R P TUg ey e =
C | Contemporaneous [R] IRp e 7S OERLBRPFERTHL 2 L
o contemporaneous
. TENEATHD Z & - FRPELTIERN I L
A Original PRAHE original record (or certified true copy)
Accurate TEREM: 7O RIERTHS
accurate
o A T HIMEETHDH L ,;*E/jéfcﬁ“ky K
Complete sERtE the data must be whole; a complete set
c . F— AR B LTRERRN &
C Consistent ik the data must be self-consistent
E . - T—=BNEOHA I NVEBMLUTKEHNTHDHZ &
T
A Enduring AL EmiE durable; lasting throughout the data lifecycle
h‘\“’_‘ § D Y A f : I HE N :
Available when needed | ZERFERHH L AlgEt: |~ ,577) : Hip L&l .*Jﬁﬁﬂ.‘ﬁb“(a’%é L
readily available for review or inspection purposes

eR., LA, MEERIIRDONDET XA T 7 VT 4 EERG) , 7 I INVE A LA, 20206618 5
2, BRICE L O LN EN B STV D, https://www.kanto.co.jp/dcms_media/other/CT 255 03.pdf

2.4 Good data management practices apply to all elements of the Pharmaceutical Quality
System and the principles herein apply equally to data generated by electronic and paper-

based systems.

WIERT — X~ A POFEBEIL, ERLGE S AT L (PQS: Pharmaceutical Quality System)
DT _XTOERICEA I, Z 2SS NZFANEL, ETBLUEN—AD T AT A THRR
SINTT—FICHFELLEHEND
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2.5 Data Integrity is defined as “the degree to which data are complete, consistent,
accurate, trustworthy, and reliable and that these characteristics of the data are
maintained throughout the data life cycle”.! This is a fundamental requirement for an
effective Pharmaceutical Quality System which ensures that medicines are of the
required quality. Poor data integrity practices and vulnerabilities undermine the
quality of records and evidence, and may ultimately undermine the quality of

medicinal products.

FoB DR L, [FoaBRATHY, —EMAHY, ERTHY . FAMRS
D GRazm) | EEERDY ., T—XDOINLDORERT =X DT A T A 7NV EELT
THERF SN D EA W] EERINDL, UL, EEMMPERINDWEZ RO & RGE
TOMRNREIGWE L AT LOEAREMETH D, 7 — 7 DEAVETKRT 517400
B5P%  (vulnerabilities) 1d, FLERCFEILOE ZTe LIXA, HBEHIITER GO ME 2T LILTe
AREMEN B D,

1. ‘GXP’ Data Integrity Guidance and Definitions, MHRA, March 2018

BREE : “trustworthy” X, “deserving of trust, or able to be trusted” (FHEICIET 5, TIXEETE
5) LOFKRTHY ., AN OMFEZH T,

2.6 The responsibility for good practices regarding data management and integrity lies with the
manufacturer or distributor undergoing inspection. They  have full responsibility and a
duty to assess their data management systems for potential vulnerabilities and take steps to

design and implement good data governance practices to ensure data integrity is maintained.

T AT RX YA B LOEAEICET 2 EREROFMIT, B84 %) o8EER 00T
IRFEEEIZH D, 01T TAEEMED & 2 Hag51E (vulnerabilities) (ZDWTDEDT —H < R A
YRVATLAEFHMETHZ L) . KO [T =X OSSR MEEICHERT T 5o OICEIER T — ¥
TNF o ARGt « BT 270 ODOFEEZH L D] ZEORTORMLEBZBE A>TV,

3.PURPOSE [
3.1 This document was written with the aim of: = @ CEILL FO HEIAZ LL > TE LTV 5,

3.1.1 Providing guidance for Inspectorates in the interpretation of GMP/GDPrequirements

in relation to good data management and the conduct of inspections.

WIERT —Z <3 A v MO L7~ GMP/GDPE R FIH O IR M L2 D E i lZ DU
T, BAEYFICHA X A eigid 5,

3.1.2 Providing consolidated, illustrative guidance on risk-based control strategies which enable
the existing requirements for data to be valid, complete and reliable as described in PIC/S

Guides for GMP? and GDP? to be implemented in the context of modern industry practices

Pharma Solutions Co.ltd. SRXIE, BXEROLDOOBEETICRELTBY £F, ZOHRER, ITOEMRTRD Y A, Pharma-bio Futakami @
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and globalised supply chains.

PIC/SH A RGMP2J O'GDPHZ Rl S 1L TV 7 —Z D24, et L OME M B4 5 BE
FOEREEZ, U A7 X—ZAOE IS 56 SNIZBIRINR T A 70 A i fitd
5. ik, BAEOEFIETT (modem industry practices) MOV 0 — UL LTV T T4 F = —0
DFTEMTEDLICTLHDITATI HDOTH D,
2. PIC/S PE 009 Guide to Good Manufacturing Practice for Medicinal Products, specifically Part I
chapters 4, 5, 6,Part II chapters 5, 6 & Annex 11

3. PIC/S PE 011 Guide to Good Distribution Practice for Medicinal Products, specifically sections 3,4, 5 & 6

3.1.3 Facilitating the effective implementation of good data management elements into the
routine planning and conduct of GMP?/GDP? inspections; to provide a tool to harmonise
GMP/GDP inspections and to ensure the quality of inspections with regards to data
integrity expectations.

GMP/GDP#E£ 0 A #1723 4 L OVEMIZIB N T, MIERT — XX AL hOBEROZHE
H7 8 AN ZARET D ; GMP/GDPAEZREZ I S E 5720 DY — V&R 5 2 L RUB LD
T =2 OFEEMIZEAT oMM L TELZOE 2 kT 52 &,

3.2 This guidance, together with Inspectorate resources such as aide memoire, should
enable the inspector to make an optimal use of the inspection time and an optimal
evaluation of data integrity elements during an inspection.

ZDHA K AL, “aide memoire (fssk) 78 EDEEYROER () v—=r) EHbE
TIEH L, BREPICT — #5550 ER L REICFHI TE 5 THA I,

3.3 Guidance herein should assist the Inspectorate in planning a risk-based inspection
relating to good data management practices.

ZZIICRESINTWD A X R T, MEYRENEIET — X~ 3T A MEEICRHE T
H U ARG R—=ADHEZFHH T HEEIENOTHA 9,

3.4 Good data management has always been considered an integral part of GMP/GDP. Hence,
this guide is not intended to impose additional regulatoryburden upon regulated entities,
rather it is intended to provide guidance on the interpretation of existing GMP/GDP

requirements relating to current industry data management practices.

WIERT =4 <3P A2 M, WIZ GMP/GDP ORI RAREHR EEZ BN TS, LIA->T,
ZOHA FiE, B SR L e o mRITH A E RS I aEM L boTidRLS, &
LA, BIEOERDT — 5~V A v+ OEATIZREE T % BEAF O GMP/GDPE K HIH ORI
BT D01 5 ABRET 5 2 L EERLEZLOTHD
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3.5 The principles of data management and integrity apply equally to paper- based,
computerised and hybrid systems and should not place any restraint upon the development
or adoption of new concepts or technologies. In accordance with ICH Q10 principles, this
guide should facilitate the adoptionof innovative technologies through continual

improvement.

T—=EIRVA N T=HEAMEOFEANL, RN—ADT AT A ara—{bInicy
AT I, AT Yy RAT LIHEL @A S, ﬁbwﬁA%&mmﬁﬁ%ﬁm%ﬁﬁﬁ
HDTh > TITR BV, ICH Q10 DJFRNZEVY, AT A FiTikiiny e diE 2 U CHH 72
EiOWM 2 RET XETH D,

3.6 The term “Pharmaceutical Quality System” is predominantly used throughoutthis document
to denote the quality management system used to manage and achieve quality objectives.
While the term “Pharmaceutical QualitySystem” is used predominantly by GMP regulated
entities, for the purposes of this guidance, it should be regarded as interchangeable with the
term “Quality System” used by GDP regulated entities.

MEH S SE S AT ] ( “Pharmaceutical Quality System” : PQS) &9 FFEIL, & LT, WWE
HA% (quality objectives) &~ % AL h L., FNEERTAT-OIEHINDHEDO~R A L
ROV AT LERTEDIC, ZOXLETHEASN TS, ERMBEY AT L) &0 ) HE
1%, EICGMPHBIHREETHEMA SN TWENR, AW A X ATk, GDPHIHI xS % T
SNTWD TWHEY AT L) ( “Quality System” ) &9 FFE & AN B 5 & tg T _E B D
TH D,

3.7 This guide is not mandatory or enforceable under law. It is not intended to be restrictive or to
replace national legislation regarding data integrity requirements for manufacturers and
distributors of medicinal products and actives substances (i.e. active pharmaceutical
ingredients). Data integrity deficiencies should be referenced to national legislation or
relevant paragraphs of the PIC/S GMP or GDP guidance.

ZDHA FiE, EERICES S EERFECmE T H > Thy, ZodA N, EELLD
F%%T(ﬁ*)mﬁkiﬁﬁowmiﬁmf 2 SERMEERIZ BT D ENEZRIR L2 Y
RELIZVT D ZEMLTW2RY, T =2 Z MO L, ENEEZIZPIC/S GMPH L
IXGDPH A X ADERENT 75 7 2 ST HULENH 5,

4. SCOPE i J] il

4.1 The guidance has been written to apply to on-site inspections of those sites performing
manufacturing (GMP) and distribution (GDP) activities. The principles within this guide are
applicable for all stages throughout the product lifecycle. The guide should be considered as

Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
ﬁvww- Ya—lavAHREH  FOUILTER, BMEL LTI T I AN DY £, FIUCE o TOMREERIE, RATRTT,
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a non-exhaustive list of areas to be considered during inspection.

ZOHA KX AF, B (GMP) K OVEE (GDP) {HEh & 1T > T DRG0 B A E2 %
THEIIMERRENTWS, ZDOHA ROFANL, %%@747%47»@?«(@&@
HEnbd, KA RiZ, AEOBICEET & D24 fﬂﬁmbfwﬁwUX%kézé:
L,

4.2 The guidance also applies to remote (desktop) inspections of sites performing
manufacturing (GMP) and distribution (GDP) activities, although this will be limited to an
assessment of data governance systems. On-site assessment is normally required for data

verification and evidence of operational compliance with procedures.

ZofEEHE, ®iE (GMP) K ONVEHE (GDP) JEEIZ1T > TV D FHFEF DR (desktop : 7 A7 b

) BEICHHEHA SNDNB, ZHUIT —F AINF U AT AT AOFEIZIRE SN D LD L7

H1EAH, W, T — X ORGELROES EOFIGESFOFEF O 7= D12, Bl TORME (on-site
assessment) 2NMAETH 5,

4.3 Whilst this document has been written with the above scope, many principlesregarding good
data management practices described herein have applications for other areas of the regulated
pharmaceutical and healthcare industry.

ZOFEIT EFOBEA#EH 2 RBIER I TV DD, ZOXFICTEHIN TV DHEIET —
TRV AL FOFERIC BT 5% < ORI, ERHIH 2% 1T TV D REEEER IS LSV R T
EROMDEIC BT TE D,

4.4 This guide is not intended to provide specific guidance for “for-cause” inspections following

detection of significant data integrity vulnerabilities where forensic expertise may be required.

ZDOHA RiL, JIRRFOEFIFNGFR (forensic expertise) NME L7050 K9 RE KT — X EE2MED
MEgFMED R S 72 t% D “for-cause” BEE (FRA T 57200, KRl 8es  gRES3HR) (2O T,
FeEDHA X A% BT 52 L 2B L THRu,

BR¥E :  [“for-cause” inspections| (X, FREDAWebEEHIRD L 5 eitfAndH 5 :

“For Cause” Inspections investigate a specific problem that has been reported to FDA. The source of the report can
be the manufacturer (e.g., resultant of a recall, MDR), consumer/user complaints, or even a disgruntled employee. A
“for cause” inspection will focus on the particular issue, but can branch out to cover unrelated elements of the firm’s
operations. This inspection usually is initiated at the request of CDRH, ORA, or regional directive.

These inspections typically are more in-depth than routine inspections, and they may not follow a QSIT approach.

(BER)

RERZEH D72 DL 13, FDAICHRE SNREOHRBEEZMET 26D Th D, REDHFTIZ, A
—7— (Bl : FPMDROFER) | ‘{é%”%/:—%ﬁ) LOERE, HOLVIEIRNHEFSTUERTH D Z
EbdD, FHEEHFHOTZODOERL, FEOMBICERZ S TLON, KtEOEBEOBEMED R WERIC
EFThkSZLELHD, 2 @*ﬁﬁ . 8%, CDRH (PEReHER: - Bop#iRtEL > % —) | ORA (EHIHIESFE) |
FIKESKIROERTOERIC L VBB IND,

— T, RCZHEEDOBEE TR LTHY &+, < ORRERL. TOGMRTHS Y EEA,  Pharma-bio Futakami @
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INHOBREIL. BEOBRELVLLIVFEMRLDOTHY, QSITOT Fu—FIitbR2WEEbLH 5,

Hi#i . Peter Ohanian, “Understanding The 4 Types Of FDA Inspection,” MED Device Online, October 3, 2016,
(V> 7 5k Rt D iA R

¥, LR “MDR” (I, BN THti@d 5 EHEEIS T 286 TRUNEREGEHA] © Medical
Device Regulation] #&EM3 2%, £/, IVDREWI HOLH Y Zhud [ES 2 E R
ffil : In Vitro Diagnostic Regulation] % EBET 5,

5. DATA GOVERNANCE SYSTEM 7 — %7/ /N F v A AT A

5.1 What is data governance? 5 —% H /3 2 L3 i ?

5.1.1 Data governance is the sum total of arrangements which provide assurance of data integrity.
These arrangements ensure that data, irrespective of the process, format or technology in
which it is generated, recorded, processed, retained, retrieved and used will ensure an
attributable, legible, contemporaneous, original, accurate, complete, consistent, enduring,
and available record throughout the data lifecycle. While there may be no legislative
requirement to implement a ‘data governance system’, its establishment enables the
manufacturer to define, prioritise and communicate their data integrity risk management
activities in a coherent manner. Absence of a data governance system may indicate

uncoordinated data integrity systems, with potential for gaps in control measures.

T =B HNFURENL, T Z DR ERIET D7D DD D DR (sum total of
arrangements) Cdh D, ZILHOEYROIT, T—HBEMS N, gk Sh, AE S, RS

CRBEEN, EHENS T ekt A Tr—~y b EREHERCOIDLT, T—F2DT
AT A 7 NVEEUT, R (atributable) . HIFEME (legible) . FIRFHIME (contemporaneous)
AU A (original) . IEFEVE (accurate) . FERME (complete) . —E M (consistent) , MH/AME
(enduring) . 33X OVEHHUH U ATHENE (available) & & OFlekZMEFRICTHHLDOTHD Gk :
ALCOA+DHKHIE) , [T —FHNF U AT AT L] #EANT D EOENEHITRON, 20
VAT LEWETHZ LT, BUEERITT XX VA MEBE B LI HIETE
#L. BRERIEMZ ST, IRET D ZENTED, T—FANT U AVAT LRI EIT
T AR AT AR —BEOR VIR E L TWDS Z EEERL, FHTEICEY v v 7N
BT DAREMEDR & D,

5.1.2 The data lifecycle refers to how data is generated, processed, reported, checked, used for
decision-making, stored and finally discarded at the end ofthe retention period. Data
relating to a product or process may cross variousboundaries within the lifecycle. This
may include data transfer between paper-based and computerised systems, or between
different organisationalboundaries; both internal (e.g. between production, QC and QA) and

external(e.g. between service providers or contract givers and acceptors).

Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
I'jv'nw- Ya—lavAHREH  FOUILTER, BMEL LTI T I AN DY £, FIUCE o TOMREERIE, RATRTT,


https://www.meddeviceonline.com/doc/understanding-the-types-of-fda-inspection-0001

Pl 041-1, 1 July 2021, PIC/S GUIDANCE
{Hf.l%m\ SNTZGMP/GDPEREEIZBIT 5T — 4 ~ 3V A v b &gt bk

BDTATHA T ML, T—=FNREDIHITERSN, LESH, #E5Sh, MERSh
EREREIE R S, 1%féﬂ BACHNIRAF IR DR TR S N DA ERT 5, 1
T B RCEHET DT —ZX, TA T A I AOF TR A BREER 2 Z D TR B D
ZHRZE, BER—AD VAT AE Ay Ea— 2 LENTV AT LEDHTOT —FERIES,
H (B ]WiE, QC, QADR]) B IS (B : y—E AT m A X — BEIORZR L)
DRI DM DBERDEEND Z N B D,

mﬁ\l

5.2 Data governance systems -5 — X% H /3T AL AT A

5.2.1 Data governance systems should be integral to the Pharmaceutical Quality System
described in PIC/S GMP/GDP. It should address data ownership throughout the lifecycle,
and consider the design, operation and monitoring of processes and systems in order to
comply with the principles of data integrity, including control over intentional and

unintentional changes to, and deletion of information.

— B NS AT AT ME, PIC/S GMP/GDPIZFLE STV DRI E VAT A L — K
TRITIUEZR SR, T—=ZTNRNF A ATNE, FAT7HA I NVEBLTT — X DA
He(ownership) [ZXHA L, % LCF — 2 52 0 FANCIEI 2 & % SEHT0Ic, TrE R
BLOV AT AOHR, EE, KOE=X )V T EBETRETh D, ZIFEROE™
B« EEMA R EE L OHIBROERZZL LD TH D,

5.2.2 Data governance systems rely on the incorporation of suitably designed systems, the use of
technologies and data security measures, combined with specific expertise to ensure that
data management and integrity is effectively controlled. Regulated entities should take
steps to ensure appropriate resources are available and applied in the design, development,
operation and monitoring of the data governance systems, commensurate with the

complexity of systems, operations, and data criticality and risk.

FeBHNF VAV AT ML, T—=F DRI A L PBLOEEMEN, IERICHIE S S
T EERRET D702, FREDO HAFENEG L ETo TEUNCERE S v AT 2O/ A
A BEO THINBL O T —2tEX2 ) 7o xROMH | ITEFEL TS, Hifilxig &
IRHBAEFET, MO EPRIAESND KO RAT v T2 HT &

(1) T—FHNF U A AT L0, B%, EHBLOEHRIZBW T, @) vy —2
WHAREETHY . HWHIND Z &;

Q) VAT L, WAOHEMES, ROTF—ZOHREMEBLIONY ZIZBRA->TWDHZ &,

5.2.3 The data governance system should ensure controls over the data lifecycle which are

commensurate with the principles of quality risk management. These controls may be:

TR TN ADVAT AL, BV AR VA NOFRANC R G >T2, 7—%T7 47
= e swions o IO, R AR DOBEE TIIMI LTRY 4. = ORIRER. ITOSME TS ) $8s,  Pharma-bio Futakami @
rj??}bv' Ya—iavAHREH  FOUILTER, BEELTEA T IANRDY T, 0L o TOMR & HEIL, KA T,
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1 Organisational  #HfkA72 & O

* procedures, e.g. instructions for completion of records and retentionof completed
records;
FIE, BRI, FERDOTLATTIES, FEAFHLEDORE T LR E

* training of staff and documented authorisation for data generation and approval;
HE O, KOT —Z DA E AT 2 CEAC SV AERR ;

+ data governance system design, considering how data is generated, recorded,
processed, retained and used, and risks or vulnerabilities are controlled effectively;
— AN ED XD ITHER, ?Eﬁ% RLBR, PREF, IS AL, U A7 RMegs A 2RI
BHEINTWOINEEBER LT, T—FHNT AV RAT LORE

* routine (e.g. daily, batch- or activity-related) data verification;
HEWM (B mH., Ny FEILENCEES ) 7 — ¥k ;

* periodic surveillance, e.g. self-inspection processes seek to verify the effectiveness
of the data governance system; or
EHE Y —_ A T R, FIZIET —F T NF A AT AOFGHMEEBRRET 5729
DHORMT B AZITS 5 2T

* the use of personnel with expertise in data management and integrity, including
expertise in data security measures.
—H R VA L PBIOEEEOEMIFRE AT D A OEM, Zhicid, T4
= U T ROBFM L Z T,

O Technical +7fA 70 6

+ computerised system validation, qualiﬁcation and control;
A2 —H LT AT AONY F— 3 v GEETERE, KOVERE

« automation; or  H @l ; F7/21%

* the use of technologies that provide greater controls for data management and
integrity.
—HADIHRT AN EFERMEDTOD 3 s e — L E kT D EAF O/,

5.2.4 An effective data governance system will demonstrate Senior management’sunderstanding
and commitment to effective data governance practices including the necessity for a
combination of appropriate organisational cultureand behaviours (section 6) and an

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
ﬁvww- YWa—avZHERE]  FOOUILTER, MEZLTHA T IAND Y T, KL > TOMRL L, RAIXTY,
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understanding of data criticality, data riskand data lifecycle. There should also be evidence
of communication of expectations to personnel at all levels within the organisation in a
manner which ensures empowerment to report failures and opportunities for improvement.
This reduces the incentive to falsify, alter or delete data.

BRI T — B2 HNF U AV AT WL, R T — 2725 — 2 TR ZADFERICKT D
FAREEFEORMELE 2y PAY N GRE: MOEEER-ZE0) 27 THDTHD, T
X, WOLDEE/LTND

- )RR ST B OMTE) (Section 62 R) DFAA D DMLEEM: ; KO

— X OEEN, T—HVRT KR T—X T A 7Y A 7 VOB,

Fo, MBENOT X TO L~V O FITHIHGFEEZIRZ TV LFELAFET XE TH Y |
ZOHEE, KR ESGEOWS WG T 2HREMN 5T 52 L E, BRIETHHLOTHD Z L,
TR, TEERS A, BE, EHIBRT 2N DT 5,

5.2.5 The organisation’s arrangements for data governance should be documented within their

Pharmaceutical Quality System and regularly reviewed.

— Z N AT DO RO, EOEKLNE AT L (PQS) OHITIE
ftL., EMMICAETRETHD,

5.3 Risk management approach to data governance
— R TRNF U RIKT DY AT R A L T S —F

5.3.1 Senior management is responsible for the implementation of systems and procedures to
minimise the potential risk to data integrity, and for identifyingthe residual risk, using the
principles of ICH Q9. Contract Givers should perform a review of the contract acceptor’s
data management policies and control strategies as part of their vendor assurance
programme. The frequency of such reviews should be based on the criticality of the
services provided by the contract acceptor, using risk management principles (refer to
section 10).

ERRREE L, ICH Q9 DJFHAIZ FWT, 7 — % ORI DITER R U A 7 & fx /MR
WMz 5 f:&)@VZTA&U\iﬂLE@%ﬁm\ WNTFERE U A7 DRFEICEEZ A D, ¥EBERT
2 (Contract Givers) L. TR A —RiAE7a 7o LD—H L LT, ¥EBEZitEDOT —H~ X
U A B #E (contract acceptor’s data management policies) & B EREEIED L E 2 —%1TH XX ThH D,
IO RV Ea—DBER, YA XA MDA (Section 10 ZH) & HWT, HEH
ZFE# (contractacceptor) MEHET 2 —EADEIEMICHES I RE TH D,

5.3.2 The effort and resource assigned to data governance should be commensurate with the risk
to product quality, and should also be balanced with other quality resource demands. All

entities regulated in accordance withGMP/GDP principles (including manufacturers,

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
ﬁvww- YWa—avZHERE]  FOOUILTER, MEZLTHA T IAND Y T, KL > TOMRL L, RAIXTY,
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analytical laboratories, importers and wholesale distributors) should design and operate a
system which provides an acceptable state of control based on the data quality risk,and

which is documented with supporting rationale.

—HHNF AR B THND T EERIT, BESEISH T2 ARG b D&
TRETHY ., 2OMOMEERDOTFEL DT A% & HUERH S5, GMP/GDP ORI

> TR STV AR ToFRFES (BLEES, oi#E. mAZES. e loe¥EERE LTS
o) X, 7—ZEDO U A7 IZESWTIHFA M RREHREBARI L, 2 oE T d 1R
WA STE LD, VAT LR L, EATLRETHD

5.3.3 Where long term measures are identified in order to achieve the desired state of control,
interim measures should be implemented to mitigate risk, and should be monitored for
effectiveness. Where interim measures or riskprioritisation are required, residual data
integrity risk should be communicated to senior management, and kept under review.
Reverting fromautomated and computerised systems to paper-based systems will not
remove the need for data governance. Such retrograde approaches are likelyto increase
administrative burden and data risk, and prevent the continuous improvement initiatives

referred to in paragraph 3.5.

LFE LWEH SINIREBLZEZNT 572 OICRUIBIRPRE SN TV DG, U AT 2
W 2T DICEEN R E TR L, TOAMELZERT N ThHD, HERBEEITY X
7 OEFNAALAT T DL ERIG AT, BT 27 —F 28D A7 & BRREI A, W
WCRELZITIRNE T D, HEfkan/z, ZLTCarta—2 by AT AN HHAR—AD
VAT AR L TS, T W AT RAOMENETIHE LRV, ZD XD T 57 7 m
—FiE, FHAH LT -2V 27 2RI E, 35HTEAIN TV HMHHREED A =
T F T w2WIT D AR O,

5.3.4 Not all data or processing steps have the same importance to product qualityand patient
safety. Risk management should be utilised to determine the importance of each
data/processing step. An effective risk management approach to data governance will

consider:

BETCOT = 2T v 70, WO WERLBE OZEMITx U TR CEREMZFFObi)
TRV, BT —Z WO RAT v T OEIBEZHWT 272D, VRV A Ml
MIRETH D, T—FANRNT AT DRARY) AT <XV A N7 7T a—F 3L
EEETD

+ Data criticality (impact to decision making and product quality) and
—Z OEEMNE (BERRER -G SE~DORE) ; kO

* Data risk (opportunity for data alteration and deletion, and likelihood of detection /

visibility of changes by the manufacturer’s routine review processes).

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
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F=ADY AT (F—HOEEROHIEROBE, BEEOARNR L Ea—T mEAIL
;5£E®mm&wmﬁé®mm@>o

N

From this information, risk proportionate control measures can be implemented.
Subsequent sections of this guidance that refer to a risk management approach refer to

‘risk’ as a combination of data risk and data criticality concepts.

SRBOWEN D, U A2 U AR 5 2 LS TR D, AL F Y ADHERE
DETHE, VAZYXVAL bOT T a—FICELLTVBR, (VR 7] LiEF—4]
27 LT — 4 BEHOPWREMARDEL LD TH D,

=

5.4 Data criticality 7 — % o &2

5.4.1 The decision that data influences may differ in importance and the impact of the data to a

decision may also vary. Points to consider regarding data criticality include:

— AN B 52 HERIEIX, EEENRLRLIGAENH Y, BEREICHT T —2D
WEEL AR DLE005, T—XOEBEMEICOWTEBB T NI AL, UTHREEND,

* Which decision does the data influence?
FDT =L EOBERREIBEE G DDN?

For example: when making a batch release decision, data which determines
compliance with critical quality attributes is normally of greater importance than
warehouse cleaning records.

Bl Ny FHMEREST HERICIE, @, BEOIERLER L 0 b EERMERME
D IET GRIE: ZoBERRE) ~OBEAEEZREST 2T —FOLNEZTHD ;

* What is the impact of the data to product quality or safety?
s, WO MERRZ MK T 57 — Z ORI 2

For example: for an oral tablet, API assay data is of generally greater impact to
product quality and safety than tablet friability data.

WJZ&?C : %%D’ri%' DEa, RIEDOERT =213, BEROEBET -2 L0 b8 omE
LBV DN — IR R E W,

55 Datarisk 77— %D U A7

5.5.1 Whereas data integrity requirements relate to all GMP/GDP data, the assessment of data

criticality will help organisations to prioritise their data governance efforts. The rationale

— T, RCZHEEDOBEE TR LTHY &+, < ORRERL. TOGMRTHS Y EEA,  Pharma-bio Futakami @
ﬁvww- Ya—lavAHREH  FOUILTER, BMEL LTI T I AN DY £, FIUCE o TOMREERIE, RATRTT,
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for this prioritisation should be documented in accordance with quality risk management

principles.

F—H OFERMEICEET 5 ERFIH T T R TCOHOGMP/GDPT — X |[ZBET 58, 5 — X O&EEME
BAMIT A 2 LiE. KRN T — & H N RO TN MLINABESCNENL B VT B DI D, T
DOEINEALAT T OARMLIE, SHE Y 27 FEHOFANE SN TLENTHIRETH S,

5.5.2 Data risk assessments should consider the vulnerability of data to involuntary alteration,
deletion, loss (either accidental or by security failure) or re-creation or deliberate
falsification, and the likelihood of detection of such actions. Consideration should also be
given to ensuring complete and timely data recovery in the event of a disaster. Control
measures which prevent unauthorised activity, and increase visibility / detectability can be

used as risk  mitigating actions.

F—% U 27 OFHlilE, AAERZE (involuntary alteration) . HIFR, & (BREMHE-ITEF
2 VT 4 BEEICLD) | HDOWVITEHENR (re-creation) F 721X X720k B (deliberate

falsification) , € L CZD X I RITHDFKADO WML BR T XE ThDH, o, KERIZE
BINDBA LY =T =2 AT LI L HBETRETHD, REREHZIEL, AT
PE/fR 2 @ HEER L, VA7 2T 5720 0HEE LTHMT2 2 &R TE 5.

5.5.3 Examples of factors which can increase risk of data failure include processes that are
complex, or inconsistent, with open ended and subjective outcomes. Simple processes

with tasks which are consistent, well defined and objective lead to reduced risk.

T—AEEDY R FRKIELEROFE LT, ZEMNAIFE (openended) T, HMEMES
BN W) Tre AR ERET NG, —EERHY, BERIN, BEM X
AT HREOHM T a v X%, U AT OIRRIC DR b,

5.5.4 Risk assessments should focus on a business process (e.g. production, QC), evaluate data
flows and the methods of generating and processing data, and not just consider
information technology (IT) system functionality or complexity. Factors to consider
include:

YA TERAA L ML, E#REN (IT) A7 LAOBEREIECEMEMEZ T 2B E T 5D Tldk
<, EvVxAFmtR (BE, WEEHRL) TEREZSE T, 720K DT —F D4
R s SABGE BT 2 b D T 5, BETRESERIILUTOEY THD ¢

* process complexity (e.g. multi-stage processes, data transfer between processes or
systems, complex data processing);
Fut ZAOBEMENE FIxIE. FEBOTa YR, TavAERIEV AT AHOT — Z Rk,
BT — 2 W0BE)

* methods of generating, processing, storing and archiving data and the ability to assure
data quality and integrity;

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
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T2 DR, B RIFE, REOTE, BIOT =2 OWmE LA EIRIET DHET ;

* process consistency (e.g. biological production processes or analytical tests may exhibit a
higher degree of variability compared to small molecule chemistry);
Trat2A0—8BM BAIX, EWFNAEED T v A0 BRI, KRS & ik LT
LV mEREGHMELZRT RN D D)

degree of automation / human interaction;

HEk, & FOMBEERDOEE

subjectivity of outcome / result (i.e. is the process open-ended vs well defined);
A (outcome) FES: (result) OFENE (AN A—F = N ([EEICEE ATEE
ThH o AIZERSNLTVDNRE)

outcomes of a comparison between electronic system data and manually recorded events
(e.g. apparent discrepancies between analytical reports and raw-data acquisition times);
and

BV ATLAOT =2 LFHTRESNIFER L DOLBOME (F] : oifrEFE L LT —H
O BfFRH & OO 6 A~—%) . 2L T

inherent data integrity controls incorporated into the system or software.
VAT LERITY 7 Y = T IR EN TV L ER OT — F E e E

5.5.5 For computerised systems, manual interfaces with IT systems should be considered in the
risk assessment process. Computerised system validation in isolation may not result in
low data integrity risk, in particular, if the user is able to influence the reporting of data
from the validated system, and system validation does not address the basic requirements
outlined in section 9 of this document. A fully automated and validated process together
with a configuration that does not allow human intervention, or reduces human
intervention to a minimum, is preferable as this design lowers the data integrity risk.
Appropriate procedural controls should be installed and verified where integrated controls
are not possible for technical reasons.

AL a—FbENTZV AT LADOEE, ITVATAEDFIC LA X —T =—Z %,V
AT THEARA L FDTBREAZBWTERTRETHD, A Ea—ZLENTZT AT LD
NYF—2a UEBMTER LZSGA, FHS, 2—FRARNY T =2 a U ENTET AT LANG
DT —HDOHEIHEEHEZHZ ENTET, VAT LONY T — 3 UHBARILEDSection
9 [THERE STV D IEAREY R BRI SRR L TR WEAIZIE, T — 2 et~ U 2 7 MK
SIRBRWAREMER®H D, b FONTEEZTF S 720D, HDWIEANDITEZ H/RIZE TG
Lz BiEE >, ZRICAEbSh, N T — a7 et Rid, 7—¥wa2Eicxtds
UAZZRL LIzt E LTEE LWL DO TH D, HIFHREEE D, AL S L= Hil#Ens
RAREZR AT, WU PREMREHEEAL, ThEHRTILERD D,
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5.5.6 Ceritical thinking skills should be used by inspectors to determine whether control and
review procedures effectively achieve their desired outcomes. An indicator of data
governance maturity is an organisational understanding and acceptance of residual risk,
which prioritises actions. An organisation which believes that there is ‘no risk’ of data
integrity failure is unlikely to have made an adequate assessment of inherent risks in the
data lifecycle. The approach to assessment of data lifecycle, criticality and risk should
therefore be examined in detail. This may indicate potential failure modes which can be

investigated during an inspection.

BEREIL, BHELVE2—DFIENPLE LWREREZIRANTER L TWD0E D il
LTIz, JLpN e BBEAX NV EFEHTHIRETH D, T —F W T U ADORAE %~
BEE, FRAFY A ICKT HMOBE L SR THY . 2 K VITEIOESLIRM AR E 5,
T2 OFEEMENRELRDND U A 7T TR LECTWHEMkT, 7—% 747171
WCNTET 2 Y 227 407 il L TWORWRTRBED RV, LTeR> T, 7—4 DT A 7H A
7 v, BEMEENY RT OFHIICRT 57 7 r—F 25T 20 ERH H, X
D BEOBRIZTRA ATRERIBERI R KT — ROVR S D ATREMED & 5.

5.6 Data governance system review 7 — X HNF U A AT ADL E 2 —

5.6.1 The effectiveness of data integrity control measures should be assessed periodically as part
of self-inspection (internal audit) or other periodic review processes. This should ensure

that controls over the data lifecycle are operating as intended.

T =2 A EEEOFEETEOFNMET. B (WKL) FiizothoE#infir e
=7t AD—EE L TEMWTGFHMi SN DI RETHD, 2k, 9—XDT7 A4 7Y%
A TNV TOEMR, BRLTZEBVITHEEL TWA Z 2RI RETh S,

5.6.2 In addition to routine data verification checks (e.g. daily, batch- or activity- related), self-

inspection activities should be extended to a wider review of control measures, including:

AT — 2R = v 7 (BH, Ny TR, EIEFEICEE-ST ) 12mAaT, Al
RIEENILL T O & 9 REBTIEDIRHR LV E 2 —IZETIRET 5 TH D -

* A check of continued personnel understanding of good data management practice in
the context of protecting of the patient, and ensuring the maintenance of a working
environment which is focussed on quality and open reporting of issues (e.g. by

review of continued training in good data management principles and expectations).

BERHETDEVIBUEND, HWIET —X~3 Y A ME TR E DS A HR AR L
TWAEPDOF =7, LT, WEEZOMBEDOA—7 I E S E2 Y T E¥ER
B, MBEICHERLTWAENE I DEMERT S (Bl 2IX, MR ET — % ~3r T A
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YIOFAIZ L E =952 LIk TTI)
A review for consistency of reported data/outcomes against raw entries.
WESINTT —F /R AT —FOFekE DG ZHRT D Z &,

This may review data not included during the routine data verification checks (where
justified based on risk), and/or a sample of previously verified data to ensure the
continued effectiveness of the routine process. ;

ZHITAENRT =2 HROF = v 7 FIZEERRY (U RZIZHESE, ZOMmBRZR
BHEOHHANRINTNDLFHD) T—F %, LE2—{RICTHAREMNHY ., £ LT/
FolE, Vv—F 7k 2O IR A M 2 IRFET D 7o OIZLARNICKRGE S Ll T — &
DY T GREE : #ANTORE) Z21T ) WREMEN D D,

* A risk-based sample of computerised system logs / audit trails to ensure that

information of relevance to GMP/GDP activity is reported accurately. This is relevant
to situations where routine computerised system data is reviewed manually or by a
validated ‘exception report™. ;
GMP/GDPIEENZ BHES 5 WA EMEICHE SN TV D Z L 2R+ 57201, 2 Ea
— X AT Aow 7 RGN (audit trails) OV A7 _X—2DOY 7, ZiuE, v
—FrDAL 2= F VAT AT —HEFHTLE 2 =T 5560, N T —MEROD
Mo 4hh 253 (exception report) (28> C UL B 2—7 285ICRHE T 54,

4 An ‘exception report’ is a validated search tool that identifies and documents predetermined
‘abnormal’ data or actions, which requires further attention or investigation by the data
reviewer.

M LA — b1 (exception report) & (F, FHANIERE L7z 5% ( ‘abnormal’) 27— X7
7y arEEEL, ENESETATEOONY F— kXA Y —/L (validated search tool)
ThY, 7—X2OLEa—HYEN, IORIEEZMITZY, HELZLELLEVTLHHOT
bo,

(GRI¥) ITHZEL LT IISMLER]  (exception handling) &5 AFERH Y, ZOREZEDZ L THA I,
ST TRY A BB Z & (2021.08.037 7 & &)

https://e-words.jp/w/%E4%BE%8B%ES5%A4%96%E5%87%A6%E7%90%86.html

* A review of quality system metrics (i.e. trending) that may also be indicators of data
governance effectiveness. ;
T =B HNT U ZADFNEDIEIE L 72 D ARt 2 & OB 2 AT A DOFHEAVFEE (quality

system metrics) D L E = — W : FLo T RE EEIZNLY R T L LTERE)

5.6.3 An effective review of the data governance system will demonstrate understanding
regarding importance of interaction of company behaviours with organisational and

technical controls. The outcome of the review should be communicated to senior

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami
ﬁvww- YWa—avZHERE]  FOOUILTER, MEZLTHA T IAND Y T, KL > TOMRL L, RAIXTY,
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management, and be used in the assessment of residual data integrity risk.

T =BT NRNF U A AT ADOER L E 2 —%, AR R OEIN RSB A S > To
Fﬁ%@ﬁ@k@mﬁwmmigﬁm%#éEMJ%m#%@kﬁ%ooVH:~®%i
X, BREREEIGZ T, BETA T —Z2M0 U 27 OFHEICFEH SN X&ETH D,

6. ORGANISATIONAL INFLUENCES ON SUCCESSFUL DATA INTEGRITY
MANAGEMENT T —Z52&MD<vRIA v NORI~DHEDE

6.1 General —XH)EIE

6.1.1 It may not be appropriate or possible to report an inspection deficiency relating to
organisational behaviour. An understanding of how behaviour influences (i) the incentive
to amend, delete or falsify data and (ii) the effectiveness of procedural controls designed
to ensure data integrity, can provide the inspector with useful indicators of risk which can
be investigated further.

#HA%_EOBNRE (organisational behaviour) (ZRE9 2 AL CTH L AV72 K (inspection deficiency) % 517
D2 EiE, WmEUITIE W), ERERRETIE WG A R DD, IROFITONTOEENR, Z

BEEOKRITEIZ L LN EFET L 2 L%, AREICERLIMENTKL VAT D
ARG ZRET 250 THD

() 7*— & DIETE, HIRULSE S A AT 5 B ;

(i) 7 — % O E R T 272 DICRKH SN T FOBEHOFGIMEIZED K 5 7eip
EHZ DD

6.1.2 Inspectors should be sensitive to the influence of culture on organisational behaviour, and
apply the principles described in this section of the guidance in an appropriate way. An
effective ‘quality culture’ and data governance may be different in its implementation
from one location to another. However, where it is apparent that cultural approaches have
led to data integrity concerns; these concerns should be effectively and objectively
reported by the inspector to the organisation for rectification.

2B, M OENRE (organisational behaviour) (ZRH LT3l GRi: : ¥scfk) DOREIZRT LT
J& };;LZI—J < (semsitive) TRXRETHST, AKX L ADZ DT > a Al I WA
ZWUNISHT 2 0ER D D, IRAe TEESE]  (quality culture) &7 —F T /3F 2 23
T K o> T Gk FEE DL ZOFERMGIENRRLILE1RH L, LonL, U7 7
7 —F (cultural approaches) 73, T — X 5D ST OB S TWD Z ENHL N REBE, =
D ORERIT, THDORIE (rectification) D7=HIZ, EEE M6 T DMK DRI DK BN

4

ICHRET HRETH D,
Pioaraoe Sebations Coid MR, R R DOBEE TR LTBY £, COAREL. ITOUMETHH Y $84,  Pharma-bio Futakami @
F;ij'?.'bV' Ya—iavAHREH  FOUILTER, BEELTEA T IANRDY T, 0L o TOMR & HEIL, KA T,
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6.1.3 Depending on culture, an organisation’s control measures may be:
EEEITSC T, MEOERFRIIUTOL IR THA S ¢

- ‘open’ (where hierarchy can be challenged by subordinates, and full reporting of a
systemic or individual failure is a business expectation)
(F—7"r1 (ETE% (hierarchy) (2R D 72 < B a2 b5 Z LT, MR E 2
AN R E ERICHRET D 2 ENRE VR A E TR SN D56

- ‘closed’ (where reporting failure or challenging a hierarchy is culturally more difficult)
(7u =] (ROHBERL, ETERZEBEL TRELZERAD 2 LA ERIC X VA
HTHLHE)

6.1.4 Good data governance in ‘open’ cultures may be facilitated by employee empowerment
to identify and report issues through the Pharmaceutical Quality System. In ‘closed’
cultures, a greater emphasis on oversight and secondary review may be required to achieve
an equivalent level of control due to the social barrier of communicating undesirable
information. The availability of a confidential escalation process to senior management
may also be of greater importance in this situation, and these arrangements should clearly

demonstrate that reporting is actively supported and encouraged by senior management.

BTz UL TOMERT —Z AT 2%, BERLSE S AT A (PQS) Zil U Tt
HENMEE ST LA T MR E RS Z & C, BESN D00 Ltz THSHM) 723
b ( “closed’ cultures) Tid, LFE L WEFREIZA D Z & B2 AIBERE (social barrier) & 72 5
e, RFOEH L~V aENT H57202iE, BlE Rt a—%2, KVEHFETLIZEN
ME LR DA RN DD, ZOX R TIE, EREEE ~OBE O LR 7 a2 &2 FH
TEAHZILENEIVEZEZLL, ZNHOMI RO, WSS EREEEIC L > CTHEMBIICXK
EIh, SEilsh s Z EE, WRICGETXETH D,

6.1.5 The extent of Management’s knowledge and understanding of data integrity can
influence the organisation’s success of data integrity management. Management should
know their legal and moral obligation (i.e. duty and power) to prevent data integrity
lapses from occurring and to detect them, if they should occur. Management should have
sufficient visibility and understanding of data integrity risks for paper and computerised
(both hybrid and electronic) work flows.

T — 2SR DR E ORI (Management’s knowledge) & BRARDFEIEIL, MLtk DT
— BB XA NORINCE R EH 2 D, REE, T2 w2 thoERkoREE
i, H—RAELEHAICIZENEZRMT D LV ), ENBXNERENZ2EE (Thbb
T EHEIR) ZRI-> TR RNETHD, MEHIT, Marta—% (7 Uy FEE
T-OWJF) O¥EE7a—onT, T—Xee2o ) 27 2+picafifb L, BfiEd 50
ENH D,

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
FTNR-MNa—2ar XERRH  GOULLTER, BELLTHA T IARD Y EF, FOUS k> TOMREHIHE, R T,
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6.1.6 Lapses in data integrity are not limited to fraud or falsification; they can be unintentional
and still pose risk. Any potential for compromising the reliability of data is a risk that
should be identified and understood in order for appropriate controls to be put in place
(refer sections 5.3 - 5.5). Direct controls usually take the form of written policies and
procedures, but indirect influences on employee behaviour (such as undue pressure,
incentives for productivity in excess of process capability, opportunities for
compromising data and employee rationalisation of negative behaviours) should be
understood and addressed as well.

T —H DSEEMEDRIEIL, RIE (fraud) RS A (falsification) (ZFRH 20 3 BRI L2 H D
ThoThb A7 LD, T—XOEEEN DD ATREMEX, EURE AL ET 5
tm:%m%ﬁﬁb HfgZ 9 _REY A7 THD (53~55HESM) , EHENLEHEITE

L ELENTTTEE FIEOT 2 & 253, B OITENI 2 MRN8 (R4
Eﬁ (undue pressure) ) . 7 BB ARES EZHE A D AEFEM~DFEK (incentives for productivity in
excess of process capability) | 7 — & Dt RALOES (opportunities for compromising data) | 75 & F 72
ITEYONEEBIC L D IE21E (employee rationalisation of negative behaviours) 72 &) 12D T  FifiE
L., FICEDICHLS D EDN D D,

6.1.7 Data integrity breaches can occur at any time, by any employee, so management needs to
be vigilant in detecting issues and understand reasons behind lapses, when found, to

enable investigation of the issue and implementation of corrective and preventive actions.

T = A EEMEORERNE, WO TH, é:“@ot5f£?ié%ﬁif“%%\é$’féﬂ%ﬁ7ﬂ%6 D7z
O, FEELL, MEZRAT200REZELT. BN RO - T HEIlIZZ DB HE
PR L, RO L RIE - TUHEOEZ TRICT 20ENH D,

6.1.8 There are consequences of data integrity lapses that affect the various stakeholders
(patients, regulators, customers) including directly impacting patient safety and
undermining confidence in the organisation and its products. Employee awareness and
understanding of these consequences can be helpful in fostering an environment in which
quality is a priority.

T EAMEOMINREAT H Z L, e e FIEGE (BE. BENE, BE) ICE
BhHz2 %5, 2T, BELEMHICHTEBENRA VN7 Ve b2 50R7: 57, i
kL ZOREICKT A EEEOBE AL EEND, ZNLO/BRICOVWTOREEDHR L
HIfRIT, B ERELT S %@wﬁ%%m*ﬁ Z LT,

6.1.9 Management should establish controls to prevent, detect, assess and correct data integrity
breaches, as well as verify those controls are performing as intended to assure data
integrity. Sections 6.2 to 6.7 outline the key items that Management should address to
achieve success with data integrity.

— T, RCZHEEDOBEE TR LTHY &+, < ORRERL. TOGMRTHS Y EEA,  Pharma-bio Futakami @
ﬁvww- Ya—lavAHREH  FOUILTER, BMEL LTI T I AN DY £, FIUCE o TOMREERIE, RATRTT,
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L, T — X OEEMICETAENEBIEL, L, FHMiL, ZFLTRETAEZHD
AN TRETHD, bbAA, TNOHEOEENT — X O RFG1ET 57 OICEX
SNEEBVITHELTWAZ L 2HERT LI b a5, Sections 6.27°56.7TlE, fE
PN T — 2 M AR S L7212, RV HTe & EHEERZYH L TV 5,

6.1.10 Senior Management should have an appropriate level of understanding and commitment
to effective data governance practices including the necessity for a combination of
appropriate organisational culture and behaviours (section 6) and an understanding of data
criticality, data risk and data lifecycle. There should also be evidence of communication of
expectations to personnel at all levels within the organisation in a manner which ensures
empowerment to report failures and opportunities for improvement. This reduces the

incentive to falsify, alter or delete data.

ERE BRI, RO EIZOWTEY R L)L TOHEfEE a2 Xy A M EFORETH S -

W) RHRT —FZHTRNF U ZAICOWNTOHEMEEa Xy b AV b,
ZHUCIE, @O E RO TR (B2 T av6) BEEND

Q) T—HAOEEN, T—HDYRT | ROT—Z T4 7% A 7 NOHSE,

Flo. RERLBEOHE 2 WG DR ZRFET 2 HIET, N0 T XTO L~ Lo
BHEICHHFFEZRA TODIELNFET 2 XETHDH, LD, T—F 22U A,
. EITAIERT 2@ AT D,

6.2 Policies related to organisational values, quality, staff conduct and ethics
R OMEEL., WE., A% v 7O 78 L OMmEICE 3 2 Hét

6.2.1 Appropriate expectations for staff conduct, commitment to quality, organisational values
and ethics should clearly communicated throughout the organisation and policies should
be available to support the implementation and maintenance of an appropriate quality
culture. Policies should reflect Management’s philosophy on quality, and should be
written with the intent of developing an environment of trust, where all individuals are

responsible and accountable for ensuring patient safety and product quality.

AB 7 OITH), WE~DO Iy M A Y MERVERE b o ER), MERROME, & OMEHE
(ethics) |Zxt9 D17 IFF T, MMBIERICIEIIEZ DD X&ETHY | MU ME Sk
D Ffi e QR 2 BT 2720 D S8t FIAWRETH L RETH D, £DHEHT, WE
BT OREEOE AL, TRTOBRMBNEFOLRE L /LD WELHRT 5 &
ICEMEBEMEARD, FEHOREAHET LIERTEINLIRETH D,

6.2.2 Management should make personnel aware of the importance of their role in ensuring

data quality and the implication of their activities to assuring product quality and

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
ﬁvww- YWa—avZHERE]  FOOUILTER, MEZLTHA T IAND Y T, KL > TOMRL L, RAIXTY,
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protecting patient safety.

Y=y N

T —HDE R TH ETOBRSOFEEOBREEY:, IO O NE 255 L
BEOLEEFDH B

TOHGOIEBOEREZ, HANEHESELETH D,

6.2.3 Policies should clearly define the expectation of ethical behaviour, such as honesty. This
should be communicated to and be well understood by all personnel. The communication
should not be limited only to knowing the requirements, but also why they were

established and the consequences of failing to fulfil the requirements.

FEtiE, EE &S EOMBATEIOMFHEL AMICER T & Th D, ZhE, 73To
BB b, L<EINLIRETHD, Z0aIa=r—3af, BEREHELH
HZERICEEELT, T OEREFEENRE I NIZO), BREHEEW -2 -o
A E I RDMVOFBEROBFO TITONLENE Th D,

6.2.4 Unwanted behaviours, such as deliberate data falsification, unauthorised changes,
destruction of data, or other conduct that compromises data quality should be addressed
promptly. Examples of unwanted behaviours and attitudes should be documented in the
company policies. Actions to be taken in response to unwanted behaviours should be
documented. However, care should be taken to ensure that actions taken, (such as
disciplinary actions) do not impede any subsequent investigation into the data integrity
issues identified, e.g. severe retribution may prevent other staff members from disclosing

information of value to the investigation.

B 72T — &% O K A (deliberate data falsification) . A~IE7R 28§ (unauthorised changes) . F—

Z O, FZTOMOT =2 OaE 2725 KO B E L AQWTENE, ERNITH
WA DR DD, BELLRUVITEIRCREE OHIIT, /x\ﬁ@ﬁﬁ IXFEETLHRETH
Do 12120 (B 72 E D) HEEN, FESNIZT —Z OeatEORBEICE Y 2 T D%

DOIREZG T 72V D ICEETHIHELRD D, BlZIE, B UWEENX, tho X% v 7035
BIMMED H H1TEHREBIRT DO ELT 2 AREMENH 5,

6.2.5 The display of behaviours that conform to good practices for data management and

integrity should be actively encouraged and recognised appropriately.

—HDTRXY AL ROGERMEICET DB IERFERITN R o T ATE 2R T 2 L iE, BER
\ji

E!’J hsi, € LTHEIICHHESh 5 & TH D,

6.2.6 There should be a confidential escalation program supported by company policies and
procedures whereby it encourages personnel to bring instances of possible breaches of
policies to the attention of senior management without consequence for the
informer/employee. The potential for breaches of the policies by senior management
should be recognised and a suitable reporting mechanism for those cases should be

available.
= e swions o MR, R R DOBEE TR LTBY £, COAREL. ITOUMETHH Y $84,  Pharma-bio Futakami @
I'jv'nw- Ya—lavZBHAeHd JUrESTER BELLTEA T IZANDY ET, FIIC X o TOMR LML, KRR T,
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BEORY > —F LOFNAEL %Hibﬂtﬂ%wmiva~yn/7m77A<ﬁ&>t
BLUTITK FRCE) DETHRETHDH, ZHIZE D, [HFREE TEICEEY 525
:k@<\ﬁ)v%éﬁmﬂ%ﬁﬁ%é$W%iﬁﬁﬁ%:ﬂ%ﬁé & BT
THRXTHD, EREHFICLDZRY —EXOAREMEEZRFERL., 0L 5 FEH 0T
O 72 WE A I = XL EFIHAARRICTRETH D,

6.2.3 Where possible, management should implement systems with controls that by default,

uphold the intent and requirements of company policies.

AHECHIVUL., BREMIZT 7 4V b GUE - BlEko st LT T, BREOFHOER & H
e T A EE AT~V AT Lk, BATRETHD,

6.2.4 Unwanted behaviours, such as deliberate data falsification, unauthorised changes,
destruction of data, or other conduct that compromises data quality should be addressed
promptly. Examples of unwanted behaviours and attitudes should be documented in the
company policies. Actions to be taken in response to unwanted behaviours should be
documented. However, care should be taken to ensure that actions taken, (such as
disciplinary actions) do not impede any subsequent investigation into the data integrity
issues identified, e.g. severe retribution may prevent other staff members from disclosing

information of value to the investigation.

BMERT — 2 DU E A (deliberate data falsification) . ANIE72Z8#  (unauthorised changcs) T—X
DREEE (destruction of data) 72 &, 7 —F OMEZHER O L9 REE L RUWTENTIE, 1P,
ZXHLT B BN H 5D, BE L RUVTEICIEE O RFNIL, SttoFetom| i%k%ﬁﬁ
RETH D, LFE L RWITENIRHGET 27200 E X, ZhEz CELT 2081’ H S, 7=
2L, Eohd (Bl 7s &) HEER, ﬁEKMK?~§@%éﬁ@%%K%Té%@
BOFAEZGT2NE I ICERTHILERDH D, FIIE, BLWESICEY | thoxx v
DR D & D EMOB/RZ 16T 5 /RN & 5,

6.2.5 The display of behaviours that conform to good practices for data management and

integrity should be actively encouraged and recognised appropriately.

[F—H =32 A N EFEEVEICBET DM E/2 % (good practices) (ZiA L7-1TEIAZ & 5 |
REZERELR L, EOICHRIE SEHRE THD,

6.2.6 There should be a confidential escalation program supported by company policies and
procedures whereby it encourages personnel to bring instances of possible breaches of
policies to the attention of senior management without consequence for the
informer/employee. The potential for breaches of the policies by senior management
should be recognised and a suitable reporting mechanism for those cases should be
available.

2HOFHEHE FIRICKZONTZREDO AT V—a 7 a s 7 A GRESR) DHETRE

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
ﬁvww- YWa—avZHERE]  FOOUILTER, MEZLTHA T IAND Y T, KL > TOMRL L, RAIXTY,
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Tho, Zhicky, HFRRME MEEBITEL AL 2L HEERDREEN S
L 2 LREREICI OGS 2 EE, EERICRET 5 2N TE S, EREHE (senior
management) (& & DR Y I —ERDOAIREMEITRE#K L THRETH Y, £ X I RGEDTD
DL 72 WG AT = A L2 HE L TEIRETH D,

%

H: ZZTHEHALTVD “escalation program” & i, ITOSFOHFETIE/ARL . FIUTHE T BT,
HFHALTWS EBbhs, Xy hOFERHICIUE, ko#EY TH5DH, ; [TOREFTE. [LOKER
SO RZILTRE I TFREUREREGUTET, LD EMOFECIEZEEI DL IEVSIEK
TRWANZZEN'S,

6.2.7 Where possible, management should implement systems with controls that by default,

uphold the intent and requirements of company policies.

ARETHIVIREIL, T 7 4 /L b GRIE : 9IIRE L LCEEC S > TV 2R T, BERY
DB L B R R T ATOEAH R TV AT ABBATRETH D

6.3 Quality culture /i"/& 1k

6.3.1 Management should aim to create a work environment (i.e. quality culture) that is
transparent and open, one in which personnel are encouraged to freely communicate
failures and mistakes, including potential data reliability issues, so that corrective and
preventive actions can be taken. Organisational reporting structure should permit the
information flow between personnel at all levels.

RRE ML, B CA—T U RBRGERE (T2bbME k) OBEL BT RETHY,

ZHFBRB ORI AZBRIBA 2 2 EBEHINL Lo RbDOTHY | ZHUTIET
— X OIEFEMEICELEENZMELEEN D, TOXHITL T, BEHEL XOTU#HFE
i LD ZENARER L IICT HRNETH D, MOBRE 21T 2EHIE. HHWDH L~L
OB R OEROWNZ AIREIC T XE TH D,

6.3.2 It is the collection of values, beliefs, thinking, and behaviours demonstrated consistently
by management, team leaders, quality personnel and all personnel that contribute to
creating a quality culture to assure data quality and integrity.

mE keI, T2 OB R OGERMEERGET 572010, WESUEORIEIZERRT 5.
PREM, F—bU —F— WEHYSEE, KOETOELEEN—E L ORI 5 MmEE
(values) . B/ (beliefs) . & X J7 (thinking) . M TUMTHE) (behaviours) DEFIKTH 5

6.3.3 Management can foster quality culture by:
FEE PRI LT O ETRE UL AR T2 Z &N TE 5

* Ensuring awareness and understanding of expectations (e.g. Code of Values and
Ethics and Code of Conduct),

Pioaraoe Sebations Coid MR, R R DOBEE TR LTBY £, COAREL. ITOUMETHH Y $84,  Pharma-bio Futakami @
Fl;ij"nw- Ya—LaLZHAEH  JUUILTER, BEL L TEA T IANH Y £, FILIC L o TOMR L HEE, RAKTT,
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WrrSh o HE (MES - MEEE, TR S) OBk 52 &,

* Leading by example, management should demonstrate the behaviours they expect to

see,
Bz ~d 2 & T, BT 21TH 2 R TRETH D ;

* Being accountable for actions and decisions, particularly delegated activities, ;
TEIEREICHEZR S Z &, FICEES NI E 2R |

* Staying continuously and actively involved in the operations of the business,
HIEEE (Tl 2 ORBEICBE ST 5

* Setting realistic expectations, considering the limitations that place pressures on
employees, ;
WEBIZT Vo vy —%2 5225 2 LORAZRENEE L, RENLRUFHEZRETD ;

+ Allocating appropriate technical and personnel resources to meet operational

requirements and expectations, ;
¥HBLOEREMFHIIS A D702, WHRBARR TOABEIRAZEID 4TS

* Implementing fair and just consequences and rewards that promote good cultural
attitudes towards ensuring data integrity, and
— 2 DEEM AR D721, WIER UL R 2RI S 2 Fr DA TRIERGE
R (fair and just consequences) & B (rewards) ZEH AT 5 ;

* Being aware of regulatory trends to apply “lessons learned” to the organisation.
AR T AT22G) ] (“lessons learned”)  Z i H 32 7212, HH @) m 2 3858 Uik 5,

6.4 Modernising the Pharmaceutical Quality System [EZ 5 5E T 27 ARk

6.4.1 The application of modern quality risk management principles and good data management
practices to the current Pharmaceutical Quality System serves to modernize the system to

meet the challenges that come with the generation of complex data.

HAEDOES L E > A7 I (Pharmaceutical Quality System : PQS) (. T OME ) AT~ R A

FOJFRIE, BT —F <RV A \@iif%ﬁfﬂ’fféit(’i\ BHER T — 2 DRI
PO REICKHINT D v AT 2 OERIEEX S N AVASR

6.4.2 The company’s Pharmaceutical Quality System should be able to prevent, detect and
correct weaknesses in the system or their processes that may lead to data integrity lapses.
The company should know their data life cycle and integrate the appropriate controls and
procedures such that the data generated will be valid, complete and reliable. Specifically,

Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami
ﬁvww- Ya—lavAHREH  FOUILTER, BMEL LTI T I AN DY £, FIUCE o TOMREERIE, RATRTT,
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such control and procedural changes may be in the following areas:

BEOERLLE S AT DL, T—F DRREOWINZ TN DA RENEOH 5V AT LA E T

TFO T A0RREIEL, ML, BIEEZARETREITHD, BEF. T —FD7

AT AT NVEHRREL, ERENDT —ZBPAEDIDPOTEETEEEOH L b D LD LI,
Wh7eay hr— e FREZHRETRETH D, BEMICIE, 20X ) REHESCTFIROLE

X, LN O3B CITbn 2 aietEnd 5

- Quality Risk Management, A& U A7 ~FI A b

* Investigation programs, i~ =27 7 A

- Data review practices (section 9), 7 — % RO g (F95)

+ Computerised system validation, = >t =—X{LT AT LY T — 3

* IT infrastructure, services and security (physical and virtual),
ITA 77, B—ERA, X274 WA IOEAERR D)

* Vendor/contractor management, <> 4% — « e ¥ELF O~ AL |

* Training program to include company’s approach to data governance
and data governance SOPs,
BHNF AL T =R TN ASOPSICKIT HEEDCT T —F 25
ﬁ@7m77A;

* Storage, processing, transfer and retrieval of completed records, including
decentralised/cloud-based data storage, processing and transfer activities,
56 1 LTZREER DR « AP - 0k « MR, ZHUSIE 0B (decentralised)
777 R (cloud-based) DT —Z R « LB - EkiG@ 2 & e ;

* Appropriate oversight of the purchase of GMP/GDP critical equipment and IT
infrastructure that incorporate requirements designed to meet data integrity
expectations, e.g. User Requirement Specifications, (Refer section 9. 2)

T =2 OSEEMIZET WIS Ao & O ICERG S VB (AR, =P EDRAAR
i)%mALAtGMmmP®$E%“k;UH4V77<MWmm@mﬁA§@@
CERT 2L 92 HSH)

* Self-inspection program to include data quality and integrity, and
THOMELEEMEETDHACRRT BT A BLD

* Performance indicators (quality metrics) and reporting to senior management.

N7 F =< AEE GWEA MY 7 A 0 EEHRRE) & ERRRE i~ D,

Pioaraoe Sebations Coid MR, R R DOBEE TR LTBY £, COAREL. ITOUMETHH Y $84,  Pharma-bio Futakami @
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6.5 Regular management review of performance indicators (including quality metrics)
N7 =< AR WEA MY 7 2 WEERREREEZ G ) OEHNR~T A -
L E=2—

6.5.1 There should be regular management reviews of performance indicators, including those
related to data integrity, such that significant issues are identified, escalated and addressed
in a timely manner. Caution should be taken when key performance indicators are selected

so as not to inadvertently result in a culture in which data integrity is lower in priority.

INT F—~  AFEEE (performance indicators) DEWI~Y R AL ML Ea—Z{THIXRETH D,
TR, T AR EICR D HERRMENRE S, A LU — BRI RHG oL
DO, POMIETDEINCTLIRETH D, HER/NT 4 —~ U AFEHE (key performance
indicators) ZIRET HHEITITERZET LH, TUEL, T —F DM, & OEIENAR T
EWVIIULEAHARBICEERNE T HRETH D,

6.5.2 The head of the Quality unit should have direct access to senior management in order to
directly communicate risks so that senior management is aware and can allocate resources

to address any issues.

SVETERM (the Quality unit) DEAEF 1L, U R 7 ZEEHEZ 57~ OIC FREHA~DERET 7 & %
HERONE ThH-o T, ZITL-> T, L EMSHEZRE L, MBI 572012
V—AEED UM THIENTE D L9129 %,

6.5.3 Management can have an independent expert periodically verify the effectiveness of their
systems and controls.

BT, FDOU AT AEEROAEELE . N L EMFICEMICHIELTHE H 9 2 &N
Hj%éo

6.6 Resource allocation &EJiDOELSy

6.6.1 Management should allocate appropriate resources to support and sustain good data
integrity management such that the workload and pressures on those responsible for data
generation and record keeping do not increase the likelihood of errors or the opportunity to

deliberately compromise data integrity.

RET, WIERT —HE2E~r VA NEXE L, £ L THERFT 572010, U7 EIR
ZEDYBTHRETHD, ZHUCEY, 7T—XAEKE L OGEREF 2 YT 2B O1EEE
LT Vv —N, TT—DARENERCT —Z DMt BENICHER S WA A RS EAR
WEHIzT 5,

— T, RCZHEEDOBEE TR LTHY &+, < ORRERL. TOGMRTHS Y EEA,  Pharma-bio Futakami @
ﬁvww- Ya—lavAHREH  FOUILTER, BMEL LTI T I AN DY £, FIUCE o TOMREERIE, RATRTT,
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6.6.2 There should be sufficient number of personnel for quality and management oversight, IT
support, conduct of investigations, and management of training programs that are

commensurate with the operations of the organisation.

ugﬁoﬁﬁ@%ﬂ\nﬁﬁwk FEOFEM, HET O T LD~ AL NOF-DIT
AR OIEE IR A STt RO NEEZRET HRETH D,

LLE

6.6.3 There should be provisions to purchase equipment, software and hardware that are
appropriate for their needs, based on the criticality of the data in question. Companies
should implement technical solutions that improve compliance with ALCOA+® principles

and thus mitigate weaknesses in relation to data quality and integrity.

ML 72> TCNDT =X DBEEMIZHEDSNT, ZO=—XZHE L7, V7 hv=7
— RV =T AT DHICODOHELRFHO>RE Th 5, 31T, ALCOAHDJF I~ HEHL A [1H]
EEE, ZRICE > TTF—F OWE L 52 MBI T 2 95 8 27 2 EIaO i F B 438
ATRETH D,

5 : EMA guidance for GCP inspections conducted in the context of the Centralised Procedure

Centralised Procedure (9354 520 JiaiTITHOIL D GCPEEZE D 7O DEMA N A # v A

6.6.4 Personnel should be qualified and trained for their specific duties, with appropriate
segregation of duties, including the importance of good documentation practices (GdocPs).
There should be evidence of the effectiveness of training on critical procedures, such as
electronic data review. The concept of good data management practices applies to all
functional departments that play a role in GMP/GDP, including areas such as IT and

engineering.

MRE X, ﬁmm%wmﬁﬁ%ﬁw\%m%M@%% L CIeE LA Z T 2 R&ETh D,
ZHUCIE, ZAUCIEE ESCE L ALE (GdocPs) OEEM L EEND, £, BT X DL
E;w<mmmwwumw>ﬁt@§%@$m R DO A R TR LETH D,
WIERT =< x VA MEIOERIL, TR =T VTR EORTE2ED,
GMP/GDPIZEBWTZEDREIZ R L TnDH, RTOREZ R L WA EHMIZEHE IS,

6.6.5 Data quality and integrity should be familiar to all, but data quality experts from various
levels (SMEs, supervisors, team leaders) may be called upon to work together to
conduct/support investigations, identify system gaps and drive implementation of

improvements.

— X DONE EBEAMIL, HELDMENR LDRETHIN, xR~ vDT —X WEH
F% (SME., #EH, F—21)—%—) PHHLHELZER, FHEL., AT EOFXF v v
THEREFE L, WEROEMEHET D ZERROOENDIGERH D,

6.6.6 Introduction of new roles in an organisation relating to good data management such as a

Pharma Solutions Co_1td, HIGE, FXZHRLZDOBEETIRM LTBY £F, ZORTER., ITOFMRTHD Y £¥A, Pharma-bie Futakami
ﬁvww- Ma—2aVXHREH  JOUILTHER, BEL LT T IABH Y T, FIC & - TOMRK &EMIL, RATR T,
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data custodian might be considered.

— R PR (data custodian : SRIEZBMR) DX 972, WIET —X~ 3T AL MNP ET HHHD
B LWEEIOBAD, BFSNE0E LAy,

RE Ry bEVvD3H)  T—XEFE (datacustodian) Sk, T—FMEEEZ HE LI AT &
Hx5E T TEDEIICMET 2 ETH D,

6.7 Dealing with data integrity issues found internally
FAREPNES TH A S N7 — & FERMERTE A~ O 5L

6.7.1 In the event that data integrity lapses are found, they should be handled as any deviation
would be according to the Pharmaceutical Quality System. It is important to determine the
extent of the problem as well as its root cause, then correcting the issue to its full extent
and implement preventive measures. This may include the use of a third party for
additional expertise or perspective, which may involve a gap assessment to identify

weaknesses in the system.

T =2 RO RENRE A SNIGEE, EELBE AT A (PQS) (216~ T, i & [
BRICKHLT %, RARRIZZGmDO Z & THH, TOMEOHKMAEZFEST 2 Z ENEETH
Do WIT, ZOREDRFFICK L TRIEZITYY (correcting) . THHEEZHE L 5, ZHUZIX

EBMOFFHGRRC WM G 572012, B 2MMAT22 b3 FEN, VAT LOHRER
ET HTOIZF v 77l (gap assessment) 2179 Z &6 H D,

6.7.2 When considering the impact on patient safety and product quality, any conclusions drawn

should be supported by sound scientific evidence.

BE~OREERCHM O WE~DORBLEEET 56, BXHInMmiT. Y0852
ZFL (sound scientific evidence) (2 & - CTEANT HNHREXTH D,

6.7.3 Corrections may include product recall, client notification and reporting to regulatory
authorities. Corrections and corrective action plans and their implementation should be

recorded and monitored.

TR, "R, BE~OEM M OHGI Y F~OWENEENILENDH D, BIEE &
IERFEG W, M OZFOERIUIFEE L, TE=F—T 50 ERH D,

6.7.4 Further guidance may be found in section 12 of this guide.

T b H0A X AL, ZDOHA KDSection 12 1T 51T D,

IO, R AR DOBEE TIIMI LTRY 4. = ORIRER. ITOSME TS ) $8s,  Pharma-bio Futakami @

F Pharma Solutions Co.ltd.
Fj??)b?-‘)');—’za)fﬁ%ﬂﬁﬂ ARSTRTRR, BEBE LTI A TIARDY £, JFEUS K-> TOMR L EHITIEL, AR T,


https://piedpin.com/top/2020/02/09/data-custodian/
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7. GENERAL DATA INTEGRITY PRINCIPLES AND ENABLERS
Wi 727 — 2 et ORI & FEBYE

7.1 The Pharmaceutical Quality System should be implemented throughout the different stages
of the life cycle of the APIs and medicinal products and should encourage the use of

science and risk-based approaches.

EISAE Y AT 5 (PQS) 1, FRELDOVEILD T A 7V A 7 VOkk 4 7B 20 U T
MBEINDHREXTHY, RHEHE ORI A7 X—207 7a—FOFEHEZRERT XX Th 5,

7.2 To ensure that decision making is well informed and to verify that the information is
reliable, the events or actions that informed those decisions should be well documented.
As such, Good Documentation Practices are key to ensuring data integrity, and a
fundamental part of a well-designed Pharmaceutical Quality System (discussed in
section 6).

EHEREF D RERICESS ZEZRFEL, ZOFEWRPEHTE LI 2R T 5720
ZNODOEMIREIHE L 5 2 T2FR (events) XUIATH (actions) 1E, 1471 15(%4[:?52%6
«‘-‘S—S Thbd, TODH Ejtif lﬁﬁ’w (Good Documentation Practices : GdocPs) (%, 7 —&

AR T D f_&')@fﬁfﬁ 0, WONCEREF SN ERE S E A7 & (Section 6 Tatgam
@%ZIKE!’J@:!B TTH D,

7.3 The application of GdocPs may vary depending on the medium used to record the data (i.e.
physical vs. electronic records), but the principles are applicable to both. This section
will introduce those key principles and following sections (8 & 9) will explore these
principles relative to documentation in both paper-based and electronic-based
recordkeeping.

GdocPs DI, 7 — % Z5tekT AR (WHERY7R 0K & B FI7e508k) Ik > TR S
N, TOFANTELLICHLBEHATE D, Z0® 7 v a Tk, ZNHOEERFHIZHEN
L. kOtZvay (8&9) Tk, MN—RLEBEFX—AOW S OLEEHITI T 5 3CE
LIZB#E LC, 2o oFHIZES,

7.4  Some key concepts of GdocPs are summarised by the acronym ALCOA: Attributable,
Legible, Contemporaneous, Original, And Accurate. The following attributes can be
added to the list: Complete, Consistent, Enduring and Available (ALCOA+). Together,
these expectations ensure that events are properly documented and the data can be used

to support informed decisions.

GdocPs DN DO EE/R &L, ALCOA &\ 9 §HTFE (acronym) CTE EOHN TS ¢
ZhuE, BN (Atributable) | HIFEME (Legible) | [AIFFME (Contemporaneous) | JRAE
(Original) M OVIEFEME (Accurate) ToH D, ZAUIRD X D R@MEZ M2 LN TE DS .

SE2ME (Complete) . — B (Consistent) | [MH/AME M (Enduring) & OV ERFEH U AlREME:

N—— K, R ERBEDOSEE TIRI LTHY £, ZORWEE, TOYMETHBY €A,  Pharma-bio Futakami @
PIo7I T Ya—Sa  KRREH  gorian TR, B LTH (7S A0 ET, O > TOMBRLFIWHE, RATRTT,
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(Available when needed) TdH 5D, DF VY TALCOA+] STH D, TN O DOHFFFEHEAZMAED

HHZ LT, FRNWUNILEESN, £OT—FT, (TN IRERMT OO, il
T2 2 entks,

6 EMA guidance for GCP inspections conducted in the context of the Centralised Procedure
EMAIZ & % HRFATTATEM S N OGCPERBDO T A A

7.5 Basic data integrity principles applicable to both paper and electronic systems (i.e.
ALCOA +):

MEROCEBEFOYAT LOWFICHEATRER, EARNRT —F ZEMOJRA
Data IntegrityAttribute Requirement
T — 2 RO Rt FORNEA

It should be possible to identify the individual or computerised system that
performed a recorded task and when the task was performed. This also

applies to any changes made to records, such as corrections, deletions, and
changes where it is important to know who made a change, when, and

Attributable why.
v I = B . o
LR SN P A7 2T LA E T a v a—2 b AT Lk

TDEARATN, WOFATSI NI ERFEARBIZT RETH S, T
7o, THEDR, (UEE, MO DICEREEIToT2h] 2D 2 ENEE
Thod, MEIE] . THIBR . TEE] 28D, BT bNTE
BicbhiEH I

All records should be legible — the information should be readable and
unambiguous in order for it to be understandable and of use. This applies to
all information that would be required to be considered Complete, including
all Original records or entries. Where the ‘dynamic’ nature of electronic
data (the ability to search, query, trend, etc.) is important to the content and
meaning of the record, the ability to interactwith the data using a suitable
application is important to the ‘availability’ of the record.

Legible

S5 TR T OFLERI ?ﬁé’%%ﬁ% RIFNER LR, — FREEMEL, £
[

ZRAT D72012iE, 5tHeT <, PERbDO LT RETHDLH, Zh
M. ZAuE, Orlgmal (FVoFn) OFegkFE-IZ= U — (entries : &
EOAN) BED, [zs (Complete) | EHRBREINDTDIIHER, T
RTOFRICEH S5, —X @ [EFY (‘dynamic’) | 72MEE
(FR38 (search) | HRZ: (quely . f {A)0HT (trend) 72 & OFERE) 23 L&D
NELEWRIZL > THETHL A, WURT 7V r—va a2 AL
TTF—H EXfRETE D 2 L Neekd TRIHATREME (availability’) | (2 &
STHHETHD

Pioaraoe Sebations Coid MR, R R DOBEE TR LTBY £, COAREL. ITOUMETHH Y $84,  Pharma-bio Futakami @
F;ij'?.'bV' Ya—iavAHREH  FOUILTER, BEELTEA T IANRDY T, 0L o TOMR & HEIL, KA T,
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Data IntegrityAttribute Requirement
T — 2 RO Rt FORNEA

Contemporaneous

[

The evidence of actions, events or decisions should be recorded as they
take place. This documentation should serve as an accurate attestation of
what was done, or what was decided and why, i.e. what influenced the
decision at that time.

178 (actions) . HIZEEE (events) & D VMIPTE (decisions) DFFHLIL. %
NWHPTONTRICGEER SN D RETH D, ZOXFIL, MH{Thh
e, fRRESI N, ZLTEOHB, T72bbEDRFOREIT
IR L)% EICGGEH T2 0T RETHD

Original
JRAE

The original record can be described as the first-capture of information,
whether recorded on paper (static) or electronically (usually dynamic,
depending on the complexity of the system). Information that is
originally captured in a dynamic state should remain available in that
state.

AV DT OiEkE, MRICERES LTV D () | B FHIICES
ENTHDD (VAT LAOBHESICH X523, W@ ITEIRY) 2 /M
7}/)'3— THHOBRA)DHUS (first-capture of information) & FHL T2 Z & A3

o BIHYZRRRE TRANZHUG ST IFIE. £ OARRE TR Af
%T@Tﬂi@bﬁwo

Accurate

IEHEME

Records need to be a truthful representation of facts to be accurate. Ensuring
records are accurate is achieved through many elements of a robust

Pharmaceutical Quality System. This can be comprised of:

FEkIX, EHETHDAT-0I1I21E, FEEZTMIZEAL THALEND
Do FLERNIEMETH D Z Lid, BERERLIVELV AT LADEZL OHE
FrEELTERIND, ZHUE. ROE I 2L DNERoTWN5D,

N

+ equipment related factors such as qualification, calibration, maintenance and

computer validation.

PR PIE DR, B PEREA, BIE, fra, MU= B a—X
NY)F—=var;

* policies and procedures to control actions and behaviours, including data

review procedures to verify adherence to procedural requirements ;

TEIRIWMTAZERT L2700 L OFIE, i, Fwx
FOESREIEOESF A REET D200 T —Z L E 2 —FIEE ST ;

* deviation management including root cause analysis, impact assessments and

Pharma Solutions Co.ltd.
FFLT - a—Lav AR e

IO, R AR DOBEE TIIMI LTRY 4. = ORIRER. ITOSME TS ) $8s,  Pharma-bio Futakami @
FOUEIM TR, BB E L THA T IARHY 9, FUT K> TOMR &L, KAl K T9,
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Data IntegrityAttribute Requirement
T — 2 RO Rt FORNEA
CAPA

BWBLIZETT D~ R A by ZTHUTIIRARA M, A 37 b7k
AR GRE: XHT 4 7RIS D7HE) B L UCAPA (RIEH

& TRHE)

+ trained and qualified personnel who understand the importance of following

established procedures and documenting their actions and decisions.

WESE ST FNAISHE, T OITE) L IREZ LT 5 Z LIz L
TWD, FiS A7z, okt 2 30 S 7k E.

Together, these elements aim to ensure the accuracy of information, including
scientific data that is used to make critical decisions about the quality of
products.

BERE LT, ZNODOEREIL, HFROEMEAHIET S 2HBE L
TW5b, Zhicid, WEomEICET 2 EERERREICERT RS
T —H Gl b DTHD,

All information that would be critical to recreating an event is important
when trying to understand the event.It is important that information is not
lost or deleted. The level of detail required for an information set to be
considered complete would depend on the criticality of the information
(see section 5.4 Data criticality). A complete record of data generated

electronically includes relevant metadata (see section 9).
Complete

sz b HHRFEZFHBLT DDA (eritical) 78R TOFHRIT, EOHIK
FEABMLEY) LT HLEXICHEHETHD, HRPKDNTZ VRS
72D LBWZ ENEETHD, [ty hRTERETHDLEHRIND
Te O BRIRFERIEE D L~LE, £ DIF RO BEEMIKFT D

(Section 5407 — X ODEHENMZZM) , EFHNCERINIZT —4
D5SERRFEIZIL, BT 5 A X T —# (metadata) NEHEND (B
Ta 9BM) |

Information should be created, processed, and stored in a logical manner
that has a defined consistency. This includes policies or procedures that
help control or standardize data (e.g. chronological sequencing, date
formats, units of measurement, approaches to rounding, significant
digits, etc.).

fHdIE, ERINT—BMEEF oM FIETER L, AL,
RIFTHNETH D, ZHITIE, 7 —F OB DR
Uy —"FEREEND B BRIIONER. RSO 7 +—~
M HIEEGL, WOFTOT Fa—F GHETFRE)

Consistent

EE

Pioaraoe Sebations Coid MR, R R DOBEE TR LTBY £, COAREL. ITOUMETHH Y $84,  Pharma-bio Futakami @
Féjﬁﬂl&V' Ya—iavAHREH  FOUILTER, BEELTEA T IANRDY T, 0L o TOMR & HEIL, KA T,
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Data IntegrityAttribute Requirement
T — 2 SEEMED B FORNEA

Records should be kept in a manner such that they exist for the entire period
during which they might be needed.This means they need to remain intact
and accessible as an indelible/durable record throughout the record retention

period.
Enduring

Mt A/ e @ P RLERIX, TNAKEL SN AREMEO H D eI o TFEET 5 &
IRITETIRETHRETH D, L, TOREMEEYB T, HWAsR
W AN D & % Fd% (indelible /durable record) & L C. F D FE £ DOYRHEE
T, MOT 7R GRE B LARER) TELHUENRSH D Z L2 EK
T 5,

Records should be available for review at any time during the required
retention period, accessible in a readable format to all applicable personnel
who are responsible for their review whether for routine release decisions,

investigations, trending, annual reports, audits or inspections.
Available

BEEEE Y L ATREME FLEkIT. ML SNARAYMP. WOTHHETE T, YT
TOFYTIMENFHASHNWEXCTT /7 EATE L LT L TR
FhEZe s, 22T, ST LIME) &3 BHERR R
E. A, b LY FOBR, FREE, BELLIWITERREO LY
22— A TH D,

7.6 If these elements are appropriately applied to all applicable areas of GMP and GDP related
activities, along with other supporting elements of a Pharmaceutical Quality System, the
reliability of the information used to make critical decisions regarding drug products should
be adequately assured.

HLIIHDOHEEN, GMPIE L OGDPIZB#E S A1EE O3 X CTOMEICE U @EH S, EIE
S Y AT AOMO IR L HICEA S A B1E, ERLICET A EEARREEZITI -
OOFHROEHEMEL, +IREEEN DT TTH D,

7.7 True copies = i-=1t—

7.7.1 Copies of original paper records (e.g. analytical summary reports, validation reports, etc.)
are generally very useful for communication purposes, e.g. between companies operating
at different locations. These records should be controlled during their life cycle to ensure
that the data received from another site (sister company, contractor, etc.) are maintained as
“true copies” where appropriate, or used as a “summary report” where the requirements of
a “true copy” are not met (e.g. summary of complex analytical data).

AV T NAOMDFEER (B« o ERREE, NV T —2arLR—FRE) Oav—d,

Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
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N 2, BT CIEET A eEMAR b0 ala=r—va VHWTIERICAH
Thod, TNHOFEEIEL, BIOVA St : i (likkath, FFAEERLY) »oZHELE
TN, ENNEYRGAT [BEIEaE—]  (“true copies”) & L THERFSILD D, H DWW
[HIEa—] QBN ShRWIGE (MRS T — 2 OERWMEE R L) 12X
MR LAR— b (summary report”) & U CEH SNLD Z &2, fEFEL DL L9, 2DTA
THANT DT> TERTHRETHD,

7.7.2 Tt is conceivable for raw data generated by electronic means to be retained in an
acceptable paper or pdf format, where it can be justified that a static record maintains the

integrity of the original data.

Er0 72506k (static record) 723, JCODT — 4 (originaldata) DFEEVEZHMERF L T\ D Z & 2 1E 41k
TE DA, BFBRAREZR TH#R) <° Tpdfl OB THRETLIZENEZLND,

However, the data retention process should record all data, (including metadata) for all
activities which directly or indirectly impact on all aspects of the quality of medicinal
products,(e.g. for records of analysis this may include: raw data, metadata, relevant audit
trail and result files, software / system configuration settings specific to each analytical run,
and all data processing runs (including methods and audit trails) necessary for

reconstruction of a given raw data set).

LLn b, 72K 7 et AT, EEGLOMEDH O M, EHE IR
PN E 5 2 53T XRCTOIEBCEAT 2T XTOT—% (A¥T—X&5Te) ZilsgkL72lS
NIER B0 (B ZIE, SPFORETIE. KOLDOREENLTHAS I  JFE (4) F—4,
BRI 2 A 25 —4 B DA & Z DOFER 7 7 A1 /L (relevant audit trail and result files) .
ZMT T (analyticalrun) . ROBHHT —F v M OFERICHERETOT —ZWFHT
(FEB LOEEI A &)

It would also require a documented means to verify that the printed records were an
accurate representation. This approach is likely to be onerous in its administration to
enable a GMP/GDP compliant record.

F7o, HRISNIZG8 0N EMICRBLSNTWD Z L Z2RGEET 272D, E LI FED
VEEL /D, ZOT 7 u—F 1k, GMP/GDPIZHERL L 7-5i6k % AIREIC T 5 72 b DEERIZEB W\ T,
BHNRKEWE b5,

7.7.3 Many electronic records are important to retain in their dynamic format, to enable
interaction with the data. Data should be retained in a dynamic form where this is critical
to its integrity or later verification. Risk management principles should be utilised to

support and justify whether and how long datashould be stored in a dynamic format.

L DBETREKL, T—FEDA BT v ay MAEOHR) ZAREICT H72HIC, Bl
ﬁ%ﬁ?%ﬁ#é_kﬁigfﬁéo% Z DFEEMER, BOBRER R AR LG AT, 7—

Pioaraoe Sebations Coid MR, R R DOBEE TR LTBY £, COAREL. ITOUMETHH Y $84,  Pharma-bio Futakami @
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5 E BB TIRET R E Th b, F— 4 ABMERTRAETRENE I, TEDL
BVOBIBRAET <& »E WA, ST 572010, ) A7 vR AL b OFAEFAT
RETHB,

7.7.4 At the receiving site, these records (true copies) may either be managed in apaper or
electronic format (e.g., PDF) and should be controlled according toan approved QA

procedure.

ZEMOYA N EEF) T, Zhboik (EEaY—) 3 MELTEB T4V Y R
(PDF72 &) OWTHTEHE I, AR INTZQADFIEIZH > TEHINILERH D,

7.7.5 Care should be taken to ensure that documents are appropriately authenticated as “true
copies” in a manner that allows the authenticity of the document to be readily verified, e.g.
through the use of handwritten or electronic signatures or generated following a validated
process for creating true copies.

CEOEEM (uthenticity) &K 5ICHRIETE 551k, flzif. FEXBL - ITETEL
(handwritten or electronic signatures) O, T2 IFEIE 2 ¥ —F{EK T 2 7- 0O 7 2t A
WZht> TAERSNZCER, HEAaE—] & L CEYICEIES NS Z EMEESN D &
DN, EEEL Y LEND D,

I How should the “true copy” be issued and controlled?
tem | ynfpic LCEIES E— 25T, BRI SEH?

Creating a “true copy” of a paper document.
MOGED THIEa ' —|  (“tuecopy”) ZI1EKT D

At the company Who issues the true copy:
HEabt—%2R T3 5E8¥ETIT

- Obtain the original of the document to be copied

A4 5 LEOHAREAFTD ;

- Photocopy the original document ensuring that no information from the original copy is
lost;

JEARDIFERP KON IRNT L ZRFET 5720, FAZBEERE TS ;

- Verify the authenticity of the copied document and sign and date the new hardcopy as a
“true copy”’;
o v — L7 CEOEEM (authenticity) Z fEfd L, Hilz/en—Rav—% [HiEae—)
( “truccopy”) & LTEXL L., AfTEZTLATD

The “True Copy” may now be sent to the intended recipient.
Zo TBEEEabt—] &, ZOXOIZL T, AL TOZEHEICHET LI LN TE D,

Creating a “true copy” of a electronic document. 75 (- £ [FEEa ' — ] OER
g PY

Pioaraoe Sebations Coid MR, R R DOBEE TR LTBY £, COAREL. ITOUMETHH Y $84,  Pharma-bio Futakami @
F;ij'?.'bV' Ya—iavAHREH  FOUILTER, BEELTEA T IANRDY T, 0L o TOMR & HEIL, KA T,
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A ‘true copy’ of an electronic record should be created by electronic means (electronic
file copy), including all required metadata. Creating pdf versions of electronic data should
be prohibited, where there is the potential for loss of metadata.
ek [BEEab—] X, RERAYT—F 2T RTCEALEFHIFE (B
7 7’4’/1/:1 E—) T2 THDH, A 577*57/) Koo Rt & 556
BT —ZOpdfN—T a3 UEERTHZ LIE, BIETLIRETHD

The “True Copy” may now be sent to the intended recipient.
[BEIE2 B —] (True Copy)lL, ZDXIICL TCEKLIEZBEEICEETDHIENTES,

A distribution list of all issued “true copies” (soft/hard) should be maintained.
FATLTA&TO [HIEaE— : "True Copy"] (Y7 M — R)OEA Y X ME, Zialk
& Thd

Specific elements that should be checked when reviewing records:

LA L E 2 — T AT = v 7 X BRI ER,

* Verify the procedure for the generation of true copies, and ensure that the generation
method is controlled appropriately.
HIEa E—OERFIRZ MR L, ERTIESETICEEIN TN D 2 L 2R
e

+ Check that true copies issued are identical (complete and accurate) to original records.
Copied records should be checked against the original document records to make sure
there is no tampering of thescanned image.

FATSNIEIER E—NEARDORE L F— GBENOIEM) ThoH I & EMdT
5, BEEINTZFEEIT. RARDOHFLEKEWAE L, AF v VABOLS AN
& ZHERRT %o

+ Check that scanned or saved records are protected to ensure data integrity.
Ax ¥ CERITE T LIRSS T —F B8Rl L TWD X 912, hi#ESHT
WOENETF =y 7T 5,

+ After scanning paper records and verifying creation of a ‘true copy’:

MOLEE AT Y Lcob, [HIEabt—] MERShZ & 2idd 5,

—  Where true copies are generated for distribution purposes e.g. to be sent to a client,

the original documents from which the here

the scanned images have been created should be retained for the respective retention
periods by the record owner.

GREVE : FOTITRBW T, B "B OR LEZEOBHEAS R TWE, Zhit, TORIO
XER—DXETHY . FXEROEROMmEI 2 LB 5, )

HIEEa =AM BN TERSNEZSEA, FIZE, 77472 MTENT S
Bl AV VTN E (RFr ST A—UMER SN2 DXE) |
ZOREDA =T —IT LV YHRFFHR 2 REFT 2B BERH 5,

—  Where true copies are generated to aid document retention, it maybe possible to

retain the copy in place of the original records documents from which the scanned

== Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
\ I'§7-nw- Ya—LavXHAEH  FOUIR TR, BMEZ LA T IABDY £, LIS L > TOMRE WL, FTXTT,
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< L

images have been created.

XEDRFZT DI-DICEEa U —2ER LIc5HE, AF ¥ & LI nDi@ s EORD
DK\%§EEZH~%%ﬁ?5;kﬂT ERGAEN DD,

At the company who receives the true copy:
HEabE—2%Z TR h¥ETIE

- The paper version, scanned copy or electronic file should be reviewed and filed
according to good document management practices.
MO, AF vy Licat— £IFEF7 7 A ME, BIERSCEEFROBEITIC
Mo THERB L., 77 ANT DHEND D,

The document should clearly indicate that it is a true copy and not an original record.

XEF, ZNDPEAROFFKTIEIRSEEAL—THAL Z L EHMBIIRTRETH D

2. Specific elements that should be checked when reviewing records:

ALk L B a2 — 7 D BRICHERR I & BARR 20 855 ¢

* Check that received records are checked and retained appropriately.

T RGN T = v 7 Sh, BUITRE SN TWD Z L 2T 5 ;

* A system should be in place to verify the authenticity of “true copies”

HIEa bt — | OERBEZMET MR HDZ L

e.g. through verification of the correct signatories.

FlZIX, ELWEAE R T DR EICLY,

Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
I'jv'nw- Ya—LavXHAEH  FOUIR TR, BMEZ LA T IABDY £, LIS L > TOMRE WL, FTXTT,



P1041-1, 1July 2021, PIC/S GUIDANCE
ERLHDS SITZGMPIGDPEREEIC 1T 27 —# v R P A > b &SRO IERUH”

7.7.6 A quality agreement should be in place to address the responsibilities for the generation
and transfer of “true copies” and data integrity controls. The system for the issuance and
control of “true copies” should be audited by the contract giver and receiver to ensure the

process is robust and meets data integrity principles.

(HIEa B — ] QAR NREL LT — 2 E2EOFHIZON T, ZOEMIZE L Tom
U7 B A EE (quality agreement) fﬁfﬁ’fﬁ«‘%f‘%é [BEEabt—] OFRITROEHD S
AT LE, BETHY T2 EEMEORANCEEL TWD Z &2 RiET 572012, itk
L O EE3K)# (contract giver and receiver) |Z K D EER T REXTH 5,

7.8 Limitations of remote review of summary reports

SR T DOERE L E 2 — DR

7.8.1 The remote review of data within summary reports is a common necessity; however, the
limitations of remote data review should be fully understood toenable adequate control of
data integrity.

%%%¢iW@?~§®$%M§@\~W%:M%&&ﬂfwé-bﬂbﬁﬁ%\?~5%
EMOBEY) I ER A REICT A2 EICHTAERICE DT =2 DL Ea—DRMAE, oI
BT 2N D 5,

7.8.2 Summary reports of data are often supplied between physically remote manufacturing
sites, Market Authorisation Holders and other interested parties. However, it should be
acknowledged that summary reports are essentially limited in their nature, in that critical
supporting data and metadatais often not included and therefore original data cannot be

reviewed.

— X OERIHEFIL, WERANCBENL TGS b L B hier . IRGCRGRIRETE . £ OO
REDOHICRRIEIND Z LR Z V. Ll BRWMEFIIEOWENS, EHEREMTT —
HROART—=ENEENTNRNZ EREZNT=D, VTNV DT—HE L Ea—F52 &
MTERNENS JAT, RENICRESNTHEDO LD TH D Z L 2T HLELRD D,

7.8.3 It is therefore essential that summary reports are viewed as but one element of the process
for the transfer of data and that interested parties and Inspectorates do not place sole
reliance on summary report data.

TP AT, BRREFIIT —HFBET T AD—DODURTH DL LB A, FIFERREOH
LU R[NERREEFEDOT —H WEFELZRNE DT D ENEETH D,

7.8.4 Prior to acceptance of summary data, an evaluation of the supplier’s quality system and

compliance with data integrity principles should be established. It is not normally

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
ﬁvww- YWa—avZHERE]  FOOUILTER, MEZLTHA T IAND Y T, KL > TOMRL L, RAIXTY,
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acceptable nor possible to determine compliance with data integrity principles through the
use of a desk-top or similar assessment.

BRI INT=T —H BT DR, "j‘705/f’\7@u%%f/7\7A317 2 SV R RO NEST
DOFHl A LT RETh D, 7 —FEZRMEDOFAI~OEINE | YL EOFHE & 5 \WILFEIER 72 FE
oA CHWrd 25 Z i ”J’\ ﬁfF/ArézVWL\ EI-AHRETH D

7.8.4.1 For external entities, this should be determined through on-site audit when considered
important in the context of quality risk management. The audit should assure the veracity
of data generated by the company, and include are view of the mechanisms used to
generate and distribute summary data and reports.

SHBRBIO B AT, SEY A7 v X VAL P OBENSEEL EZ HUAHAITIE, K
BEAY (on-site audit) |25 - CHIBITAREXTH D, BEETIE., ZOLENMER LT —X D
(EIBME (veracity) ZFEFE L. BRISHIZF — X U E R - BT 2720l S5
L7 (AH =X D) OBROLE2—2EDDTh 5,

7.8.4.2 Where summary data is distributed between different sites of the same organisation, the
evaluation of the supplying site’s compliance may bedetermined through alternative

means (e.g. evidence of compliance with corporate procedures, internal audit reports, etc.).

B I T2 T — 2 IS [E AR D B D E N AT SN TWAGE . DR OEE O
GRI: . F— XN TD) DT TA TV ADOHAIL., BIOTFE ({BENOFIEICHE
L CTWDREIL, WHEEREERLY) Lo TRETHZ LN TE B,

7.8.5 Summary data should be prepared in accordance with agreed procedures and reviewed
and approved by authorised staff at the original site. Summaries should be accompanied
with a declaration signed by the Authorised Person stating the authenticity and accuracy of
the summary. The arrangements for the generation, transfer and verification of summary

reports should be addressed within quality/technical agreements.

BRI INTT — XL, BEINTEFIEIHES TER L, 204 U FLOHE COMREYH
T HAHL > 7 (authorised staff) 25 L B 2— L TGRS 5, EOEMIL, YZENEOEHEME L
IEfEMEZ IR TeA—V T A4 X R« /N— > (Authorised Person : R{E : BEEO RO LFENKLT Th

ZEICEEE) BNEA LICEEE (declaration) ZIRfIT 22 &, BRMEFEDOY~ Y —LAR—
N DOAERK, #5315 % OMRAE (verification) (2R3 2H0Y Pedid, & HANWHE (quality/technical
agreements) DTV I & TH D,

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
Fl;ij"nbv- Wa—SaV KBRS RCILTIR, BWEZ LTHA T IARD Y T, T L > TOMREHITE, R TT,
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8 SPECIFIC DATA INTEGRITY CONSIDERATIONS FOR PAPER- BASED
SYSTEMS
HAR— R AT NZEHAG 72T — X 22D E B FHIE

8.1 Structure of Pharmaceutical Quality System and control of blank
forms/templates/records
PQSY AT LD L, 7707 DR/ T 7L — b Gk eRnEtoxcE) Rk

8.1.1 The effective management of paper based documents is a key element of GMP/GDP.
Accordingly the documentation system should be designed to meet GMP/GDP
requirements and ensure that documents and records are effectively controlled to maintain

their integrity.

EAR— 2D L ELHEAINETT 5 Z &1L, GMP/GDPOEEALRER THH, o> T, LEYV
27 A% GMP/GDP OB RFIHA -+ L 5 12 L. CEX QRN F D522 R+
DI DI BEENCE R EIND Z L 2HFEITTRETH S,

8.1.2 Paper records should be controlled and should remain attributable, legible,
contemporaneous, original and accurate, complete, consistent enduring (indelible/durable),
and available (ALCOA+) throughout the data lifecycle.

IR OFTEITE I, T—FDTA TP A 7 V2@ LT, JHEME (attributable) | HIFE AT
HEME (legible) . [AIRFME (contemporaneous) | JEANE (original) 723D IEREME (accurate) . SEME
(complete) , — B L7zK#elE (HEARATBENE /MHAME)  (consistent enduring : indelible/durable)
ORI ATREME (available)  (ALCOA+) ZHERFT 5 Z &,

8.1.3 Procedures outlining good documentation practices and arrangements for document
control should be available within the Pharmaceutical Quality System. These procedures
should specify how data integrity is maintained throughout the lifecycle of the data,

including:

W IE 72 SCEA LS L OSCEEH O Y D 2 H L 2 FIERED, EFEGLWE S AT A
(PQS) WTHIMREL T2, ZNOHDOFIRIZIZ, T—FDTA T7HA I NV EEETT —X

DIEEGMEZHEFRFT 2 HIEEWRT 52 &, ZHIZIE, ROFEIFEND ¢

* creation, review, and approval of master documents and procedures;
VAL =IERLFIEEOENK, L2 — KR

* generation, distribution and control of templates used to record data (master, logs, etc.);
T AR DIZDIMERNT 2T T L— b (v RAZ— mrRl) O, B, EHE,

« retrieval and disaster recovery processes regarding records;
FLERDIRR (retrieval) N OV ERFOD[RIE  (disaster recovery) D7 1 & A

— T, RCZHEEDOBEE TR LTHY &+, < ORRERL. TOGMRTHS Y EEA,  Pharma-bio Futakami @
ﬁvww- YWa—avZHERE]  FOOUILTER, MEZLTHA T IAND Y T, KL > TOMRL L, RAIXTY,
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+ generation of working copies of documents for routine use, with specific emphasis on
ensuring copies of documents, e.g. SOPs and blank forms are issued and reconciled for
use in a controlled and traceable manner;

HE BB 2 SCEOEEM a v — (g5 DA, Zhid, TEO 2 E—%R7T 5
LI BT LD THDL Z L, BIZIE, SOPRT T 7 T4 —2h (EofR) 25,
FATE AL, ZEORIDOIE (reconciled) WAIRETH D Z &,

+ completion of paper based documents, specifying how individual operators are identified,
data entry formats, recording amendments, and routine review for accuracy, authenticity
and completeness; and
% DANV—=F ORFETILE, T—=H AN 7+ —~ v b EIEORTE, ¥ & OEHENE

(accuracy) . [EY&ME (authenticity) . 5E4PE (completeness) % & DIRIZAT 5 WHE L2, X —
ADLFDFEENE ; KO

« filing, retrieval, retention, archival and disposal of records.
DT AV T B RE. T AT B

8.2 Importance of controlling records L&k & T 25 = L O ENE
8.2.1 Records are critical to GMP/GDP operations and thus control is necessary to ensure:

FLEkIX GMP/GDP IEH ISR AR TH Y . Zivl, LT 2RI TH7-O0OFEEBZMLIETH
Do

+ evidence of activities performed; 174U/ IEE DL ;

evidence of compliance with GMP/GDP requirements and company policies, procedures

and work instructions;
GMP/GDP DERFIH, K UOMBEED i, FIEK OVEER R~ & DO FEL,

effectiveness of Pharmaceutical Quality System;
EHSE Y AT & (PQS) DA

- traceability; L —4 U T ¢ G alRENE)
* process authenticity and consistency; 7 =z A O O B

+ evidence of the good quality attributes of the medicinal products manufactured;
Rl ST RIS O B 7R SV R EOFER

* in case of complaints or recalls, records could be used for investigationalpurposes; and
EERY a— A RRAE LTS E, RREITHERNTHEN SN R H 5 ; KT

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
ﬁvww- YWa—avZHERE]  FOOUILTER, MEZLTHA T IAND Y T, KL > TOMRL L, RAIXTY,
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* in case of deviations or test failures, records are critical to completing an effective

investigation.
BRI G D6, RREIIRIRIRHEZTE T T O7OICHETH D,

8.3 Generation, distribution and control of template records
T U7 L — FELEEO AR, Bl L OVE

8.3.1 Managing and controlling master documents is necessary to ensure that the risk of
someone inappropriately using and/or falsifying a record ‘by ordinary means’ (i.e. not
requiring the use of specialist fraud skills) is reduced to an acceptable level. The
following expectations should be implemented using a quality risk management approach,

considering the risk and criticality of data recorded (see section 5.4, 5.5).

v AZ—LEOFEHB LU, TEEOFE] (Thbb, HEMNRRERNZLE L
L7220 (IZXk o T, HEDDFLERE RABEYNHERA L2 . HD0IE S A (falsifying) L7209
HYVAT e, FRESNDLSNVETTIT DI EERIET HEDICHETH D, LLFICIERS
M FRIHIL, RSN T — 2DV R L EHENEEZZR LIEWE ) ARV A T 7 m
—FE2EH L TERTXETHD, (54, 55HZH) |

8.4 Expectations for the generation, distribution and control of records

FLERODOIERL, AT, B ERLICRE9 5 Wity HIE

Item Generation 1fJik
1. [Expectation |75 =415 9500

All documents should have a unique identifier (including the version number)and should be
checked, approved, signed and dated.

TANTOXLEZF—BOBHTF (N=Va v Feeat) o), Ty 7, K,
4. B AN RETH D,

The use of uncontrolled documents should be prohibited by local procedures.The use of
temporary recording practices, e.g. scraps of paper should be prohibited.
BEHENTWRWLEOHE L, v— 72 FRRIC L > TEIESNHsRETHD, K
Bl s & O— KR 22 s 7 iE ORI EE 32 2 &,

Potential risk of not meeting expectations/items to be checked

BRI —B L R2WBIERN Y AT/ F =y 7 T XNEHIH

* Uncontrolled documents increase the potential for omission or loss of critical data as
these documents may be discarded or destroyed without trace ablility. In addition,
uncontrolled records may not be designed to correctly record critical data.

BHINTORWIGET, BERT —ZORLHEDOARENEED, LW )

Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
ﬁ?‘r}w- Ya—LavXHAEH  FOUIR TR, BMEZ LA T IABDY £, LIS L > TOMRE WL, FTXTT,
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DI, BIROATREMENS 2R AE CREIE E 7 IIBEE S L D WREMENFET 2205 T
b5, HIZ, FEHINTOWRVEGT, BEERT—F 2 ELREHET D LD ITK
SN TORWARENER S 5,

+ It might be easier to falsify uncontrolled records.

BEHINTORVERIT, WSABRLGRGEERH D,

* Use of temporary recording practices may lead to data omission, and these
temporary original records are not specified for retention.
—RE 7R 5eER AL, T —F DR BAET DR H Y . D L 5 e—FF
HI72 AR DFLERIT, DT-DITHE STV RN,

* If records can be created and accessed without control, it is possible that the records
may not have been recorded at the time the event occurred.
BHINTWARWEEMER SN, 77 B ATED5E6. HOIFRFEA LA
TR SN T WRRWAEEMEN S 5,

* There is a risk of using superseded forms if there is no version controlor controls for

issuance.

W=V g VEBRPRITEBIMTON TR WEE, i WIREE A 3 2 faii
B 5,

2. Expectation Hifrsiis 2 &

The document design should provide sufficient space for manual data entries.

R¥ a2 A 2 hOTHA L, FEEXOT—HE2EZ NI DD +4y7g A—
AMMVETH D,

Potential risk of not meeting expectations/items to be checked

Wi 7e SIRWIGE OBERNR Y X7 /F = v 7 $NEIHHA

* Handwritten data may not be clear and legible if the spaces provided for data entry are not
sufficiently sized.

FEXOT I, ANARX=ARFHFITHREI N TV RN E | AR CHRASLT VD
DT 720N,

* Documents should be designed to provide sufficient space for comments, e.g. in case of a
transcription error, there should be sufficient space for the operator to cross out, initial and
date the error,and record any explanation required.

BlZIT, BRI ADBDoTe G, EEENEDIRZHL, A= vL & it &R
AL, BERHAZEERT 27D D+ IRANR—ANKETH D,

» If additional pages of the documents are added to allow complete documentation, the
number of, and reference to any pages added should be clearly documented on the main
record page and signed.

FERBRLEMDTZDIILEFEDON—VZBINT 2581E, BMLe~—Y 0K E SRE
% EFLFk~—1  (main record page) (ZHAREIZFLERL . B4 T D,

* Sufficient space should be provided in the document format to add all necessary data,

== Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
1 A?‘r}b?- Ya—LavXHAEH  FOUIR TR, BMEZ LA T IABDY £, LIS L > TOMRE WL, FTXTT,
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and data should not be recorded haphazardly on the document, for example to avoid
recording on the reverse of printed recording on the reverse of printed pages which are
not intended for this purpose.

MBI R TDT — X BT 720D+ AR—ZARN, LFE T —~v MIHE
SNTVERETHD, ZLTT—ZiL, AL BIZ, TOXEICTET DN
TlERW, FlziE. COBRBANDEDIZTY > FERTWAEOEFICESET S
TR ERBFTBILOITT S,
3. Expectation HifFshsZ &

The document design should make it clear what data is to be provided in entries.
SCGEOREITIE, = R — (AJ) THIXLNDT —FBMUTh i1 EWHIZT 544

Potential risks of not meeting expectations/items to be checked

PR SRWREOBENRY RS /F = v 7 _&EHA
+ Ambiguous instructions may lead to inconsistent/incorrect recording of data.
BERZRFE R, T —F O—BMDR & 7oLk DR D AIREE DR & 2

* Good design ensures all critical data is recorded and ensures clear, contemporaneous
and enduring (indelible/durable) completion of entries.

BNIT=T VA T, TRTOEERT —F BRI, BIfic, RIS, 2L
TR ARV RFEAERGET 5,
* The document should also be structured in such a way as to record information in the

same order as the operational process and related SOP, to minimize the risk of
inadvertently omitting critical data.

ET, BEERT X EBo TRV BRIND Y A7 ZE/NRIZT 572012, EHF
JIEds X OES#E§5 SOP & [F] UNAFF CIEME ek 5 L 5 IR XZ Th 5,

Expectation =i n = &

Documents should be stored in a manner which ensures appropriate version control.
CET, W= g VEBAMEICT O HTETRET S 2 L,

Master documents should contain distinctive marking so to distinguish the master from a
copy, e.g. use of coloured papers or inks so as to prevent inadvertent use.

VAL —NHFHF, vAF— L abt =2 KT LD ORI~ —F o T i N &
Tho, FlZIE, FHERERZ ST, B EOROA v 7 2T 57 8,

Master documents (in electronic form) should be prevented from unauthorised or
inadvertent changes.

~AZ—=XE (BTFEA) L BFTELEIANERICLOERE L LT ~ETH D,

E.g.: For the template records stored electronically, the following precautionsshould be in
place:

—access to master templates should be controlled;

== Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
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—process controls for creating and updating versions should be clearand practically
applied/verified; and

—master documents should be stored in a manner which preventsunauthorised
changes.

B 21X BAIICRFESNTZT 7 b— b GUE - eERegERocE) ik, LT
TR E AR LD Z &,

— AR —DT LT L — " ~DT 7B A L, FHEHT L,

— (BN =Y 2 L OTH OO T vt AFEIE, FHCEBROTE, ik
DHETHLZ L LY

— B~ A X —D3CEIT, ERFATOE R 2Bk 5 HIETRFT S

Potential risk of not meeting expectations/items to be checked
Wzl SRV EOBENRY 27/ F=v 7 FEHHA

+ Inappropriate storage conditions can allow unauthorised modification, use of expired
and/or draft documents or cause the loss of master documents.

R 72 RE IR IX, BEFe] 0L HE, WIROINE WXL RT 7 CEOMHH, X
T~ A X —LEOHKERREIZT D,

* The processes of implementation and the effective communication, by way of
appropriate training prior to implementation when applicable, are just as important as
the document.

AT LG EE. FROTnr R & Ei T D ATOME R K D 2RI
Al a=b—vasid, XELRRICEETH D,

Item | Distribution and Control FAAis L OVEHE

Expectations Hiffsh sz &

Updated versions should be distributed in a timely manner.

RSN A= a U E, ALY =TT 5 & Th D,

Obsolete master documents and files should be archived and their access restricted.

IR & 7o ln~v AZ—LERST 7 A IVIT — A T L, FOT7 7 A ZHIBT5 2
&O

Any issued and unused physical documents should be retrieved and reconciled.

FATEN., TLTHEHENRL BRoT22TOXEIEN L, GRiE : FEIRSh=0v%)
BMETHZ L

o

Where authorised by Quality, recovered copies of documents may be destroyed. However,
master copies of authorised documents should be preserved.

Quality (SEERFEESF 2) 2FFA L7ct. XEDENSZF L (recovered copies of
documents) ZBEIET HZ ENHRETH D, 72720, KB INTZLEOV A —a L
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—IIRTFTORETH D,

Potential risk of not meeting expectations/items to be checked
PRFICEBL 2WGE OBERNR Y X7 /F =y 7 $NEIHRA
* There may be a risk that obsolete versions can be used by mistake if available for use.

b LIRIRAMER TREZR GG, o THEH SN D U R 7 BFET D,

2. Expectation Hifrsits = &

Document issuance should be controlled by written procedures that includethe

following controls:

LEORITIZ, UTOERZELERMICI DI CE LI NZFIEIC L > TEHT L
XTHD

- details of who issued the copies and when they were issued;

AEDS 3 B — 2 FEAT LT2y, WOFIT ST DO

clear means of differentiating approved copies of documents, e.g. by use of a secure
stamp, or paper colour code not available in the working areas or another appropriate
system,;
KR INTZLEFEO A —2 KT 5 MR T, BlIziE, BExa7 - A2 07
I : FI2EAOR) ORI, (ERKETRMTE 2RO Y 7~ 8
SR BBV, ZOMOER S 2T A &

- ensuring that only the current approved version is available for use;
BT DGR N—2 5 VOBPMEAFIRETH D Z L HIRAET D2 &

- allocating a unique identifier to each blank document issued and recording the issue
of each document in a register ;
FITEINT=KT 7 > 7 LE (blank document) (2 DA ¥ (unique identifier) % E
VYT, FIEDRITZBREREICLET D &,

- numbering every distributed copy (e.g.: copy 2 of 2) and sequential numbering of
issued pages in bound books;
B SN T R TOa—~DF ST il av—2,2) | "WAIN/-FHEE
DIFATN—VITHEE LT D,

where the re-issue of additional copies of the blank template is necessary, a
controlled process regarding re-issue should be followed with all distributed copies
maintained and a justification and approval for the need of an extra copy recorded,

e.g.: “the original template record was damaged” ;

HH (FTT77) OFT T L—F G wRERoE) ZBINTHITT D0
NHIHGEIL. BFRITICET A EEIN-7 o213, fill-2Thar—
PRFFL. £ L TR 2 B —2FdAA L2 B IZ DWW, ZOBEOFA &
KRAET D W DT T — NDOFLEREN T A v P HZITT)

>

- critical GMP/GDP blank forms (e.g.: worksheets, laboratory notebooks, batch
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records, control records) should be reconciled following use to ensure the accuracy

and completeness of records; and

BHE/2GMP/GDP7 7 > 7 OEX BlziX, V—2T—F, ZFHAH/ —F, v
FERiekE., FHEIECEY) X, ek EMENE L e e A RFET A 70T, A%
WA ZITD (bereconciled) XX THD ; BLW

- where copies of documents other than records, (e.g. procedures), are printed for
reference only, reconciliation may not be required, providing the documents are
time-stamped on generation, and their short-term validity marked on the document.
eSO ICE (B FIEE) D2t —z2, ZRTL7ZOICOREIRIY 55
Blx. BE (reconciliation: FRIE  HHOBE) FMLETRNOMNE LiLZew, 7272

L. TOXEZER LIRS, XA LAY T INEN (time-stamped) . FOUE
WEHIROBENTHDL ZENRRINTWNDL I ENRMETH D,

Potential risk of not meeting expectations/items to be checked

HRFIZAE LW BEOBENRI RS /F v TEIEE

Without the use of security measures, there is a risk that rewriting or falsification of
data may be made after photocopying or scanning the template record (which gives the

user another template copy to use).

X2 T4 /RPN TR E | T L — FEiEk GRE: : EREROE)
Za—XiEF¥r LRI, T—HOESHBIUIAMTOND U A7 B3 H
5 (Zhix, =2—HFIZHloT o7 r— b G #ERoxH) avt—%2 5252
LlLiB)

Obsolete versions can be used intentionally or by error.

IBARDCEZ, BRI E TR > THEHA SN D WM’ & 5,

A filled record with an anomalous data entry could be replaced by a new rewritten
template.

BRI 72T — 2 AN DTONTCRRAFE A DOFLEIE, FicilEE |2 onieT 7
L— MIEZHMZ OND AR H 5,

All unused forms should be accounted for, and either defaced and destroyed, or

returned for secure filing.

KEEFDT +— 5 G : BAE) BT _NTEOBELLHMA L, ERIEC, WE
To, DBV, BRIRT 74 Y ¥ T DIDISEHT 5 BEN B D,

Check that (where used) reference copies of documents are clearly marked with the
date of generation, period of validity and clear indication that they are for reference only

and not an official copy, e.g.marked “uncontrolled when printed.

XEOZEHOa Y —24HT 25481, /EkB. 2. BLXOSBHOA
ThoT, EXpab—ThW\WI L2HMEIIRT~—2 (B THIRIFRZEE S
T tnor~=—7) BfHTFonTWD Z & 2RT 5,
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8.4.1 An index of all authorised master documents, (SOP’s, forms, templates and records)
should be maintained within the Pharmaceutical Quality System. This index should
mention for each type of template record at least the following information: title,
identifier including version number, location (e.g. documentation database, effective

date, next review date, etc.).

KB INTTXRTOYAZ—E (SOP, BEALE, 77— Gk #RER0EE)
FOGEER) OFFNE, EFRMLWE VAT ANTHERF SN D RETH D, ZORNIIEL, 7
Y7 L— MO T LI, Dl LU ROERAFET 52 L EE, fISGIE T E
ELeFRA T ALEST (location) (B 1 SLHETF —F_X—Z FHH, REILE 2—H7
&)

8.5 Use and control of records located at the point-of-use
EAERTCE N SiE&D, R EH

8.5.1 Records should be available to operators at the point-of-use and appropriate controls
should be in place to manage these records. These controls should be carried out to
minimize the risk of damage or loss of the records and ensure data integrity. Where
necessary, measures should be taken to protect records from being soiled (e.g. getting
wet or stained by materials, etc.).

FEREIIME R EFTOMEEE DA TEL LIl 2L 0RELEHRT -0~
RVAL P EITOIRETHD, ZHHOEMHIT, FEEOFEHREITHED Y 27 ZH/NRIZ
mz. T2 OREMEMRT DL OICFEMINLINEITH D, LB T, FLENGS
NIRWE D IREST D FEREZHLLIETHD B, KiTmEhsd, WETHENLD R E)
5OFHE)

8.5.2 Records should be appropriately controlled in these areas by designated persons or

processes in accordance with written procedures.

L, CRBORIRICREN T, BESNEMAREET B AC kY | CBbEnLT
I SN CEIICE TSN ARETH D,
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8.6 Filling out records  FE&EDFEA

8.6.1 The items listed in the table below should be controlled to assure that a record is properly
filled out.

UTORIZY AN LIZHERBIL, GEEPELSRRASNTWD Z L2MHRT L7001, BHT
REXFHTH D,
Item | Completion of records F&D7E T
1. | Expectations HIfFsivs = &

Handwritten entries should be made by the person who executed the task’.
FEEORAL, TOEBEEFITLIEAMTI RETHD,

7 : Scribes may only be used in exceptional circumstances, refer footnote 8.
REFH (scribes) BIFMIZLRN T TOLFMATE 2, HES S

Unused, blank fields within documents should be voided (e.g. crossed-out),dated and

signed.

XENORMBHAOZEMITEDCL B HWERZGI<) . AFEREAL, BLAT D,

Handwritten entries should be made in clear and legible writing.

FHEZTORAIZ, P THALTWILFTITO 2 &,

The completion of date fields should be done in an unambiguous format defined for the site.
E.g. dd/mm/yyyy or mm/dd/yyyy.

AMHOTAIZL, YHRERT CERSINTEBKRIOWT +—~< v N TITH Z &,

fFil : dd/mm/yyyy % 72 IZmm/dd/yyyy.

Potential risk of not meeting expectations/items to be checked

HRFCEB L WSS OBENRY X7 /F v/ T XHE

Check that handwriting is consistent for entries made by the same person.

FEZIOLEEF. A= Ao THUThh TWH 2 a2F =y 7325,

Check the entry is legible and clear (i.e. unambiguous; and does not include the use of

unknown symbols or abbreviations, e.g. use of ditto(“) marks.

RANBEDRTHART A TH S Z L 2R+ 25 (BIRS 372 < AW SO
(f : ditto (“ : WDBIF3v-F3v]) ¥ —27 OfFEH) BEEN TRV |

Check for completeness of data recorded.

FERINTET —EBERTHLNE I DR T 5,

Check correct pagination of the records and are all pages present.

FCERSIE L < HNEIZZ2 > TUND D> (pagination) . T X TDOR—UNFEET D EMERT
e

2. Expectation HifF&nszZ &

Records relating to operations should be completed contemporaneously®.

BRICMR D RCEIE, FIRFICE T 976 & Th B8,
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8. The use of scribes (second person) to record activity on behalf of another operator should be considered
‘exceptional’, and only take place where:
DVEREF IRV B> TOEB LT 5 2 L oREE GBEF) OFL. TS e
DEEZ, LFOBEICORITH RETH D,

+ The act of recording places the product or activity at risk e.g. documenting line interventions by sterile
operators.
FLERDAT AN F I ITTEE A RIS B35S (B EEE(EATTHOEICLD T A I AD
FLER) .

+ To accommodate cultural or staff literacy / language limitations, for instance where an activity is
performed by an operator, but witnessed and recorded by a scribe. In these cases, bilingual or controlled
translations of documents into local languages and dialect are advised.

AR, ETIEAZ v 7 ORe))/ SEEOHIRIVFEI ST 720, FlAE, & D1EEME
EHEILL > TITbRD, REFIZL > TEBLEW, LT L2HERE, 20X BAI
X, BHOEFEL S E~OXED Ty FREFIIR E IR SN R HER S 1D,

In both situations, the scribe recording should be contemporaneous with the task being performed, and
should identify both the person performing the observed task and the person completing the record. The
person performing the observed task should countersign the record wherever possible, although it is accepted
that this countersigning step will be retrospective. The process for a scribe to complete documentation should
be described in an approved procedure, which should; specify the activities to which the process applies and
assesses the risks associated.

WTRORBPUZIBNT S, REFIC X DFERIE, 1To TV 2B LRIINICITbN D & Th

NWEOEBEZIT>TND NI, ATRERIRY FLERICTHE T RETH LN, ZOHEE ORT v 7Tk
HTHoZEiE, RoonTnd, REEZNLELZTRIELOD T nt AL, ARSI F
EFEICFEH ENLARETHY . ZOFIEET, Foe2ARNMEH S AETE2E L., BEidd sy
AT T RETH D,

Potential risk of not meeting expectations/items to be checked
HRFCARLRVEAEOBENRY RY / Fxy 7§ _REHER

Verify that records are available within the immediate areas in which they are used, i.e.
Inspectors should expect that sequential recording can be performed at the site of
operations. If the form is not available at the point of use, this will not allow operators to
fill in records at the time of occurrence.

LB, TNZEHEHESNLDEHZOT ) THTHMARETH D Z L 2Rty 5, 77280
b, BEEIL, MEEOBRE TBRLEN TE L I L 2HF T & THD, b LEMT
DGETT, RATANSERE Y + — 2B FHATERWEES, T TIIEREED (B(E
EIT SRR T) BLERERAT D Z LB TE AR,

3. | Expectation HifF=ivn =&

Records should be enduring (indelible).
FLEKIFUKRER 7R (THEZRWY) b DO TRITNIETR L0,
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Potential risk of not meeting expectations/items to be checked

R EB L 2WEEOBENRY X7/ F=xy 7 §TEHE

Check that written entries are in ink, which is not erasable, and/or will not smudge or fade (during

the retention period).

FEA SRS A > 7 TEPNDH, ENBHERNZ & (BRFHIRTID) 5z
HRTEO LWl e udF v 7T 5,

Check that the records were not filled out using pencil prior to use of pen (overwriting).
FRERIE, SV R D RNCHE TRAIN TV RN (EEERIh TN & Ok
ﬁ'D‘) o

Note that some paper printouts from systems may fade over time, e.g.thermal paper. Indelible signed

and dated true copies of these should be produced and kept.

VAT AL SN ORITIE, FFEARIET 5 L RITBBRLTLE D bORH D,
Bz, BBV TH 5, _h%®{ﬁ£ﬁ>1%f£b\%€n EAMDASTZHIET E'— (true
copies) ) ZERR L, (RET XX Th 5D,

Expectation 755115 2 &

Records should be signed and dated using a unique identifier that is attributable to the
author.

TS RN
A9

DFLERHE (author) (ZIRET D EA OB T Gurzsg) ZHWTELA L, H

-

=il

O

—_
Eal
p={lI18
(i
(\_4

7’8 — o

%

E:ZZTW) TEAOHAT)  (unique identifier) &i%, T Ea—FORrI A a—FDX
D7 b O TIEARL, ML L2BAR TEMIRES] O X572, MEBNELITE RV
MFEEZHND,

Potential risk of not meeting expectations/items to be checked

R EB L 2WEEOBENRY X7/ F=v 7§ EHE

Check that there are signature and initials logs, that are controlled and current and that demonstrate
the use of unique examples, not just standardized printed letters.
ROZELEF =745
O BALA=2 ORI RDHD
Q@ LRHROPEHEIN, BFOLOTHDZ LaHRT S ;
@ FEELINIZHR SN2 CFET TR B DFIZHEH L T
WL ZEERLMNITT D,

Ensure that all key entries are signed & dated, particularly if steps occurover time, i.e. not just
signed at the end of the page and/or process.

FTRCOEZELT N (ANFEE) IZBLEHMBPASTNDZ L2HERT D, R
l\ﬁﬁébf127/7ﬁﬁbhéﬁAi R—=T DK, Tt RADEE DK
BCELTAHET TN & 2T

The use of personal seals is generally not encouraged; however, where used, seals should be

controlled for access. There should be a log which clearly shows traceability between an
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individual and their personal seal. Use of personal seals should be dated (by the owner), to be
deemed acceptable.

8 ANBI72FNEE (personal seals) DFE I, —fXAUICHEERE S LT ey, 2R 254
I, TOHEEZBLT-ODFERIIOVWTEREN TS Z &, FARIMHEME (individual seal)
Lk B S FHEEE (personal seal) 1X, ED hL—YE U T 4 ZMIN T 0 T NFET D
RXThbd, BMEFEEHAE (personal seal) OERIX. FraElIcks) AR A=
DODBRFEREINDEEZBND,

8.7 Making corrections on records FREKIZ OV TDEIED E

Corrections to the records should be made in such way that full traceability is maintained.

RERDEIEZ, +02R2 =P T4 BRSNS TIETITY 2 &,

Item | How should records be corrected?

Expectation Hiff&insZ &

Cross out what is to be changed with a single line.
K DHESG % — KO THIHT D,

Where appropriate, the reason for the correction should be clearly recordedand verified if
critical.

VBN U T, BIEOHH 2 IRk L. HERGEIIMGET 2,

Initial and date the change made.

B LUI-ETCA = v L & B Z2FEAT D,

Specific elements that should be checked when reviewing records:

IR Z MRS T DBRICT = v 7 & BRI 2R EESE,

Check that the original data is readable not obscured (e.g. not obscured by use of liquid
paper; overwriting is not permitted).

DT —HFDBEEd T, A TRNWE L 2R3 2 (B : BEIE#K (iquid paper) Zffi > T
RHBIZ 2> TRV 5 EFREEIFFEShRY) o

If changes have been made to critical data entries, verify that a valid reason for the change
has been recorded and that supporting evidence for the change is available.

BHERT 20O ) GRE: ANSHhEEFEEH) KEEPMA LN THWDGEIE, £
EOELREHANTTERSNTND, Flo, BREROEMT &R DL H 5 0> R
Do

Check for unexplained symbols or entries in records.

FLERENZALA DO NRNFEFRRRLAN RN, HERR T D,

Expectation HifF S 55EE

Corrections should be made in indelible ink.
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STIEIIH A 721 7 (indelible ink) T{T 9 XX Th 5

Specific elements that should be checked when reviewing records:
Rl E A MRS T D BRI T = v 7 & BARRY R B,

Check that written entries are in ink, which is not erasable, and/or will not smudge or fade
(during the retention period).

EILT-EFIH (written entries) 23, A 7 TEMNMNLTWAZ &, LT/ E£213k BRTF
W) SN E I, BERELRAWNE I DNET v I35,

Check that the records were not filled out using pencil prior to use of pen (overwriting).

FoERIE. RUBRFEIRNIEETRRAIN TV W) (EEXINTHRWNNE S
) BF v IT A,

8.8 Verification of records (secondary checks) GO fGE (— kT = v 7)

Item When and who should verify the records? i&k 2 (Xl HERE S 2 D> 2
1. )
Expectation H]fF=i125 = &
Records of critical process steps, e.g. critical steps within batch records, should be:
HERT Y ARAT v 7O, BlE, Ny FREENOEZER T v 73, LT
DEDITTNETH D,
reviewed/witnessed by independent and designated personnel at the time of operations
occurring; and
TEENFAELIRERT, ML L7z, L THRASNEBEN L E2— L B4 T 5 ;
reviewed by an approved person within the production department before sending them to
the Quality unit ; and
SRR (Quality unit) (TS AREMIC, BUEHMHNOARINT-EN L E2—T5 ;
reviewed and approved by the Quality Unit (e.g. Authorised Person / Qualified
Person) before release or distribution of the batch produced.
R SN TNy F A A UIEET DM, SEBM (Quality Uni) (Il : A—>Y T 4
AR "=V /) HERE) BLbEa—L, KET D,
Batch production records of non-critical process steps is generally reviewed by
production personnel according to an approved procedure.
HETW ot A AT v 7Oy FHREEEIELE (batch production records of non-critical
process steps) [&. 7. AR I N FNEIZHE > CTHREGEH ML E AL v a—7 5,
Laboratory records for testing steps should also be reviewed by designated personnel
Pharma Solutions Co.ltd, HRILE, RLERODOBEE TIIM LTBY ET. ZORRENR. ITOFMETHEH Y $84,  Pharma-bio Futakami @
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(e.g.: second analysts) following completion of testing. Reviewers are expected to check
all entries, critical calculations, and undertake appropriate assessment of the reliability of

test results in accordance with data-integrity principles.

ARERE P COFBRERLE D . RBROT TRICIEE S NE (B o
second analysts) (ZL > CL B a2—F5R&ThHD, LE—#HYE L, T—F7Eel
DOFANZES T, TXTOFRAFE, EELRGELHER L, ABHEROEEMICHS
WTIEGI 223 21T 5 Z B ifF S %

Additional controls should be considered when critical test interpretations are made by a
single individual (e.g. recording of microbial colonies on agar plates). A secondary
review may be required in accordance with risk management principles. In some cases
this review may need to be performed in real-time. Suitable electronic means of verifying
critical data may be an acceptable alternative, e.g. taking photograph images of the data

for retention.

BERABROMRD, T2l2— NDIBIZ L > TITh 256 (B« ZERIEHIEHR D
WAEHO a0 =—OFk) (21X, BNOEHEBETLILERNH DL, IRV E2—
(secondary review) 73, U A7 v R A L hOJFANIGE, BB LR DA REMEDRH 5
Gl Lo TE, 2OV Ea—%2 UT VI A LTITORERH LS LIV, E
BIRT — F e WGEES 2 12 D) ri'%]b)] VEFHIFRIE, T oMRE L L TR TEE
b5, PlIE, REMICT —F OBEEERZRY T2 L VI HIETHD

This verification should be conducted after performing production-related tasks and activities
and be signed or initialled and dated by the appropriate persons.

Z DIRFE (verification) 1%, BLEIZBIEY 2 ¥EH s L OVEE) %ﬁo TR L, )
RANEL (£33 =T A2FTA) LTHMNZR#T

Local SOPs should be in place to describe the process for review of written documents.

72— 71 /LSOP (FRik : SOPOMICGHIIH S Mi%E BICIRE SN A EETIEE) X, XE b
- XEDOLVE 2—DFNE (process) % . WUNIIRDHETHD,

Specific elements that should be checked when reviewing records:

FLIR A HERE T DBRICT = v 7 3 & BRRY R B,

* Verify the process for the handling of production records within processing areas to
ensure they are readily available to the correct personnel at the time of performing the
activity to which the record relates.

B3E T 1 A ET 5 T B IR TORIEFLEHEDTR Y 1\ 0 7 1k 2 2T
%o THUE, ZTORGENBET HIEBZIT O BT, WH AR EKE R I
ZOFREELZFHTEDL LIRS TV EINEHRT DD TH D,

* Verify that any secondary checks performed during processing were performed by
appropriately qualified and independent personnel, e.g. production supervisor or QA.

TrEAEEPITONEETOE _FHIZELDHF = v 7 (any secondary checks) 23,
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1@@]&%%%%% S LR (BGEEMOBEHELQALR L) 1ITL- T
fTohicZ &L 2 RT 5,

* Check that documents were reviewed by production personnel and then quality
assurance personnel following completion of operational activities

LENBEEEOETHRIC, BETMAOBEICL-- Tl Ea—&h, KW TH
BRGESMHOBEIC LTl ta—ShizZtd, Fxv 795,

Item How should records be verified? FC&GEZ2 EORRICHER T2
Expectation Hiffsh o Z &

Check that all the fields have been completed correctly using the current (approved)

templates, and that the data was critically compared to the acceptance criteria.

B (KBshie) 77— EERLT, 9 3TO7 4 —/L FRIELSEA
SNTNDEZERKD, ZOT —F B3 NIUATREZR KT EEYE (acceptance criteria) (Z%F
LT, Iz S Tun s (critically compared) Z & AR T A,

Check items 1, 2, 3, and 4 of section 8.6 and Items 1 and 2 of section

Y7 g U 86EOEHL, 2. 3. 4, LB a3 8 THEOEAL, 2%, F= vV
95,

Specific elements that should be checked when reviewing records:

FLER AR T BRI T = v 7 & BRI 7R 25k

Inspectors should review company procedures for the review of manual data to
determine the adequacy of processes.

BEEIL, 7ot 2A0@uM a2k 572012, FEET —H (manual data) (2O
ThH, LEDOFIEZL L a—FR&ETH D,

The need for, and extent of a secondary check should be based on quality risk
management principles, based on the criticality of the data generated.

TRF v 7 OMEMEZOREX, AREINTET =X OEEMICHESNT, WE
YR <232V A POFAHNZES LS RETH D,

Check that the secondary reviews of data include a verification of any calculations used.
?‘_‘&0):&[/3‘1 [ ﬁiﬁﬁ éht_ﬂif@n‘l'ﬁ@ﬁ%mué’a@

View original data (where possible) to confirm that the correct data was transcribed for
the calculation.

ELVF— 28, fEORDIER S 2 & 2HRT 5010, TOF—F
BT 5 (TERHA)

== Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
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8.9 Direct print-outs from electronic systems ETF AT ANLOEFET ) 7 U b

8.9.1 Some very simple electronic systems, e.g. balances, pH meters or simple processing
equipment which do not store data, generate directly-printed paper records. These types of
systems and records provide limited opportunity to influence the presentation of data by
(re-)processing, changing of electronic date/time stamps. In these circumstances, the
original record should be signed and dated by the person generating the record and
information to ensure traceability, such as sample ID, batch number, etc. should be
recorded on the record. These original records should be attached to batch processing or

testing records.

LeDNOIEF IZHMARBE TR AT A, BlZIX, T —F ZRIFLRVWKEE, pHA—H —,
HAR 7 ALPRAE [ 7 P13, EREFIRI S 7R D R4k (directly-printed paper records) 23 ERL S5,
ZDEORIATOI AT AR LOREIT, () LHESE\E AR AN A S 7Ok
Bl T—HORRIEELHZHEENRONTND, 2O X RRELTIE, ek D)R
RIZITFLEREAER LT ANDFEL & A2 AL, BT NID, Ny FESRED ML —HEY
T A BERT D72 0OEREY ., FREICEZIANDLIARNE ThHD, ZILLDOFEAOFEKIT, Ny
T F 721 TR OFLERICIRM T 5 RETH .

8.9.2 Consideration should be given to ensuring these records are enduring (see section 8.6.1).

IO DFEEND KR E T T D Z EHEICT LI LeBETIETHD B6.1HSH)

8.10 Document retention (Identifying record retention requirements and archiving

records) XEORT GLERFEMORKELTEEDT —I 1 71L)

8.10.1 The retention period of each type of records should (at a minimum) meet those periods
specified by GMP/GDP requirements. Consideration should begiven to other local or

national legislation that may stipulate longer storage periods.

EROTEORIFHME, (RIETH) GMP/GDPOER CHE SN 273~ & T
BB, L0 ROEAEHIIEBE LTS aTHEIED 5 B otk % 1= X E O % 25T 5
RETH D,

8.10.2 The records can be retained internally or by using an outside storage service subject to
quality agreements. In this case, the data centre’s locations should be identified. A risk
assessment should be available to demonstrate retention systems/facilities/services are
suitable and that the residual risks are understood.

FLERDOBREIT, HENTITH) 2L TE D L. SWEHEITHESOTHERORE — A % F
HTAZ L TXD, ZOBE. T—2B ¥ —OF{EEZEET ANENH S, (R

WO—— MR, KRR DOBEE TR LTHY £F. CORRER, TOUMRTHS ) $¢A,  Pharma-bio Futakami @
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AT L AN THLH L, BIOEFETLY A7 PHEEENTWSZ &
RO, VAITERA L FEFIATARETHD

It Where and how should records be archived?
oM | roic, ZLTEORICEERET A TS RED?

1. Expectation H]fF=i125 = &

A system should be in place describing the different steps for archiving records
(identification of archive boxes, list of records by box, retention period, archiving location,
etc.).

AT — WA TTDHEODOIEIERTFIE (T—hA TRy 7 ZAOFH]., Ry 7 A
TEOREFEDOU A, ARFENIN., T—hA THe ) A LI AT AR E AT
HZ L,

Instructions regarding the controls for storage, as well as access and recovery of records
should be in place.

FLERDIRE ., T A LT, BUOEBIZBET 2 RA RSN TVD Z &,

Systems should ensure that all GMP/GDP relevant records are stored for periods that meet
GMP/GDP requirements’.

AT AE. GMP/GDPIZEHEE T 5 4 _TO:08kH . GMP/GDP D EL44: %1 7= 4 HA R .
RIEEND Z L ZRGETH 2 L5,

9. Note that storage periods for some documents may be dictated by other local or

national legislation.

B, BONOLEOMREWENL, FFa AL MXo UL, HILEEOESIZE - T
PREBIM 2 TV D AfRErE S D

Specific elements that should be checked when reviewing records:
A L E 2 — T OBRICTF = v 7 TN E BARR R B,

* Check that the system implemented for retrieving archived records is effective and
traceable.

T—HA T SNRE AR T DO ERMT D AT LA, BIRAYTEBRA]
BETHDE D 2R T D,

* Check if the records are stored in an orderly manner and are easilyidentifiable.
RPN L IRE SN TR Y . BHITHHTE 5008 5 e iR

* Check that records are in the defined location and appropriately secured.
IR ED DNTZHFNCH Y | EUNIIRE SN TV D02 R T D,

* Check that access to archived documents is restricted to authorised personnel ensuring
integrity of the stored records.

T —HA T ENTZLE~DT 7 AL, RESNERHEOZEMEEHET D720
W2, HEROH2HYFITHIR SN TWD Z & 2RI 5,

Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
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* Check for the presence of records of accessing and returning of records.
FLERADT 7 B AB I ONRAOFEN H D028 5 0 E s T 5,

* The storage methods used should permit efficient retrieval ofdocuments when
required.

EH SN AREHET, LERE S ICCEEZDRICIY HTZENTED Y
DThHHZ &,

2 Expectation HiffsiLsZ &

All hardcopy quality records should be archived in:

ETON—=Fa =D EICRDFRIE, UTOXIICRETDHZ L

+ secure locations to prevent damage or loss,
HEM R ZR T2 BRI 5GT ;

+ such a manner that it is easily traceable and retrievable, and
HLIZIBIITE, MR TE D &L 05k

+ a manner that ensures that records are durable for their archived life.

LR ZE DT — A B 7 OWIRI T O AN Z R T 5 ik,

Specific elements that should be checked when reviewing records:
FLER AR T BRI T = v 7 & BRI 7R 25k
+ Check for the outsourced archived operations if there is a qualityagreement in
place and if the storage location was audited.
IBICRFE L T2 T — A TEBICE L T, WEEEZE (quality agreement) |

B 28MNFEIN TV D0, REGFTVPEESNh TS 2T = v 735,

+ Ensure there is some assessment of ensuring that documents will still be
legible/available for the entire archival period.

BT =D A T DI bTHPT < FUATE S T & R RIET 570 OF
B8 ST D DEMRT 5.

* In case of printouts which are not permanent (e.g. thermal transfer paper) a verified
(‘true’) copy should be retained.

KABITIE W T Y o b T U b (BERERKR ) OFAIL. Bitsh (TE
ED] ) av—%RFETDHZ &,

+ Verify whether the storage methods used permit efficient retrieval ofdocuments
when required.

A SN TV DREFEN, BB L ZITXELDRITEIY HEL N E D D

ZRREET D,
== Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
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3 Expectation Hiffsnh sz &

All records should be protected from damage or destruction by:
ETOREKIT, LT ORI X 2 BECHENOIRESN TNDLIRETH D ¢

fire; K

liquids (e.g. water, solvents and buffer solution);
s (B oKk, YRR RRER)

rodents;  #41E A
humidity etc; and. {JE72 L BLO

unauthorised personnel access, who may attempt to amend, destroyor replace records.
FLERAEIE, MR, AL KO LT DR DD HERDZRNADT 7k A,

Specific elements that should be checked when reviewing records:

Lk MR T DBRICT = v 7 & BRI 2R BE5R
Check if there are systems in place to protect records (e.g. pest control and sprinklers).

R A RHET DT DDI AT AN LNE I NEF v 755 (i HHEHE, 2
FV T T—)

Note: Sprinkler systems should be implemented according to local safety requirements; however, they
should be designed to prevent damage to documents, e.g. documents are protected from water.
ATV T =V AT MiF, BEHIBOZ LB > TEATLETHLP, Fra
AV RDKRPORESNDRE, FX2 AL DX A—VEFS LTSN TV D
DAY oR

Check for appropriate access controls for records.

SERICKTT AR T s A3y e — LB HERT S,

Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
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8.11 Disposal of original records or true copies FL&EA L/ ITEIE ' —DEEE

8.11.1 A documented process for the disposal of records should be in place to ensure that the
correct original records or true copies are disposed of after the defined retention period.
The system should ensure that current records are not destroyed by accident and that
historical records do not inadvertently make their way back into the current record
stream (e.g. historical records confused/mixed with existing records.)

FRUERDREFEO T O DOLFEI N T BRI, ELWAY P Lo EIFHIEa L —
N, ERSNTRFEHBBICERESNIZLEMREL T LICEUTHDLZ L, 2D
AT HE WD ENFEREREBRDEOIBRLDOTHLZ L

s BUEDOFEN R - THE I LZenWZ &

18 7= D FEEk (historical records) 23FA > CTHAAED DO IINICE > TRV &
(Bl 2 1L, WEOEEDPEEFOREREIRIETRESND) &

8.11.2 A record/register should be available to demonstrate appropriate and timely archiving

or destruction of retired records in accordance with local policies.

B—H VR Y — GREBIR) (ITHE- T, BB LIRS Z B> 2 A LY =T —H A7
FIIES D 2 L 2R T DR BB ATRETH D Z &,

%

Bz Ta—AuEY—] Rarba—FORHEL L COMBESIT IS
ZEHEZOND, WHESRHEMAHRRNO T, ZORLTI (REEF /K3 a—
Koo VAT L] EEZTD,

8.11.3 Measures should be in place to reduce the risk of deleting the wrong documents. The

access rights allowing disposal of records should be controlled and limited to few
persons.

fEiE > 72 3CF (wrong documents : Rk Bl TRV E) ZHIBRLTLE D U X7 21K
THODOHRPHE L LN TWNDZ L, FLEBOBEELTAITLHT 7 B A TEHRI N, D
BONIRET HXETH D,

9. SPECIFIC DATA INTEGRITY CONSIDERATIONS FOR COMPUTERISED
SYSTEMS

avPa—HLENTT AT AIBIT S BB T — 2 2etic BT 3 ZEEER

9.1 Structure of the Pharmaceutical Quality System and control of computerised systems
EERGLBEV AT LAOBEL A Ea—F VAT ADEH

9.1.1 A large variety of computerised systems are used by companies to assist in a significant

WO—— MR, KRR DOBEE TR LTHY £F. CORRER, TOUMRTHS ) $¢A,  Pharma-bio Futakami @
ﬁvww- Ya—lavZAHREH  FOUINTRER. BB LT S IABH Y F5, FEUT Lo TORFR &EIEHE, RATR T,
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number of operational activities. These range from the simple standalone to large
integrated and complex systems, many of which have an impact on the quality of products
manufactured. It is the responsibility of each regulated entity to fully evaluate and control
all computerised systems and manage them in accordance with GMP'? and GDP'!

requirements.

PETIE, S OEBEHEIET DS, axRarta—4F - VAT LABREHSNAT
W5, TNHIE, ZHHIE, HiliRAZ L R7a—r GREE: Bko v av) 25 KB
G EINTAHIR Y AT BETEIGICHIZY) | 2O PRES L RGOSR ELY 5 2
TWET, IXTOara—ESNEY AT Lx T3ICiHil - BH L, GMPIB LU
GDPHDELRFIHIZE > Tw R VAL M5 Z & id, BRI REEOTETH D,
10 PIC/S PE 009 Guide to Good Manufacturing Practice for Medicinal Products,
specifically Part I chapters 4, Part II chapters 5, & Annex 11

PIC/S PE 009 Guide to Good Manufacturing Practice for Medicinal Products,
H¢lZ, Part 1 chapters 4, Part IT chapters 5, &2 8 Annex 11D FCIR,

11 PIC/S PE 011 GDP Guide to Good Distribution Practice for Medicinal Products,
specifically section 3.5
PIC/S PE 011 GDP Guide to Good Distribution Practice for Medicinal Products,
HFIZ. section 3.5,

9.1.2 Organisations should be fully aware of the nature and extent of computerised systems
utilised, and assessments should be in place that describe each system, its intended use and
function, and any data integrity risks or vulnerabilities that may be susceptible to
manipulation. Particular emphasis should be placed on determining the criticality of

computerised systems and any associated data, in respect of product quality.

ML, FHSh WL ar Ba—2 by 27 ADOME L#HiHZ H0IC58 T <& TH v |
MO, BYVAT A OB ST IE L HERE, ?;T%f/ﬁéﬂém EMEDH DT —FwaMED Y
A7 FE AN E BT 25 M2 FE T 5 2 &, FrZ. "EOREICEADb s a B a—4
by A7 LR OBIET —F OBHEZHW§ 25 2 LICHAZES 2 &,

9.1.3 All computerised systems with potential for impact on product quality shouldbe
effectively managed under a Pharmaceutical Quality System which is designed to ensure
that systems are protected from acts of accidental or deliberate manipulation, modification

or any other activity that may impact ondata quality and integrity.

R OMEISEE 525 REEOH 5T N TOar Ba—2 LSRNy AT AL, BFEH
FRTERRERE, AE, 37— OMEB IO, B EEL G2 D RO &
DX DMOITR NG MEY AT APHEFEICHRE SN D L O ITRGF SN ERLWE Y AT
LD T THROICEHRINDRETH D,

9.1.4 The processes for the design, evaluation, and selection of computerised systems should

include appropriate consideration of the data management and integrity aspects of the

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
ﬁvww- YWa—avZHERE]  FOOUILTER, MEZLTHA T IAND Y T, KL > TOMRL L, RAIXTY,
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system. Regulated users should ensure that vendors of systems have an adequate
understanding of GMP/GDP and data integrity requirements, and that new systems include
appropriate controls to ensure effective data management. Legacy systems are expected to
meet the same basic requirements; however, full compliance may necessitate the use of
additional controls, e.g. supporting administrative procedures or supplementary security
hardware/software.

A a—EENTE VAT LAOKE i, BEOT R RTIT, HHEAT LAOT—H D
TR A R E SERAMED FE: 2o0) JIEICOWT OB NEDLHRETHS, Hik
S ba—P L, VAT LAORUE =N RO EOBMEHER LD ETDH &,

* GMP/GDP £ L U7 — ¥ 52 2O ERFIH 2+ /3 1 CHfE L T\ 5 |
[ LW 2T MCIIRNRI T — 2 E A RRET B0 O e a v b r— A
NTN5HZ L]
PERD T AT NG FIRROEAREM 2T Z E DN SND ; L LR, EaICHELS
D012 lE, EHETFIE (administrative procedures) DV AR — MBIt X 2 ) F 4 N— R =
TV T7 a7l B b — VO HNGEE R ABERD 5,

9.1.5 Regulated users should fully understand the extent and nature of data generated by
computerised systems, and a risk based approach should be taken to determining the data
risk and criticality of data (including metadata)and the subsequent controls required to
manage the data generated. For example:

BB OMRGR LR D 2—PF, arBa—ZESN TV AT MM Lo TERSND T —Z O
PHEMEZ FICH R T 20 ER DD, T LT, T—H VAT T =2 (AFT—F&E10)
DEIEVE, ROERENTT =228 (v 32 —) T5DITBERZISH S BELAZ R
ET DD, VAIRXR=ADT Ta—F WL UERHLH, FlAIE,

9.1.5.1 In dealing with raw data, the complete capture and retention of raw data would

normally be required in order to reconstruct the manufacturing event or analysis.

T —H (raw data) OELY 2B WT, BERO A X2 b (FS) o2 BT 572
DIZIE, B, AT — X ORI LR MLE L 725,

9.1.5.2 In dealing with metadata, some metadata is critical in reconstruction of events, (e.g.
user identification, times, critical process parameters, units of measure), and would be
considered as ‘relevant metadata’ that should be fully captured and managed. However,
non-critical meta-data such as system error logs or non-critical system checks may not

require full capture and management where justified using risk management.

ARTFT—=BERIGE . AAEZT—ZOPIZIFIAR N TS ETEEREONH Y
(] : — DR B, EIHEA T o AT A— AIEHEN) | BRI LY
X (R A %5 —H# (‘relevant metadata’) | &IN5, LML, VAT AT

Pioaraoe Sebations Coid MR, R R DOBEE TR LTBY £, COAREL. ITOUMETHH Y $84,  Pharma-bio Futakami @
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— + B 7 (system error logs) NCEHE TRV AT A« F = v 7 (non-critical system checks) 73 & D
HETRWALT—HE, VA ~X VA MW TES L INDGHEITIE, w7l
EEHPMETRVWAEEEEZ S > T D,

9.1.6 When determining data vulnerability and risk, it is important that the computerised system
is considered in the context of its use within the business process. For example, the
integrity of results generated by an analytical method utilising an integrated computer
interface are affected by sample preparation, entry of sample weights into the system, use
of the system to generate data, and processing / recording of the final result using that data.
The creation and assessment of a data flow map may be useful inunderstanding the risks

and vulnerabilities of computerised systems, particularly interfaced systems.

Z DI/ VY 27 W 5 8A101E, 2V Ea— 2 LSRNV AT LB EV R A
7nfxuomf@m#6kuvﬁﬂ #bﬁﬂﬁ%>éﬁ%i%f%é Bz, o ESniz=
y61~54yf~7iwz%ﬂm¢5“ﬁﬁ&:;ofiﬁ*nhﬁi®%£ﬁi VAN
FILDYEN, VAT D~DY U FNVEBEDOANS, T —FE2ERTHODT 2T LD,
%i@%@?%ﬁ%ﬁmbﬁﬁ%ﬁi@ﬂﬁﬁﬁ1iof%@%§ﬁao?%57H%?7
7 (data flow map) DERK & FHIiIIZ. 2o B a—FbENTT AT A, BTA v B —T = A A
CEINTZT AT LDV A7 LIfagatt 2 BfE$ 2 OISO TH A 9,

9.1.7 Consideration should be given to the inherent data integrity controls incorporated into the
system and/or software, especially those that may be more vulnerable to exploits than
more modern systems that have been designed to meet contemporary data management
requirements. Examplesof systems that may have vulnerabilities include: manual
recording systems,older electronic systems with obsolete security measures, non-
networked electronic systems and those that require additional network security protection

e.g. using firewalls and intrusion detection or prevention systems.

VAT LABEIOSETY T MU 2 TR ENT WD EA DT —Z 52w R A v b
IZOWT, BELZILINETHD, FrIC, RRHT —F 3T A FELR (contemporary data
management requirements) (ZAET D XD ICKFHF SN TWDRFTOT AT AL G, =y 7 XS
21w b (exploits : Xy kD (VT FT 27 RVATANRNE L TWESEF 2 U T ¢ OffgggrE) ) 12X
L CHegs 72 rlREMED B 5, Migs T D AlREMEZ O LIV WIS AT ADHEHX, RO
DOREEND -

- FENC X D08k A7 A (manual recording systems)

CHROEX 2 VT 4 KRB ES N2 WE AT A

(older electronic systems with obsolete security measures)

« Xy MU= L E I TWRUWVE -2 A7 I (non-networked electronic systems)

c T AT T g RRARRA - B AT AR R ERA L CENDOX Yy FU—2 X2
T AREEVE LT HURT L

Pioaraoe Sebations Coid MR, R R DOBEE TR LTBY £, COAREL. ITOUMETHH Y $84,  Pharma-bio Futakami @
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9.1.8 During inspection of computerised systems, inspectors are recommended toutilise the
company’s expertise during assessment. Asking and instructing the company’s

representatives to facilitate access and navigation can aid in the inspection of the system.

A a—FLENTE VAT AOELETIL, BEE LR OFRIZ Y 3% O F M FnRk 2 1E H
T5HZEEHELET S, BEOREFIZ, T 7R (access) & T ES—3 3 (navigation : JEE)
EREDHITTHEOITRD, FERT DI LE, VAT ADOERITKNLD,

9.1.9 The guidance herein is intended to provide specific considerations for data integrity in the
context of computerised systems. Further guidance regardinggood practices for
computerised systems may be found in the PIC/S Good Practices for Computerised
Systems in Regulated “GxP” Environments (P1011).

IR ENTWDHA XU AT, av Ba— L3N AT AR HT— 4 D5%4e
PEICBIT 2 BRI 2 BB FHARMT 2 2 L2 AL LTV D, arta—F Lty AT
LD IEMEICRE T 25 W 72D A & AL, PIC/S Good Practices for Computerised Systems in
Regulated "GxP" Environments (PI 011)(ZFC#E S 41T 5,

9.1.10 The principles herein apply equally to circumstances where the provision of
computerised systems is outsourced. In these cases, the regulated entity retains the
responsibility to ensure that outsourced services are managed and assessed in accordance
with GMP/GDP requirements, and that appropriate data management and integrity
controls are understood by both parties and effectively implemented.

ZZTORANE, arEa—2 by AT LOREEINTICEET 258106, FERICEH S
oD, ZDOXIRGE. Hl5 &R 53, INIEFES - — 1 A GMP/GDPOZEEK
FIEIIE> TEHL - IS TWnWb Z &, F7o, MR T —X~3x A FBLOEEEE
PR (integrity controls) 73X 7 CHEiE XL, ZWRANCEmINTNWD Z L2 RET A EMTE2HT 5,

9.2 Qualification and validation of computerised systems
AV a—FLENTV AT LDOBREB IO T —V g v

9.2.1 The qualification and validation of computerised systems should be performed in
accordance with the relevant GMP/GDP guidelines; the tables below provide
clarification regarding specific expectations for ensuring good data governance practices
for computerised systems.

a B a—H LT AT AOEEIETHES KON F— g L, BSiEEd 5 GMP/GDP A
A RTA NS TEBTHRETHD ; LTORIT, 2o Ea—F L LT AT LD
BT = Z AT Ak 512D O BAER 2l 2 AR L2 b DO TH D,

— T, RCZHEEDOBEE TR LTHY &+, < ORRERL. TOGMRTHS Y EEA,  Pharma-bio Futakami @
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9.2.2 Validation alone does not necessarily guarantee that records generated are necessarily
adequately protected and validated systems may be vulnerable to loss and alteration by
accidental or malicious means. Thus, validation should be supplemented by appropriate

administrative and physical controls, as wells as training of users.

NYF—2a OHTIE, ARINTRESAHETICHRESNTNDZ L2 LT LHIRAET S

LOTEHRLS, NV TF—va SNy AT AR, BREELITEREDOSH S FE (malicious

means) |2 X DIRCWI AR L THEFI TH D ATREMENFEL TWD, LI ->T, N T

—va =YD N —= T ORI LT WEREHBS IO he—L
(appropriate administrative and physical controls) (2 > THITE S DHRE TH 5,

9.3 Validation and Maintenance U5 —3 3 & AT F A

Item: | System Validation & Maintenance A7 ALDNYF—a A TF R

1. | Expectation HiffsnsZ &

Regulated companies should document and implement appropriate controls to ensure that
data management and integrity requirements are considered in the initial stages of system
procurement and throughout system and data lifecycle.

For regulated users, Functional Specifications (FS) and/or User Requirement
Specifications (URS) should adequately address data management and integrity
requirements.

AR E e DT, VAT ATHZEOVHERE, BIOVATLAET—XDTA
TYA I NEEE BU T, T—HEBIOESEOEENEBEIN TSI LA
PRAET D721, MY E SCE(L L, FhE LT hude s,

Hilxtge & 70 2 —HIokt U Cid, BEEE(EERE (Functional Specifications : FS) 35 XY/
F 7T — VP ESRAEEE (User Requirement Specifications : URS) 23, T — X~ 1T A
N OT — #2202 HYUNIE R T RETh D,

Specific attention should be paid to the purchase of GMP/GDP critical equipment to
ensure that systems are appropriately evaluated for data integrity controls prior to
purchase.

BEAIZINL S, VAT AR T — X ZRMOE BRI OW CTHEYNZFME S D 2 & &6
FIZTH72DIZ, GMP/GDPIZ & » THEREIROAICRFICEEZFA ) RETH
)

o

Legacy systems (existing systems in use) should be evaluated to determine whether
existing system configuration and functionality permits the appropriate control of data in
accordance with good data management and integrity practices. Where system
functionality or design of these systems does not provide an appropriate level of control,
additional controls should be considered and implemented.

VAT — (egacy) AT L (BEHPOREAFEY AT L) 1%, BEAFO T AT LHERK & FERE

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
FTNR-MNa—2ar XERRH  GOULLTER, BELLTHA T IARD Y EF, FOUS k> TOMREHIHE, R T,
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(ZT 2 E ) T S -0l, FHliZ T RETHD, ZNHEDY AT LD
RESCRR AT ANE U] 72 LV OF B2 240 L 2V aid, BB E ARG L. £ d
DMEND D,

Potential risk of not meeting expectations/items to be checked

HRFCEBRL2WEEDOEBENRY X7 /F=v 7 $EIHE

- Inadequate consideration of DI requirements may result in the purchase of software
systems that do not include the basic functionality required to meet data management

and integrity expectations.

DIEEOREY 2 EIX. T —F XAy MROEAMICHET ARSI
D ENMBEREARVEELZZEA T RN 7 N 2T VAT AEFEATLZ L
(272 D RTBEMEDNAE U D ATREME N & D

* Inspectors should verify that the implementation of new systems followed a process

that gave adequate consideration to DI principles.

BEFIE, LV RAT AOHEAR, DIOFHAIZEYNCEE L7t R E->
TWAHZ LT ~&ETh D,

+ Some legacy systems may not include appropriate controls for data management,

which may allow the manipulation of data with a low probability of detection.

VA=V AT A GRE: BUEERT DY 27 L) OHITIE, T—F 3RV A RO
IO DB REENZEN TN RVEDORH D, ZHITE->T, BRINDHER
DIENT =2 Y DT L B2 D AN D B,

+ Assessments of existing systems should be available and provide an overview
of any vulnerabilities and list any additional controls implemented to assure
data integrity. Additional controls should beappropriately validated and may
include:

BEfFY AT LOFHli 2z AF L, MaggtboMELZ R L, 7 — % O5ERMEERIET 5
TeDICFEEND N BMOEHRZINEST X TH D, BIMOEHRITEY)IC
BRESNDRETHY, ROEIRBDOREZ LD,

- Using operating system functionality (e.g. Windows Active Directory groups) to
assign users and their access privileges where system software does not include

administrative controls to control user privileges;

VAT ALY T N7 T N, —FHER (user privileges) ZHIEIT SO DOE o

== Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
\ Aj-nw- Ya—LavXHAEH  FOUIR TR, BMEZ LA T IABDY £, LIS L > TOMRE WL, FTXTT,
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Fa— NV ZEATWRWGERIL, 22— EZDT 7 &7 AHEBR (access privileges) %
BB THEZDIT, AR—TF 4 VTV AT LAOEE (Windows Active
Directory® 7 /L —772 &) &HEHT 5,

- Configuring operating system file/folder permissions to prevent
modification/deletion of files when the modification/deletion of data files cannot be

controlled by system software; or

T2 77 ANDERBIrE T AT LY T MU =T THIEITE RWEEIT,
77 ANDERHIRERGIET D720 A R —TF 4 VT VAT ADT 7 A )b
ST FNEDHERERET D L,

- Implementation of hybrid or manual systems to provide control of data generated.

B ENTT— 2 OEIEEITIT-oDNNA TV v R AT LAETITFEH L AT
A @ﬁAo

Expectation I F =15 = &

Regulated users should have an inventory of all computerised systems in use. The list
should include reference to:

BTS2 5200 52 —id, T OFXToar Ba—2 v A7 A0 HEE2F>

NETHD, ZOUAMIUILLFTOFHE GRS TH D,

- The name, location and primary function of each computerised system;
HALEa—H VAT AOAW, RESITE L O 2HERE,

- Assessments of the function and criticality of the system and associated data; (e.g.
direct GMP/GDP impact, indirect impact, none)
YLV AT LB L OMET — % OfRER L OEBEEORH (#] : GMP/GDP~DE
R 8, BRI e L)

- The current validation status of each system and reference to existing validation

documents.

AT LOBIEDO/NY T — 3 RPL (status) M OBEGFONY F—3 9 XL

== Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
H?‘r}b?- Ya—LavXHAEH  FOUIR TR, BMEZ LA T IABDY £, LIS L > TOMRE WL, FTXTT,
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FEDOEM,

Risk assessments should be in place for each system, specifically assessing the necessary
controls to ensure data integrity. The level and extent of validation of controls for data
integrity should be determined based on the criticality of the system and process and
potential risk to product quality, e.g. processes or systems that generate or control batch
release data would generally require greater control than those systems managing less
critical data or processes.

VAT THAAY MIHT AT LI LTHENICERT 2~ THY, T —4D
MR T DO ra s e H/W%“I’{ﬂﬁ’f) Do T—HDFEEMEHRT D
TZODEBRD LIV ONY T =g CORE [P ATF LR RN T o ADEE
PE) ROy TR SV 2 ER e U 2 7 1 J{Ob VCIRET L2 R&ETH D, flx
. ANy FHMT =2 ZERT D, IIEHT 27 02 A IS AT AT, ‘h%ﬁ
HEH émﬁib VT H I T RAEEHTAVAT AL b REREREMNE LTS
ThH A9

Consideration should also be given to those systems with higher potential for disaster,

malfunction or situations in which the system becomes inoperative.

F 77, K2 (disaster) CFRENVE (malfunction) . HAOWE [ AT ANERE L 722 < 72 Bk
P WZOWTHEBETOINERD D,

Assessments should also review the vulnerability of the system to inadvertent or
unauthorised changes to critical configuration settings or manipulation of data. All
controls should be documented and their effectiveness verified.

AT, B GRIE R AT A0) HEREEICHT D AR R
(inadvertent) F7ZIXHEFFA] (unauthorised) DAEH ., B DHWIT — & OERAIE
(manipulation) (2595 2 AT ADMEGHME (vulnerability) (2D T & FET 2 MBS
b FET, TATOFERIIE LS, TORIEPBGEET 2 & TH 5,

Potential risk of not meeting expectations/items to be checked

B SRV BEOBENRY R/ Fxy /7 TEHE

+ Companies that do not have adequate visibility of all computerised systems in place may
overlook the criticality of systems and may thus create vulnerabilities within the data
lifecycle.

BASNTVWETRTCOI U Ea—F « VAT AZEUNCRET (sibility) = & 23
TETWRWERET, VAT LOEEREZREE L, 7—X « T4 7 A7 LD
CHERME A A AT AT REE R B D

* An inventory list serves to clearly communicate all systems in placeand their criticality,
ensuring that any changes or modifications to these systems are controlled.

AL _ MY YRR (inventory list : FRIEZM) 1, HEINTVWIETOUVRAT LAEE
DOEEMZWHMIZEZ, TNHDVAT ANDEBREENHERICEEIND LD
W29 %,

*

e LT TEERIR] 225,

%
!;_l!ljl\

Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
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+ Verify that risk assessments are in place for critical processing equipment and data
acquisition systems. A lack of thorough assessment of system impact may lead to a lack
of appropriate validation and system control. Examples of critical systems to review
include:

HEQUHEEB LT —ZINES AT AIHOWNWT, YRIZTERAA L b ES
NTWBEZLZHERT D, VAT L~DEE (L7 F) DHRRTEAAS N
ThRnZ & ORMT, WYY F— 3 RV AT LEHO K EE L ATREM:
%%ofwéoVt:~#A%EEGVX7A®WiuT®ﬁDT%6:

- systems used to control the purchasing and status of products and materials;
KGO OIEAIREL EET 272DV AT L
- systems for the control and data acquisition for critical manufacturing processes;
BERMET 0 2OHIHE LT — 2RO DT AT A
- systems that generate, store or process data that is used to determine batch quality;

Ny FOMBEZRET DO SN T —F 2EK., R, EITLHET LV
AT I,

- systems that generate data that is included in the batch processing or packaging records;
and

Ny FRREIIIREDORRBMIIEENDT —F 2 ERT DV AT L BLW
- systems used in the decision process for the release of products.

B OHMICET ABERREES o R HEHINS Y AT A,

3 | Expectation WrEIns

For new systems, a Validation Summary Report for each computerised system (written and
approved in accordance with Annex 15 requirements)should be in place and state (or provide
reference to) at least the followingitems:

B AT MTONTI, B Ea—F by AT ADANY F— o VSRS
(PIC/S GMPOf} B EISOBERFIUINE > TERR S HL. ARSI N D) HESH <4,
W EHEUTOHANEHINTWS (RIS ENTWD) BENSH D,

- Critical system configuration details and controls for restricting access to configuration and
any changes (change management).
HERV AT DMERLOFEM & . M LOLERA~DT 7 v A& HIRT 5720 D& HE
(EE~HXTAD)

- A list of all currently approved normal and administrative users specifying the username and
the role of the user.
BEAGR SN TV DT RToME 2 — 1 L OVEMERZFF > — (administrative
users) DY A~ (—VL4EB I ON2—VOEEZHGTT 5)

- Frequency of review of audit trails and system logs.
BEASRED (audit trails) BB L OV AT A2 7 (systemlogs) DL E = —D#EE,

== Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
H?‘r}b?- Ya—LavXHAEH  FOUIR TR, BMEZ LA T IABDY £, LIS L > TOMRE WL, FTXTT,
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- Procedures for: DL FOF ;
+ creating new system user; 7 L) AT A —HOERL ;

+ modifying or changing privileges for an existing user;

BAF DA —Y DRHEAEIE X ZITEET D

* defining the combination or format of passwords for each system
KV AT DDA T — ROMBAHEDLEEITIEROESE ;

- reviewing and deleting users; = — (2O T O L B 2 —35 L OHIFR
» back-up processes and frequency; /3 7 7 v VDT w2k JUMAE
- disaster recovery; [ [A{E ;

+ data archiving (processes and responsibilities), including procedures for accessing and
reading archived data;
—HDT—=NAT7 (T ABLOEM . ZHE, 7= T InieT —
HDT 7 AB L OFHARY OFIEELET ;

. approving locations for data storage.
S ARE ST DG,

- The report should explain how the original data are retained with relevant metadata in a
form that permits the reconstruction of the manufacturing process or the analytical
activity

REFIT, G 7 0t A3 OoEB O TR Z FIREICT 2T, AV AT
*5 D, BETHALZT =2 L EBICED LI IR EN TV NEFHRI T RET
HD,

For existing systems, documents specifying the above requirements should be available;
however, need not be compiled into the Validation Summary report. These documents
should be maintained and updated as necessary by the regulated user.

DY 27 2T, FEROBERFEAFG L2 GEN, FIFAREETHDLZ & L
LN S, RN F—o g VERREEICE L ODILE TR, 2 HDOEL, Bl
Hil %520 D=, MBZG U CHERF « T 20 ERND D,

Potential risk of not meeting expectations/items to be checked

B2 SRVBEOBENRY A7/ F=y I $EHEHA

+ Check that validation systems and reports specifically address dataintegrity requirements
following GMP/GDP requirements and considering ALCOA principles.

NYF—2 g VP AT A JROREEN, GMP/GDP OERFEIHIZHEV, 73D ALCOA
DFAIZEZE L ET. F—Z 052 MICET 2 ERFEE LA > TW\WAE Z L
T 5,

+ System configuration and segregation of duties (e.g. authorisation to generate data should
be separate to authorisation to verify data)should be defined prior to validation, and
verified as effective duringtesting.

VAT DKL OB DS BE (B - T —F AT DR L T — X A RGET D HERR

Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
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FRICHDZ L) 1T, N T =T a3 VIS TERESIN, T A MOMIZERTH
5L HMERTHIRETHD,

+ Check the procedures for system access to ensure modifications or changes to systems are

restricted and subject to change control management.

VAT ASDELEFTLIIEENFHIR I, BEEHRIA L FOXHRLELRS>TND
T EERMWERTAI-DIC, VAT AT VB ADOFIEEHRT S,

* Ensure that system administrator access is restricted to authorised persons and is not used
for routine operations.

VAT LEBEDOT 72 AL, HROH D NTHIREN TR, AFEBICHERS
NTWARWNWE & 2R 5,

+ Check the procedures for granting, modifying and removing access to computerised
systems to ensure these activities are controlled. Check the currency of user access
logs and privilege levels, there should be no unauthorised users to the system and
access accounts should be kept up to date.

A2 —F AT D, T BAEFANTHI L (ganting . BHETDHZ
& (modifying) . HIFRT 5 Z & (removing) D7=ODFEET = 735, Tt
ZNODIEEPERICERINTND Z L 2HERT 12D TH D, :L_'H‘O)V}?ﬁ
T A1 7 (useraccess logs) & HEFR L1 (privilege levels) DEHMEEZ T =7 L, &
AT DCEFFRAIO =Y NIFELRNE SIS L, TZBAT AU bREFHOIR
i3 Lf%flﬂfb‘é\_ Eo

* There should also be restrictions to prevent users from amending audit trail functions and
from changing any pre-defined directory paths where data files are to be stored.

Fo, 22— PREEIMMOBELZELELTLY, T—F 77 ANV ERET HOICHE
ANCRESNIET 4 L7 I ASREZER LIV TLIENRTERVE D 2, HillR%
BT OMEND D,

Expectation Hiff&ih o Z &

Companies should have a Validation Master Plan in place that includes specific policies
and validation requirements for computerised systems and the integrity of such systems
and associated data.

®FEIF, A Ea—2 bSNZ v AT ATk 5 BR8N F—v g VE
., KOZED LS v AT LT 57— OBEMEE G T —a v A
HB—T T FEORETH D,

The extent of validation for computerised systems should be determined based on risk.

Further guidance regarding assessing validation requirements for computerised systems
may be found in P1011.

A2 —F SN AT LD T = a ORI, Y A7 ITESWTHRE
THRETHD, arEa—2 SN AT LAONY T—3 3 VEHOFEARIZ B
T LR T A 2 A%, PLO11 (GOOD PRACTICES FOR COMPUTERISED SYSTEMS IN
REGULATED “GXP” ENVIRONMENTS) [ZRi# S41CUW5,

== Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
mjvav- Ya—LavXHAEH  FOUIR TR, BMEZ LA T IABDY £, LIS L > TOMRE WL, FTXTT,
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Before a system is put into routine use, it should be challenged with defined tests for
conformance with the acceptance criteria.

VAT L HEINERTDEIZ, 2T ANEEIZHEE L TWDENE I NEEHRS
N7 A N TCTHERTAVERH 5,

It would be expected that a prospective validation for computerised systems is conducted.
Appropriate validation data should be available for systems already in-use.

AL a—HLENTZ VAT AOTRINY T —va U EERTDH I EREIFEIN
5o IR SN TWA Y AT AMZHOWTIE, WY F— 905 —% 2K H
"REETBH I &,

Computerised system validation should be designed according to GMPAnnex 15 with
URS, DQ, FAT, SAT, IQ, OQ and PQ tests as necessary.

OB a—HLENTZV AT LADONY T — g iE, BB U TURS (22— k-
BE) . DQ GEaHRsomts M) . FAT (Factory Acceptance Testing ; T35 HfaklEk) | SAT
(Slte acceptance testing ; B3 AFkER) | 1Q GXIMHEFREOBMIERHN) . OQ (GEfRKHEIEIERE
) KONPQ (BMwrmtk i) DOlRZ Hf 5 GMPATEF1ISICHE - TRtEH S H <& T
%&

The qualification testing approach should be tailored for the specific system under
validation, and should be justified by the regulated user. Qualification may include
Design Qualification (DQ); Installation qualification (IQ); Operational Qualification
(0Q); and Performance Qualification (PQ). In particular, specific tests should be
designed in order to challenge those areas where data quality or integrity is at risk.

TRl ORERD J7iEIZ, N T —2a VOB ERDIEED S AT MIEDET
ST RETHY, ZIUTBHIR SR & 72D 22— PR Z OB IE S ORI 2 3
= ThD, HEEMETMIZIE, DQ. 1Q, 0Q. PQNEENDL THAH, FIZ, b
DR, T—FOWEFE TN Y AT IS5 SN TV A L TF v
LU T 5 K901, KT OMETRETHD

Companies should ensure that computerised systems are qualified for their intended use.
Companies should therefore not place sole reliance on vendor qualification packages;
validation exercises should include specific tests to ensure data integrity is maintained
during operations that reflect normal and intended use.

W2, T, avCa— 2 bE3NT-T AT AN, FORREINT-HARICES LT

TLEEMERTRETH D, Lo TER¥ET, N —Omg i < 7r—
POIRARIET RNE TRV N F—2 g UEEIE, BEOEABIOERL
Tl % S ST EFIC, T — X OGP SND Z LB T D700
MEDT A NeGZLR&ETHD

The number of tests should be guided by a risk assessment but the critical functionalities
should be at least identified and tested, e.g., certain PLCs and systems based on basic
algorithms or logic sets, the functional testing may provide adequate assurance of
reliability of the computerised system. For critical and/or more complex systems, detailed
verification testing is required during 1Q, OQ & PQ stages.

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
ﬁvww- YWa—avZHERE]  FOOUILTER, MEZLTHA T IAND Y T, KL > TOMRL L, RAIXTY,
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ANDOEIE, VAT EAAL MZELoTEPNDERXITHD, L, BEER

% EMEIID 72 L, ZRICRELTT A MTAHLERH Y £, BIZIX, AL
RTNTY AL, rYy 7y MIEDSSKPLCRY AT ALlX, ZOMRET A b

(functional testing) [, 2 B =2 —# IbENTZ AT LOEEME IR GEd 5 =2 &

NTEHTHAHH, BERVAT LR/ X, i@@ﬁ&/27b& DT,

1Q. 0Q. PQ@LX[S.'ITajﬁmLUiE@&%ImeEﬁ (detailed verification testing) 72N TdH 5,

4 Potential risk of not meeting expectations/items to be checked

R SRWBEOBENRY R/ Fxy /7 TEHE

Check that validation documents include specific provisions for data integrity; validation

reports should specifically address data integrity principles and demonstrate through design
and testing that adequate controls are in place.

NYF—a rLET—XOEMICET 2 EARNRHENEENTWDEZ L a2 T
o735 ; N TF—g UEREET

7 — 2 OO IF Al 2 BARRICEY BT,
HEYREEMTONTWD 2 & ket <‘: TAMIE S TRTRETH D,

Unvalidated systems may present a significant vulnerability regarding data integrity as user
access and system configuration may allow data amendment.

NYF =2 a UPNTOITVRNT AT AL, =T DT 7B AL AT AERKIC

STT—FDEENFREL DT, T—ZOEEMICEA L TERRMEEEEZ 7256
TAREMED B D,

Check that end-user testing includes test-scripts designed to demonstrate that software not
only meets the requirements of the vendor, but is fit for its intended use
T Fa—H D7 R T

. V7 MU =T RRF—DEREHEEN- L TWAES
TR, BRI LEFHRICES L TWAZ L AEHFT A0

WICREFENTZT A MRS
7k GREBR) NEFENTWD I L 2HERT 5,

RiE (v bEV) TFVr—vaEHBNIRT A T2 D0—EDMEDT &,

TAMRZ7 Y7 MIEBMET X PRETHEA SIS,

Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
ﬁ?‘r}b?- Ya—LavXBHHEH  FOUIL TR, BMEZ LY T IABDY £, LIS L > TOMRE ML, RTXTY



D

P1041-1, 1July 2021, PIC/S GUIDANCE
ERLHDS SITZGMPIGDPEREEIC 1T 27 —# v R P A > b &SRO IERUH”

Expectation Hiffxh bz &

Periodic System Evaluation 711172 > 27 25

Computerised systems should be evaluated periodically in order to ensure continued
compliance with respect to data integrity controls. The evaluation should include
deviations, changes (including any cumulative effect of changes), upgrade history,
performance and maintenance, and assess whether these changes have had any
detrimental effect on data management and integrity controls.

A a—ZEENTZ P AT ME, T—Z B HICET Dk a2 7T A
T A (ERIESE) RS D720, BRI~ TH D, FHICIE, &

B, 255 (O 72 5 RERAIFEE (cumulative effect) HHT) 7 v 77 L— RO
JBIE, MR OA T A% EH, ZNLOEENT —FEHE LOEak0H
FUCHEREE L5 2 TWRWHE ) DE T _Ex Th 5D,

The frequency of the re-evaluation should be based on a risk assessmentdepending on

the criticality of the computerised systems considering the cumulative effect of changes
to the system since last review. The assessment performed should be documented.

BRI OB X, fiElD L E 2 —LIRIZITONTE U AT A~DOE LD RIER) 7o 2
BEEL, AL a— XL LY AT LAOEEMIZIGE LY A7 FHICHE S &
ThHD, Fhi LTI CE LT & Th D,

Potential risk of not meeting expectations/items to be checked

2Rl SRWEEOEBENRY 27/ Fxv I $EIHE

* Check that re-validation reviews for computerised systems are outlined within

validation schedules.

AL 2= F SNV AT AOFAY F =2 a3 DL Ea—id, NYF—
A VDAY a— VIR IS TS Z L 2R T b,

+ Verify that systems have been subject to periodic review, particularly with respect

to any potential vulnerabilities regarding data integrity.

VAT ANEHH R L E2a—EZ T TWE I L, BT —F 0eetEicET
AETERI 7 EIRE IC OV CHEERT 5 = &)

* Any issues identified, such as limitations of current software/hardware should be
addressed in a timely manner and corrective and preventive actions, and interim

controls should be available and implemented to manage any identified risks.

BATOY 7 N =T /IN— R =T ORFe ED, FrE SR, @RI
XALL, BRIEHEBLOTFHHEELZITV., T L TEESNTY 27 288+ 5
O DOEENREENFMAFETHY . »OEMTHIEXTh D,

Pharma Solutions Co.ltd.
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6.

Pharma Solutions Co.ltd.

Expectation Hiffsh oz &

Operating systems and network components (including hardware) should be updated
in a timely manner according to vendor recommendations and migration of
applications from older to newer platforms should be planned and conducted in
advance of the time before the platforms reach an unsupported state which may affect
the management and integrity of data generated by the system.

AR =T 4 VT VATABIOR Y Y= avR—3x b =Ry T %
) 1L, N — ORI THIFICEH T & TH D, T\ T Ty b7
F—LDOHLNT Ty N Tk —A~DT SV — 3 OBAT (migration) (3,
VAT ATERENET - OEBB L O SeICEEE 52 5RO H 5 T
Ty N7 F— AN R — N IR VIREEIZ R RS, FRNC G\ L, Eiid b
XTho,

Security patches for operating systems and network components should be applied in a
controlled and timely manner according to vendor recommendations in order to maintain
data security. The application of security patches should be performed in accordance
with change management principles.

T=EOEX 2 )T 4 BT DO, AN =T 4 VT VAT LR OR Y hY
— 7 AR —R 2 FOEF 2 VT 473y F (security patches) 1L, N2 ¥ —DOHELTIZHE
W, BEENTEFETAA LY —ICEHTA2RETH DL, EX 2T 43y F O
X, ZEEHOFANIE SN TERTHETH D

RE (Y bEV) @ TeFa T4 "vTF) Lid, Trs T ARt X 2 U T 1 R—
NREPFER SN, ZNODMEEEET 272007 n I 5002 LThHD,

Where unsupported operating systems are maintained, i.e. old operating systems are
used even after they run out of support by the vendor or supported versions are not
security patched, the systems (servers) shouldbe isolated as much as possible from the
rest of the network. Remaining interfaces and data transfer to/from other equipment
should be carefully designed, configured and qualified to prevent exploitation of the
vulnerabilities caused by the unsupported operating system.

PHR— R ENTWRWNWARL—T VT VAT APRHERR STV DA, T7hb
H, N =D R—= BT LeES, B0WARL—T 4 VT AT AT L
TWAHEA, PR—FENTWAER=Ta Nl X2 U T4 Ny FREHSI AT
WA, EOVAT A (=) Ry FT—Z7 DL AN (rest ; REST;
Representational State Transfer : fRIEZM) 705 A[REZRR Y fREET 2 LE N H D, 70D DA
Vﬁ#71~%%@®%“&®ﬁ®?*5%%@\ﬁT*\éﬂTw@WB kR
T HMEFIESER SN DT, HEEICEKE, &RE, BEEA R T D MNEDRH
Do
FRE (ry bEY) 74— AT 4 TR LT (RkD) RESTOREFFANZEE LT D
AODHEMNBLD,

O TeyrarREoRREEEZITDT, VI INDHRITZN AR TERE L THR
THZENTEDH] (WebTIIHTTPERIZITE v v a VEBOBEMEIL) |

@ ERZEMETHMEOERBNRTOERE - HINTWD ] (WebTIFHTTPA Y v K
Y
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® [T RTOFRITIAAORE L T—EISHI S 5] (URL/URIICHHY)

@ TEHRoO—E LT, BIORESCHOER~DODSBEZDDHIENTED (A /3= 2R
T4 THREXCTHREERET D) | (HTMLSSXMLIZF YY)

D4>TH D,

Remote access to unsupported systems should be carefully evaluated dueto inherent
vulnerability risks.

PR—FEN TN AT AADY FT— T 7 AL, EBOMTHED Y 2 7 A3
LT, BEICGGHITAOLERH D,

Potential risk of not meeting expectations/items to be checked

PRz SRVEEOBENRI RS/ Fxy 7§ ZXHAE

* Verify that system updates are performed in a controlled and timelymanner. Older
systems should be reviewed critically to determine whether appropriate data
integrity controls are integrated, or, (where integrated controls are not possible)
that appropriate administrative controls have been implemented and are effective.

VAT LDOEFHN, FEINTZHETEA LY —IATONTND Z & 2R
Do MW AT M, @Y7 —HEEMEEARE S TWVENnE I 0, F
X (A SN EENRRERGS) WY 7 RI=FH (administrative
controls) NFEM I, AR TH L0 E > HWT 572Dz, YL E =
—TOMEND D,

9.4 Data

Transfer 5 —F#53%E

Item:

Data transfer and migration 7 —¥@tl ~ 1/ L — 2

Pharma Solutions Co.Ltd.

REE (Fy bEV) i ~A 27 L— 3> Migration) 1. ITHFEEE LTIHHBEEFEY AT ALY 7 b
TxT ., TR EERHORRBIIBELEY . HILWEREICBIT T LT 352 L 2EK
T5,

Expectation Hiffsh sz &

Interfaces should be assessed and addressed during validation to ensure the correct and
complete transfer of data.

A H =T 2—RF, T—HENELL, DPOBERIIEIEIND Z EE2RIET 5720
W2, N T =g VIZBWTEHME L., LT 5 THD.

Interfaces should include appropriate built-in checks for the correct and secure entry and
processing of data, in order to minimise data integrity risks. Verification methods may
include the use of:

VB =T == R, F— ORI 5 Y A7 RN B, F—
Y% TE LS BRI RO 5 1= 0Ol F = v 7 B 2 fASA L~ % Th
B, BAEFEICHUTO L5726 0B b 5 -

IO, R AR DOBEE TIIMI LTRY 4. = ORIRER. ITOSME TS ) $8s,  Pharma-bio Futakami @
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Secure transfer ZZA7RHAIE (2 FREEARW])
Encryption 15751t ;
Checksums T = v 7 VA

Where applicable, interfaces between systems should be designed and qualified to include
an automated transfer of GMP/GDP data.

WG APA . VAT A O A X —T =— A L. GMP/GDP T — ¥ O H BliiiE A4
U¢91%+*m WEAERHiZ 5 ~& TH D

Potential risk of not meeting expectations/items to be checked

PRz SRVWEEDOBENRI RS [/ Fxy 7 $EHEHE

+ Interfaces between computerised systems present a risk whereby data may be
inadvertently lost, amended or transcribed incorrectly during the transfer process.

A Ea—H VAT ABDOA v HE—T 2 — AL, EnE T a e APICT — 2 RFE 5
TRbiz0, BEESNEY, BBoTIERRINTZD T2 27035 5,

* Ensure data is transferred directly to the secure location/database and not simply
copied from the local drive (where it may have the potential to be altered).

T A BNRERGE /T — A N A EEERE S, (B EASND RO
%) B=ANREITATNEERTat—ENRN I 2R 5,

+ Temporary data storage on local computerised systems (e.g. instrument computer)
before transfer to final storage or data processing location creates an opportunity for
data to be deleted or manipulated. This is a particular risk in the case of ‘standalone’

(non-networked) systems. Ensure the environment that initially stores the data has
appropriate DI controls in place.

BRI RIS AT £ 72137 — X BB FTICBE T A, r—h D3 B a—
FUAT L (RO Ea—sRE) TR T 5 2 RET DL, T—F
DHIERESNY . FRFEBESNTZY THREENRDH D, ZHUuEL TAZ 2 RTr
Vi GExRy NT—ZHED) U RTF AOBEAITITENC Y A7 BE, T — X R
(RIS DBREEIC, @WURDIEEMNFEL CND Z & 2RI D,

+ Well designed and qualified automated data transfer is much morereliable than any
manual data transfer conducted by humans.

TTEREN S AL, MR 2 SN BT — S ERkiE, B RAMT O FEIOT —
FREIE LV B IL D NAFEMED E

Expectation HiffSin5Z &

Where system software (including operating system) is installed or updated, the user
should ensure that existing and archived data can be read by the new software. Where
necessary this may require conversion of existing archived data to the new format.

AT A VTN =2T (FAR—FT 4T AT LA EL) A LA M—/)LE
TPIXEHT 556, 2—W3, BEFEOT — K OT — A 7 IN=T—2 N, FHL
WY 7 N =T TEARND Z L EERTRETh D, LEIILNUT, BEFO7T —

== Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
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BAT - FmB BB LT 4=~y ML 2 LEH L2

Where conversion to the new data format of the new software is not possible, the old
software should be maintained, e.g. installed in one computer or other technical solution,

and also available as a backup media in order to have the opportunity to read the archived
data in case of an investigation.

%Lwy7kﬁ;7@%bw?~9%ﬁ~®%%WIﬁ RGAEIL. BV T R
=T EHERFT D MEN D D, B ilﬁmz/t;~&1i\%®mm&W%VU
—Ta NI A F~/b L\ WEDBRZT — A 7 INTeT —F iR DS
EREFCHEIIC, X"l T v T AT 47 LTHRIFTE 5,

Potential risk of not meeting expectations/items to be checked

R SRV BEOBENRY R/ Fxy I/ TEHE

+ It is important that data is readable in its original form throughout the data lifecycle,
and therefore users should maintain the readability of data, which may require
maintaining access to superseded software.

T—RIFEDT =TT A 7 NVEBELT, JTLOFA (original form) THEAHL
NHZENREETHD, Thwx, =2—HiF, BEFEOT—2BLOT—HA4 7
SNTET—ERH LY 7 b =7 TiAlDd 2 L 2R T HUNENRD D,
LBRICE T, ZELBATLY 7 MU 2T ~OT 7 B A& HFF TE DMENE
CHAEBEMHENHD GRIE: 74—~y hEEHBRTHRELT)

* The migration of data from one system to another should be performed in a
controlled manner, in accordance with documented protocols, and should include
appropriate verification of the complete migration of data.

HDUAT BINHMD AT DA~DT —H DIEHL (migration) 25, LEL ST
7'u k3=t o T, BERINLEFETITARVDO THIURX, 7 —F DEH
DY) 72 VHERS. (verification) & B DD NI TH D,

Expectation HifF&nszZ &

When legacy systems software can no longer be supported, consideration should be
given to maintaining the software for data accessibility purposes (for as long possible
depending upon the specific retention requirements). This may be achieved by
maintaining software in a virtual environment.

VA=V AT A GRE:BUEERA L CWA Y AT 8) DY 7 My =T R R—FSh
RIgoleGE, 72778V T A OANT, £OYV T MU =T HHERT S
ZEEEBELRTINERE R (FEDRFEMIZIS CTHREZRIRY L) . Th
VL. (RABEREE (virtual environment) CTY 7 MU =T R+ A2 & CTEEHTX 5,

Migration to an alternative file format that retains as much as possible of the ‘true copy’
attributes of the data may be necessary with increasing age of the legacy data.
V=T = DFRDB LR DI T, 7‘°~ 0 [HIE= v —] J&MEZ e/ R
DHERFT D7 7 A MEXRA~OBITRREINZRDGERH D

Where migration with full original data functionality is not technically possible, options

== Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
H?‘r}b?- Ya—LavXHAEH  FOUIR TR, BMEZ LA T IABDY £, LIS L > TOMRE WL, FTXTT,
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should be assessed based on risk and the importance of the data over time. The
migration file format should be selected considering the balance of risk between long-
term accessibility versus the possibility of reduced dynamic data functionality (e.g. data
interrogation, trending, re- processing, etc.) The risk assessment should also review the
vulnerability of the system to inadvertent or unauthorised changes to critical
configuration settings or manipulation of data. All controls to mitigate risk should be
documented and their effectiveness verified. It is recognised that the need to maintain
accessibility may require migration to a file format that loses some attributes and/or
dynamic data functionality.

JLDT —H DRRE WHERF LTCE AT T 5 2 & D EANIICAR ATBE 2R G A1,
BREO—21%, Y X?&U\H%Fﬂﬁ‘]ﬁT_ﬁ DOEEMEIFEASWTEHMET 52 & Th
Do ZTOBATOIZOD 7 7 A NERIL, TR T 782 & @897 —
e B2, 7—2 DR, Ly K, B (reprocessing) 72 &) 2MET T 5
FREME] L DDV R T DNT U AEZBE L CTERIRT HRETHDH, £z, U RY
TEAA L MI, EELEREREICHT O NMNEEEIIAERER, HDHWNET—
Z OB T DV AT LOWEE 2 Bt T 2 L E R H D, VAT 2R 5720
DOFTRTOEHIL, ZnaF;bL, TR ELRIET 228, 778V T
ffwwﬁﬁ)%@ﬁﬁézgﬁ#%\‘%@@ﬁ@ﬁ%?*5%%%%0k77
ANTER~DOBITRBEL R 5HERH L L 2T %,

RE (Ry bEY) FIHEDSESG - V- 22 MRICRTE L2 L,

Potential risk of not meeting expectations/items to be checked

W2l SR WEEOBIERNR Y 27 /B~ HAE

When the software is maintained in a virtual environment, check that appropriate measures
to control the software (e.g. validation status, access control by authorised persons, etc.) are
in place. All controls should be documented and their effectiveness verified.

V7 R 2T MABRE TEEINLTWASEA., Y7 Ny T 2EHT 5700w Y)
REE (RN F—a ORME, HIBOHDLIEICLDT 7 AHIERE) NERIH
TWAZ L ZHERT D, TRTOEEEZLEN L., TOEMEERIETHZ &,

Pharma Solutions Colld MR, RXERLEDOBEE TIIRM LTHY £, SORREL, ITORMETID ) £8A,

FELT- I a—2ab ZHASH]  FOUINTER, BB LTHA T IARD Y T, KK o TOMREHIEIEL, KA KT,
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9.5 System security for computerised systems
AV a—FLENTZV AT ADV AT AEF 2 T 4

Item: System security A7 AEF=2UT 4
1.

Expectation 775715 2 &

User access controls shall be configured and enforced to prohibit unauthorised access to,
changes to and deletion of data. The extent of security controls is dependent on the

criticality of the computerised system.For example:

2—HF v RERL, T ~DORET 7R, F—2OERLIOTF—Z OHI%R
AT D720, ThaREL, FEToH28, ExF=2 U7 EFHORET, =

YEa— I LENTZT AT AOBEEMEIKFT D, BlzIX, LTOLS R 00H
5

- Individual Login IDs and passwords should be set up and assigned for all staff
needing to access and utilise the specific electronic system. Shared login credentials
do not allow for traceability to the individual who performed the activity. For this
reason, shared passwords, even for reasons of financial savings, should be
prohibited. Login parameters should be verified during validation of the electronic
system to ensure that login profiles, configuration and password format are clearly

defined and function as intended.

@RlDO7 7 A VIDBLUVIAY — RiE, FFEDE VAT A DT 72 AB X
HIHEREETHTXTORSY 712X LT, THEREL, 1OFED YT
HRETHD, HDT 7 A U FHEE (shared login credentials : FRESM) (X, 777
BT 4 ZFAT LI ASOBHIATE RV, ZOHBNG, P XU —F
I, NRAT— ROHEFIF, 722 RBFNRENOTLDTH->TH, i35~
XThbD, a /A7 A—4 (loginparameters) X, 27 A 7077 A )L
(login profiles) . f#Ji% (configuration) K& NN A T — KON HAMEICEFR S,
SN/l I HEIET 2 2 L 2ERICT D0, BFVATLONY F—
g UHIIHGET 2 X&E TH D,
RiE (xy bED) 7 LTy b (credentials) &%, BH, REE, SREFE. BERKAR
EOBKEFFOWHGE, HHREX2 )7 00 Tld, RIS 5ID, =
— YL WSS, NAT— R, B2 — 7 EOMBIEROBH 2T,
- Input of data and changes to computerised records should be made only by
authorised personnel. Companies should maintain a list of authorised individuals and

their access privileges for each electronic system in use.

T—=HDANTBEL NI U B a—FFeekOETIL, HERDH D EFH DHINRIT 9
RETHDH, BEIFT. FHLTWAETFVAT LI LI, HIBEZHETHEDY
ARNEZDOT V2 AMEREEBHTRETHD

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
Fl;ij"nbv- Wa—SaV KBRS RCILTIR, BWEZ LTHA T IARD Y T, T L > TOMREHITE, R TT,
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- Appropriate controls should be in place regarding the format and use of passwords,

to ensure that systems are effectively secured.

VAT APNRANRE SN TND Z LA RIET A 72010, 7SATU— RO
ERERICE L CHEUIREBEAZIT I RETh D,

- Upon initially having been granted system access, a system should allow the user to

create a new password, following the normal password rules.

VAT DANDT IR ANRONCHF A SN L&, VAT AL, EHOSAY —
REENCAE Ty Mo — PR LU S AT — FEERTE 5 L 510 _& T
»H5b,

- Systems should support different user access roles (levels) and assignment of a role
should follow the least-privilege rule, i.e. assigning the minimum necessary access
level for any job function. As a minimum, simple systems should have normal and
admin users, but complex systems will typically requires more levels of users (e.g. a

hierarchy) to effectively support access control.

VAT A, B ba—Y v A0KE (LL) Y aR— R L, &EOEDY
WL, B/ IMEROJFHI (least-privilege rule : fREZBR) IZEHI XX THDH, T74b
B, &2TDOY a 7HEBE (job function) (ZDOWT, F/NEMLE/2T 7 A &E| D Y
Tk, D7 Th, Hilis 27 AITlE, 2—PF LEHEL—F NN DR
XThHN, B AT LTI, 727 B AEIZ RN R— 5720
W2, Il o voa—% (f]: BE; e =T 0% —) BRELRD,
BRE (v bEY)  BUNMEROERI S, FREX 2V T o OFEER R ooy
T, AV Ea—T7T 4 VITREOREDIMBILL A P —ATETOEY 2 — A BEDIEY
REMICKEL SNAEREFEEFEORICT 7B ATE S L HICHIRT 2#%EHEAT
Hob, (4T 47)

- QGranting of administrator access rights to computerised systems and infrastructure
used to run GMP/GDP critical applications should be strictly controlled.
Administrator access rights should not be given to normal users on the system (i.e.
segregation of duties).

GMP/GDP (Z & > CHERT 7V r— a U EFETT D ORI 2~
Va— 2 b SNV AT DBIXOA VT T A NI 7 F v (BBEERE) ~0O
HEHET 7 ZAHEOMNGIX, FEIEHTXETHD (TROBIRE D5y
HiE) o

- Normal users should not have access to critical aspects of the computerised system,

e.g. system clocks, file deletion functions, etc.

WEOL—WL, 2 a—X LY AT AOBREEAME., HlZIE AT A
a7 7 A WVHIBRHERE /2 LI T 7B A LTI 720,

- Systems should be able to generate a list of users with actual access to the system,

including user identification and roles. User lists should include the names or

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
Fl;ij"nbv- Wa—SaV KBRS RCILTIR, BWEZ LTHA T IARD Y T, T L > TOMREHITE, R TT,
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unique identifiers that permit identification of specific individuals. The list should

be used during periodic user reviews.

VAT AT, VAT AICERICT 78 AL TWA—YFDY X b, ERTE
HRETHDH, ZHUllE, =2—V ol L ZE»EEND, =—H - URX M
%, FEE O AN OFRR 2 FIREIC T 2 A T E 72 1L —E OFEA T (unique identifier) &
BHLRETHD, 2OV A ML, EFHR—FL 2 —DBRICHEHT &
Th b,

Systems should be able to generate a list of successful and unsuccessful login

attempts, including:

VAT AE, I LTcn 7 AT LR L Tcn 7 AT O Y R b A AR
HIENTEDHZ L, TNITIFUTOLDONEZEND -

- User identification == — D%
« Useraccessrole —=—F 7 7 21—/ (FiE: BAZEOITHEAR)

+ Date and time of the attempted login, either in local time or traceable to local
time 17 A HERA DIV AR, BRI & 72 (3R] ) BB AT HE
R OWT R, &T 5D

+ Session length, in the case of successful logins
B7A IR LIZBEDEy v a DR S

User access controls should ensure strict segregation of duties (i.e.that all users on a
system who are conducting normal work tasks should have only normal access
rights). Normally, users with elevated access rights (e.g. admin) should not conduct
normal worktasks on the system.

a—YOT 7w AEHRT, WE R B ARGET DN ERH D (Thbb,
VAT L ETEE NS A ZfTo TN LT _RTOa—FL, BHEOT 7+
AMEDHZFFORETH D) , BH., @OLNZT 7w AL F>2—H (i
ZIE, admin) X, Y AT L ETEEOIERES X7 24T 5 R&E TR,

System administrators should normally be independent from users performing the
task, and have no involvement or interest in the outcome of the data generated or
available in the electronic system. For example, QC supervisors and managers
should not be assigned as the system administrators for electronic systems in their
laboratories (e.g. HPLC, GC, UV-Vis). Typically, individuals outside of the quality
and production organisations (e.g. Information Technology administrators) should

serve as the system administrators and have enhanced permission levels.

VAT LB (system administrators) XA, X AT B FATT H 22— BN
LTCWNDHRETHY, BTV AT ACTEREIIFAAEE/RRT — & OFERIZE
HBEITELERF O TEARY, Bl20E, QCHADEEE S (supervisors) T
EHLHE (managers) |, FH DT AROE T A7 A (HPLC, GC, UV-Vis/2 &)

Pharma Solutions Co.ltd.
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DY AT LEHE L LTEHD B THNL & TIE AW, — iz, Wl GuE:
QA-QC) K OVEPEDAHMANB DM (B ZIE, HFIWREANE ELHE ; Information
Technology administrators) 733 A7 AEIEF & L TEDOLEBOIEIL ST HER L
~L (enhanced permission levels) ZFf>_X Th D

For smaller organisations, it may be permissible for a nominated person in the
quality unit or production department to hold access as the system administrator;
however, in these cases the administrator access should not be used for performing
routine operations and the user should hold a second and restricted access for
performing routine operations. In these cases all administrator activities conducted

should be recorded and approved within the quality system.

INFRLZHERR L. SR (quality unit : 3RVE QA+QC)  FE T I EPERRY T4
ENEANVAT LDEE L LT 7 B AR RS Z L BNFFEND A BEEN &
Do LML G, ZOXDRGE, BHE T 7 & A (administrator access) | H
WHEBOIATIHHT RE TIE R, 202 —WEHFEEBEEIATT D701
2EHDHIRENT=T 7 2 AHE (second and restricted access) & FFOREX THDH,
DX RBEE, Ei SN T X COEHETEE) (administrator activities) 1. fn'E
AT I (quality system) PIIZREERS AL, KRB INDHRETHD

Any request for new users, new privileges of users should be authorised by
appropriate personnel (e.g. line manager and system owner) and forwarded to the

system administrator in a traceable way in accordance with a standard procedure.

LN =2 —HF DO LHERR (privileges) D TR, #Y) /e YSE (T
A U=F—T % GRABR) RVATLAFTAEERY) ICko TKRE, 1Y
72 FNEIZHE » CEWIATRE/R JTIETY AT LAEHEIZIRET A RETH D

RE Ry D) 2 9= —Ux] L, BUGOBEBTHY .
EREREEEZFFO N,

Computerised systems giving access to GMP/GDP critical data or operations
should have an inactivity logout, which, either at the application or the operating
system level, logs out a user who has been inactive longer than a predefined time.
The time should be shorter, rather than longer and should typically be set to
prevent unauthorised access to systems. Upon activation of the inactivity logout,
the system should require the user to go through the normal authentication

procedure to login again.

GMP/GDPIZB DL L EE R T —ZR¥EBICT 7R 52 bNbha s Ba—X
L7227 A, FEEEREO T 7T 7 MEBE (inactivity logout) Z % (T 5 Z
Ly ZOMREX, TV =y a oL ERE, AL —T 4 VTV AT A
LUV, IEEEIREORF A S 5200 CORE SN B 1 oo — 2 a7
TURESEDLDLDTHD, ZORMITIELSTL2OTIE R, & LAES L, @
WXL AT DA~DARIEZRT 7 A (unauthorised access) % 5 <" & 2 IZRET 5,

Pharma Solutions Co.ltd.
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GBI O 7T T SRR D & TDOV AT KT —HPITH L THEE O
PREFREE 2T, BER A 0 T52 L2 RDLRETHD,

Potential risk of not meeting expectations/items to be checked

BTl SIRVBEDBENRY X7 /HEBT & HE

+ Check that the company has taken all reasonable steps to ensure that the
computerised system in use is secured, and protected from deliberate or inadvertent
changes.

EN, FHTFOa L Ea—F T 2T 508X 2T 4 2R L., 8&
(deliberate) F72I1Z AR E (inadvertent) ([Z K AEHENLIRHET L7202, HHDDH
EHNRFEEZ#HELCND I L EHERT D,

+ Systems that are not physically and administratively secured are vulnerable to data
integrity issues. Inspectorates should confirm that verified procedures exist that
manage system security, ensuring that computerised systems are maintained in their

validated state and protected from manipulation.

WERRY - BB (physically and administratively) (28 % = U 7 ¢ D3R S0 T2
WY AT AR, T X OEEMEOREICK L TS TH D, BEYR/IL, &
AT DEF2 VT4 ZEHL, 3 Ca—F SN RT L0, ANY
T— P SNTRETHERF S 4L, S A (manipulation) 22 HIRESNLTND Z &
ERFET B8 F— b SN FMESEAET 5 2 L 2R TS5 2 L,

* Check that individual user log-in IDs are in use. Where the system configuration
allows the use of individual user log-in IDs, these should be used.

R Dz2— 1 7 A VIDIMERHENTWENE I NEHERT D, TDOU AT A
DOREREH . BERDO—r 71 VIDOMEANARERGE T, ENb 2 HT
HBEND D,

+ It is acknowledged that some legacy computerised systems support only a single user
login or limited numbers of user logins. Where no suitable alternative computerised
system is available, equivalent control may be provided by third party software, or a
paper based method of providing traceability (with version control). The suitability
of alternative systems should be justified and documented. Increased data review is
likely to be required for hybrid systems.

LoONDLH Y — GRiE: BUEEAL VD] OFK) DI E2—F AT A
X, B—oax—%uerAf o ERiERonzkoa—YFa 7 LA —FL
TVWARVWHDRH D ENTHEINTWDS, BRI Ea—F T AT L
BHATERVGAIE, = R3—F 8Oy 7 by = 7, ERFHEA—RAD
Fo—%EUTF s (N—=Ua VEEEZET) OFEICLY, REOEREY 1T
ZERTED, REBEVAT AOHEAMIZ, OB ZLHEOFHAN I
(justified) . LELENRTIUER O, N TV v RYRAT AT, T—4
DU E 2—%i8{9 5 (increased datareview) MEENH B & bbb,

+ Inspectors should verify that a password policy is in place to ensure that systems

== Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
mjvav- Ya—LavXHAEH  FOUIR TR, BMEZ LA T IABDY £, LIS L > TOMRE WL, FTXTT,
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enforce good password rules and require strong passwords. Consideration should be
made to using stronger passwords for systems generating or processing critical data.

BEEIX, VAT A0HEY) AT — NRHAIZFE L, 587172/ SRV — R& 3
RKIDZLEBRIET D7D, /XAT— KR Y — (password policy : FRIESM) 23
FEMHEINTNWDI L E2ERTHZ L, BERT — X HEREITNET SR
T A, KVBARANSAT = REfHT L2 L 2RETT~&ETH D,

RiE (ry bED)  XRU—KRY —LiF, 2—F =T HU > hDO/RAU— RIZfEH
TEDUFH0. LFEOMBEDLE R EICET 240 L&2EET, .. 2tk
D, RSO FTWITFFNENRT — NIZRET HZ L EHE, EX2 U7 0 LL
i ExEbhb

+ Systems where a new password cannot be changed by the user, but can only be
created by the admin, are incompatible with data integrity, as the confidentiality of

passwords cannot be maintained.

LW RAT — N2 —PNEECTEXT, BHEOLMER TE DL R
T A, NATU— RO (confidentiality) DHEEF TEX W0, T—H DRSS
P E AN,

* Check that user access levels are appropriately defined, documented and controlled.
The use of a single user access level on a system and assigning all users this role,
which per definition will be the admin role, is not acceptable.

2—=HFDT 7 EALNAREUNICER I, XF LI, BEILTNWDZ L
EHRT Dy VAT ALATH—Da—H - 778X« LNVEFEHL, TXTO
a—PlcZou—L (TF EITEFHE T —/ (adminrole) ) ZE|VYTAHZ &iX

D HALIRUN,

+ Verify that the system uses authority checks to ensure that only authorised
individuals can use the system, electronically sign a record, access the operation or
computerised system input or output device, alter a record, or perform the operation
at hand.

MERRD B DEZE DR, LD Z ERHRD Z L2 RFET 572D, H ORI T
EZ AT, VAT LMEFMERR (system uses authority) ZHEFRT 5 -
cEDVAT LEEHTES
CRLERICETFEANTE D
cBERCa B — 2SN AT LD AT ETIT
HAT A AT 72 ARHED
- FERAEE T D,

Expectation HifF&hsZ &

Computerised systems should be protected from accidental changes or deliberate
manipulation. Companies should assess systems and their design to prevent
unauthorised changes to validated settings that may ultimately affect data integrity.

Consideration should be given to:

O =X AT AL, B EESCE XA 7 EAE  (deliberate manipulation) 7>

== Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
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“WERLH Y SIZGMP/GDPERELIC I 1T 57 —# v R ¥ A | L S PE i 1EA

RiEshsdZ &, ¥ET KENICT -2 ORI EL 52 DO H 5,
NYTF—= FSNERECH T OIRNERELE YT 572012, AT L& OGE
ZeHli T X TH 5, UTOREBET XS THD :

- The physical security of computerised system hardware:
AL 2= H VAT LDON= Ny =T OYENR X2 T 1

+ Location of and access to servers;
P—NR—DOENELT 7R ;

+ Restricting access to PLC modules, e.g. by locking access panels.
Bl T BAARALOR 72 8L D PLCEY 2—/b D
T 7 A DRI,

+ Physical access to computers, servers and media should be restricted to
authorised individuals. Users on a system should not normally have access to
servers and media.

Ao —H P N— AT 0T GRIE Rk 2) ~OWENRT o
TRE, FASNTEANCRET RETH D, VAT L EOa—WL, B
W, V= N"—BXOAT 4 T ~OT 7B RAERFOXXTIER,

- Vulnerability of networked systems from local and external attack;
12— NVEBIINBNODOHEIZ L D%y T —2 2 2T LONassk,

- Remote network updates, e.g. automated updating of networked systems

by the vendor.
VEeE—MIEDdRYy NI—=T7 O8N, FlzxiE, XvF—lckdxy hU—7
VAT LOHBEHR L,

- Security of system settings, configurations and key data. Access to critical

data/operating parameters of systems should be appropriately restricted and any
changes to settings/configuration controlled through change management
processes by authorised personnel.
VAT LORE, BB LOERT =40t Fa VT 4, VAT LAOEER
T—HRLENENRT A= ~DT R THEUNIHIBR SN D RETH Y, HE
RMROETIL, HRODH HHNFICLDERER T o 228 U THIE S
NHXEThHD,

- The operating system clock should be synchronized with the clock of connected
systems and access to all clocks restricted to authorised personnel.
ARV=T 4 T VAT LD 0y 7E, HEHSNTWDLY AT LDT By
7 ERISE, T _XTOI v 7 ~DOT 78 AEMHEROH 5 Y E ITHIFR S

52 &,

- Appropriate network security measures should be applied, including intrusion

prevention and detection systems.

Pharma Solutions Co.ltd.

IO, R AR DOBEE TIIMI LTRY 4. = ORIRER. ITOSME TS ) $8s,  Pharma-bio Futakami @
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W7 ry hI—27 X2 VT o xtRE2T 2L, Zudid, RABIEED
M AT AN E £ 5,

- Firewalls should be setup to protect critical data and operations. Port openings

(firewall rules) should be based on the, making the firewall rules as tight as
possible and thereby allowing only permitting traffic.
TrAT U=, BERT AN — a3 VERET DT OICERE
THZE, R— b A= (T7 AT =04 —LDN—)V) X, /R
U 2 — (least privilege policy) (23D &, 77 A T — U 4 —/LD/L—/L % A[HETR
RO ZA MZT D G siofhiys) 2&T, fFAIENT T 7 0 v 7 GRiE
W) OHZFFR[T 5K 21T D,

RiE (Ry FED)  FF T4 v (traffic) &I, @ (&) . @7 (&) . 1%
Here EOBMR A FFONHGE, ITPMEOST T, @ERRCRy T —7
FECEZEEINDIEEOT—ZDOILER, TOBRNEEDOZ L2 N T T 4y
7 END T ENEN,

Regulated users should conduct periodic reviews of the continued appropriateness
and effectiveness of network security measures, (e.g. by the use of network
vulnerability scans of the IT infrastructure to identify potential security weaknesses)

and ensure operating systems are maintained with current security measures.

BB E D a—PE, Xy NU—7 X2 U T ¢ 5 ROMEE N i gk &
HECONT, B L 2 —%1T ) _RETHD il : kv hT—7 a3
PER X% VA LT, BIEMAEX 2 U T ¢ OB EEZEHET D) o iz,
ITAY750D%y U — 7 fe8att 2% v L 2 L CIBER X2 5 ¢ b
DIYREFFETDRE) | ARV =T 4 VTV AT APRFOEF 2 U T 1%
RCHERF STV D Z & 2T 5,

Potential risk of not meeting expectations/items to be checked

BTl SIRVBEDOBENLRY R 7 /HEBT X HE

* Check that access to hardware and software is appropriately secured, and restricted to

authorised personnel.

N—RU2T7BIOY T NI 2T ~DT 7 EAREINAREINTEY ., HEIR
DHDHHUFICHIB SN TND Z & 2iERT 5,

* Verify that suitable authentication methods are implemented. These methods should
include user IDs and passwords but other methods are possible and may be required.

However, it is essential that users are positively identifiable.

1 8) 72 F8GE 7% (authentication methods) 23Effi S TWD Z L 2R T 5 2

L, INGDOFEZIFZ—HFIDERRT—RREENDI XX THDHN, o
FEBARTHY , BWELERDIGENRD D, 7272 L, 22— RBHMEIZHNIT

EHLTENEETHD,
Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
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+ For remote authentication to systems containing critical data available via the
internet; verify that additional authentication techniques are employed such as the

use of pass code tokens or biometrics.

/l):/&‘—*/ l\ﬁ’ﬂ%ﬁﬂfﬂﬁﬁﬁf fiEgT &%aﬁ/XT-&’\O))% ]\utun
(remote authentication) (ZDOWTC ; /NAZ2— R« h—7 o (FGREsR) A KR
FE78 & D3 jJD@nAL‘\nE&{hZ}))*Km INTWDHZ EEHERT D,

RE Ry b&Y)  b—2UF, U HA LR T— REART DY —LORBTT,
=P —RNA T A ECTEBIT D, AARGEE LTHEAT 2 Z R AEETT
AT — REARTDRF T LU XA LANRNRT— RRRITINET, b—2
DIREEBEE I/ SNA T — RRFRRINETH, —ERHREET S EHATLENET, £
LTH7=R/8A T — RS h—2 v BICFEREN DA T,
=2 L DHTIFEUTOR 7 A VIDRXEFE S 1LY F¥ A, LAL, F—27 2k
KUY BHOWEIE STV T 2L, BEHIF-"FICLVARERT A N5 A
PERd 0 £,
h—=20F, "= R =T HATLEI T =T HATITKRBIENET,

+ Verify that access to key operational parameters for systems is appropriately

controlled and that, where appropriate, systems enforce the correct order of events

and parameters in critical sequences of GMP/GDP steps.

VAT LOFEBEREENRT A =L ~DT 72 AREYNIHIE SN TN D 2
& Fl, BBEITSLT, VXTA#GMMDPXTy7@EE@V—7
YRILBIF AR FBIUONT A=FDIELWIEF (DOFEM) iRk

D LEREET D &,
3. ) . .
Expectation Hiffsh sz &
Network protection 7> k7 — 7 Ok
Network system security should include appropriate methods to detect andprevent
potential threats to data.
Fy NI —=I VAT LDOEF 2T 413, 7T — XK DWAE 2B R L
B3 272 O FIENEEN TV DLLENRD 5,
The level of network protection implemented should be based on anassessment of data
risk.
Ehid oy MU= {RED LT, T2 U A7 OFEICIES T L,
Firewalls should be used to prevent unauthorised access, and their rules should be subject to
periodic reviews against specifications in order to ensure that they are set as restrictive as
necessary, allowing only permitted traffic. The reviews should be documented.
RIERT 7B RAZBET 2720, 77 A7 U4 —VEMEH L, TOHANL, HE
WIS U CHIBRBANCERE L, FFrlSNTe N T 7 4 v 7 OREFAT5H 2 L 2 RFET 5
L9112, kR ( (specifications) WS L TCEM L E2a—Z2fTo & THDH, 2D
== Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
Hj-nw- Ma—lanZHXEH TSR BBL LT T IARD Y EF, UKo TOMR & HIBHE, RATR T,
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L2 — b B RE Th B,

Firewalls should be supplemented with appropriate virus-protection or intrusion
prevention/detection systems to protect data and computerised systems from attempted
attacks and malware.

T AT T =L, HEORA (attempted attacks) °~ /L7 =7 GRIEBM) NHT
— AR a—F VAT AERET HTDIT, MR T AN ARHE S AT AR
ABGIE By AT A TCTHISET HRETH 5,
RE Ry bEV) =17 (malware) &%, RENOHEREELZIT O B TIER &
NEEEOHLY 7 by T ROEE 2 a— ROBRKRTT,
<N 2 TINERDE Db 0NRH Y £,
TA VA

o7 n 7 I MIFELT, 207077 AOBELZYITEY 2a—FORERICKT 5,
AEREREZRIZ SO0 T 07T KT, RYHEREC H CyRBaE 2 7>

U—h

MNLDT 7 ANT, MOT 07T AOBIEZPTIZY, 2—FOERIIKT 5, AERME
Mz R ETToD7n 77 5T, BEEES A CILRBERE 2 R

baAf DOKRE
2—FOBRIZK L, KBEOBRXKTL5IMELRALOT L Vo —F TREEIZIT) S
(SN
ANXA T
B U123 a2 ONEBIEHREZ INBICHTFICEE T 5
F—uf—
Z—FOX—R— FEEEZZDOFE EITIEET D, AM =T O—Fl
RNy F7
WEENRAT OOy NU—27 LOEAOZHITS
Ry b

WRENSOIEGICEY, hoar Ba—F2R0FRy FU— 7 ~DOBBED —1R_"Nh 50
T 7 ANDOERI Ui EAERBEEZITH 70 /T A

3.
Potential risk of not meeting expectations/items to be checked
2l SRWEEOBTENR Y 27 /BT~ HE
Inadequate network security presents risks associated with vulnerability of systems from
unauthorised access, misuse or modification.
Atoplexy hT—2 X2 VT 41k, REART 7 A, #BA (misuse) . HEIZ
KLV AT AOHEEIMEICBET DV A7 B 5,
Check that appropriate measures to control network access are in place. Processes should
be in place for the authorisation, monitoring and removal of access.
Xy NI =7 ~DT 72 A EHIET 27D 0 RFENERINTND Z L &k
BT D, T7BADAR, B, HIROZOO T m 2 ANEYICEH L TND Z
o
Systems should be designed to prevent threats and detect attempted intrusions to the
Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
I'jj-nw- Ma—lanZHXEH TSR BBL LT T IARD Y EF, UKo TOMR & HIBHE, RATR T,
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network and these measures should be installed, monitored and maintained.

VAT A, Xy NU— 7 ~DFE (threats) ZPHE . BRADRLEZRRINTDH L H I
FEEINTWBEZ L, ZNHDOREIFA A M= 1L, BH (==xV>2) L, #
Fahasaxx<Thsb,

Firewall rules are typically subject to changes over time, e.g. temporary opening of ports
due to maintenance on servers etc. [f never reviewed, firewall rules may become

obsolete permitting unwanted traffic or intrusions.

T 7 AT A DN —)VITEE, BEORBE L BICEREEZIT D, flziE, P
—N—DRATF R RN — RN Z e D, b LAE
LELRWE, 774 T Ux—/b L—ABEGENICRY, BELL ARV T T
4 IRRBAZTFLTCLE Y AIREMLNH D,

Electronic signatures used in the place of handwritten signatures should have appropriate
controls to ensure their authenticity and traceability to the specific person who
electronically signed the record(s).

FEZOBLORDVIMHEHINLSEFELALIL. TOEFEHEME (authenticity) &, BTF
LEATHOT-RED N ~D N L—H U T ¢ ZiERT D200 7 E B a RO X
Th D,

Electronic signatures should be permanently linked to their respective record, i.e. if a later
change is made to a signed record; the record should indicate the amendment and appear as
unsigned.

EFBLIL, TNENOREIEANCY 7 SNDHREThD, Thbb, B4 S
NIZFEFRICE N D EENINZ ONT-HE. TOREITEEEZRL, B4 I TWHARN
HDOL L TERENDIRETH D,

Where used, electronic signature functionality should automatically log thedate and time
when a signature was applied.

B EAKELENT 25813, BAMTONHFZ BEIMICRERT 20 E R H
é

o

The use of advanced forms of electronic signatures is becoming more common (e.g. the
use of biometrics is becoming more prevalent by firms). The use of advanced forms of
electronic signatures should be encouraged.

ﬁﬁ?iéﬁ?f@%ﬁ‘%ﬂ% DEERR—IRENZ IR > TETWD B XA F A Y 7 AD
AP ERICREZELTETND) , MERBAOETFELDMEM LT & TH
é

o

Potential risk of not meeting expectations/items to be checked

W 2B SROBEOBERNR Y X7 /HERT~EHE

Check that electronic signatures are appropriately validated, their issue to staff is
controlled and that at all times, electronic signatures are readily attributable to an
individual.

BIEADPBEINIANY T —hSN, AZy T~ORITHREHEN. TLT, HIZ (a

Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
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alltimes) . B B4 NMANCEZITIRBEL TWD Z L 2RI 5,

Any changes to data after an electronic signature has been assigned should invalidate the
signature until the data has been reviewed again and re-signed.

CTFBA LG LRI T —§ CEER o1, 7% 2 PR L CHB4
TBECRATED LTS,

Restrictions on use of USB devices USB Z & U O F D #IfE

For reasons of system security, computerised systems should be configured to prevent
vulnerabilities from the use of USB memory sticks and storage devices on computer
clients and servers hosting GMP/GDP critical data. If necessary, ports should only be
opened for approved purposes and all USB devices should be properly scanned before
use.

AT AEX 2T L OBLENS, 32— AT AE. GMP/GDPOEE /25
—HEFTHALE2—H T TA T MY == ETOUSB A E U RLFLELEE O
R X DHEIE B LD ICRET HRETH D, LEIISUT, FrlEh-H
HIDT=DIZD IR — FZBIE . T _XTOUSBT /A AL RN EYIC A% v o9
HRETH D,

The use of private USB devices (flash drives, cameras, smartphones, keyboards, etc.) on
company computer clients and servers hosting GMP/GDP data, or the use of company
USB devices on private computers,should be controlled in order to prevent security
breaches.

GMP/GDPDT — X ZRE L TWOEDa L Ba—2 DI T4 7 v MY —/3—
T, FAIRUSBT NA A (7T v a RIAT, DAT, Av— 742, F—K
— K728 ALY, B Ba—X TREDUSBT A AZHHLZY
THZEE, BEX 2V T ONEIET A7, INEEHETLIRETHD,

Potential risk of not meeting expectations/items to be checked

BTl SIRVBEDOBENLRY R 7 /HEBT X HE

This is especially important where operating system vulnerabilitiesare known that allow
USB devices to trick the computer, by pretending to be another external device, e.g.
keyboard, and can contain and start executable code.

T, USBT A ANRF—HR— RREDOINET A 2 (Bl EF—A—F) 2o
TarybBa—F%ZERL., ETARERI—FEZATEETLZ L L AREIZTHEVD
L7, AR —F 4 VT VAT AOMEIRERM LN TV AEA . BCEETH S,
Controls should be in place to restrict the use of such devices to authorised users and
measures to screen USB devices before use should be in place.

DL IRTFAL AOERET A SN2 —FICERET 270 OEFEEIT, #
WILCUSBT /S A% 22 ) == 7T DR ETH L D BED D5,

Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
I'jj-nw- Ya—LavXHAEH  FOUIR TR, BMEZ LA T IABDY £, LIS L > TOMRE WL, FTXTT,
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9.6 Audit trails for computerised systems =t o —% 2 27 LD

Item: |Audit Trails EZZEHR
1.

Expectation Hif5=i1o = &

Consideration should be given to data management and integrity requirements when
purchasing and implementing computerised systems. Companies should select software that
includes appropriate electronic audit trail functionality.

SV Ea— VAT ARMAL, FREFITLED LT BHAIR, F—av R UAL b
ROF — 5 52 OB 2 BT B EN b5, T, WO T AL &
Ty 7 N =T BT RE Th S

Companies should endeavour to purchase and upgrade older systems to implement software
that includes electronic audit trail functionality.

L, BT ERIIEELZ ST Y 7 N =2 T 2B AT L1200, TRV AT
LDOBEAZITWV, HWV AT AT v 7 T L —RIZBHLRETH D,
GREE : PSR BRECHR L TR, BXErRANLETHS, )

It is acknowledged that some very simple systems lack appropriate audit trails; however,
alternative arrangements to verify the veracity of data should be implemented, e.g.
administrative procedures, secondary checks and controls. Additional guidance may be found
under section 9.10 regarding hybrid systems.

FEHNCHHR S AT L0, EYZRERIEBIN 2 Nb 0N H 5 Z LTRSS h T
Z)o LU e, T—X4 @/Ei%li (veracity) ZHRAET 5 f_&)@fl\}kiﬁx%%ﬁt#jﬂf\‘é S

o Bl ZIE, EEEFNE (administrative procedures) . _IKHJ72T = > 7 (secondary checks) &
:/b R EThHD, "7V RUAT LT BT A X A%, 9.10 HIZ
s T D

Audit trail functionality should be verified during validation of the system to ensure that all
changes and deletions of critical data associated with each manual activity are recorded and
meet ALCOA+ principles.

EEA SR OMEEIL. VAT LADONYF— a3 LV OBRICKHEIET ARXTH Y | KFIEXIC
BE A EELRT — X OFT X TOEE L OHIFRIT, Zhaitdk L. ALCOA+D JFHI % i
=L TWAh &zgfﬁ%n j—

Regulated users should understand the nature and function of audit trails within systems, and
should perform an assessment of the different audit trails during qualification to determine the
GMP/GDP relevance of each audit trail, and to ensure the correct management and
configuration of audit trails for critical and GMP/GDP relevant data. This exercise is
important in determining which specific trails and which entries within trails are of
significance for review with a defined frequency established. For example, following such an
assessment audit trail reviews may focus on:

EHE SR L 7o TV D —W X, VAT ANOEEIEOMEE & EE &2 P4 & T
HY . T L THKERIEY O GMP/GDP BN 2 il L, EEH)»> GMP/GDP B#E D7 —

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
ﬁvww- YWa—avZHERE]  FOOUILTER, MEZLTHA T IAND Y T, KL > TOMRL L, RAIXTY,
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ZNZKET DEERFEWIOIE LWE B L BRE AT 7201, WAEIEMER T ICkR % 72k
TR OF 21T 9 REThH D, ZOEHEIT, EOFEDREN, & L TZ OO
COHEBAMN, EREINTHEETLE2a—T570ICHEETHLNERET D ETRYIT
bb, X, 20X RFMO%, BEEEOLE2—X, UTORICEREY TS
ZEMWTEDL

- Identifying and reviewing entries/data that relate to changes or modification of data.
T OEFRFIIMEEICEET 22 N /T =X E2/FELCLEa—752
&

- Review by exception — focusing on anomalous or unauthoried activities.
BISMZONTDO LV Ea— - BEELIIAREREHERELL TS ;

- Systems with limitations that allow change of parameters/data or where activities are
left open to modification
INTGRA=R T —=FDEREARICT HRADH D T AT b, FTIEBMEER]
REZRRABIC /e o TV D VAT A

- Note: Well-designed systems with permission settings that preventchange of
parameters/data or have access restrictions that preventchanges to configuration settings
may negate the need to examinerelated audit trails in detail ;

o RNTA=2 /T =2 OER LT DHERRES, Mk EDER 21k %
7 7 ARIBR il 2 o U ER G ST U AT AT, BRI T 2 B AR A SRS
AT D MEEDRIRNGE D B D,

Audit trail functionalities should be enabled and locked at all times and it should not be
possible to deactivate, delete or modify the functionality. If it is possible for administrative
users to deactivate, delete or modify the audit trail functionality, an automatic entry should be
made in the audit trail indicating that this has occurred.

BEEESOMRRITF A THY . GUE: ZETEANLIID) By 7 S THiidiud
mBE, HREOE, HiFR, BLEZ, HRRVWL I & Ths, FHE2—Y
(administrative users) 7)°Bs AR EWAEERE 2 20 L, HIBRUIMEIET D Z & AN A[RERGA 1T,
BRSO X S RFRPBAE L L 2T ABNR= FYBMERINDNET
BH D,

Companies should implement procedures that outline their policy and processes to determine
the data that is required in audit trails, and the review of audit trails in accordance with risk
management principles. Critical audit trails related to each operation should be independently
reviewed with all other records related to the operation and prior to the review of the
completion of the operation (e.g. prior to batch release) so as to ensure that critical data and
changes to it are acceptable. This review should be performed by the originating department,
and where necessary verified by the quality unit, e.g. during self-inspection or investigative
activities.

X, TERMNCYLEE SNDT — X 2 RET DD ETatX] KO T
AV =R YA FOFRAN S TZBERFE O L B o — ) 2179 RETh D, KEAEICH
WY 2 EE RGN, BRI T Ao T R T ok s —kEic, EELRT—X K
ODZDOEENFREIND Z EHMRICTHDIC, BIEOZETOLE2—DRIIC (flx

Pioaraoe Sebations Coid MR, R R DOBEE TR LTBY £, COAREL. ITOUMETHH Y $84,  Pharma-bio Futakami @
F;ij'?.'bV' Ya—iavAHREH  FOUILTER, BEELTEA T IANRDY T, 0L o TOMR & HEIL, KA T,
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X, Ny F VU —ZADHNZ) MZLTLEa2—FTH5RXThsD, ZOLE=2—F, EHR
&fﬁéﬁlﬁﬁﬂ (originating department) NTH X T“&)V)\ LLZ@EKFE C <. Ed,ﬁ'{ﬁ@ifﬂqﬁ/ﬁ@]
72 E OB A E IR A RGEET D,

Non-critical audit trails reviews can be conducted during system reviews at a pre-defined
frequency. This review should be performed by the originating department, and where
necessary verified by the quality unit (e.g. during batch release, self-inspection or investigative
activities).

HIETRVEEINO L E =2 —id, FANIERSNIZHETY AT AL E 2 —HIZFE
THIENARETH D, ZOLEa—id, BRAERDEMPEm L, L2 L TIE
HMIPMRET D Z LB E Ly (B Sy F AR, B ERASIRATEEIR)

Potential risk of not meeting expectations/items to be checked
R SRVBEOBENRY 27 /R~ HE

+ Validation documentation should demonstrate that audit trails are functional, and that all
activities, changes and other transactions within the systems are recorded, together with all

relevant metadata.

NYF—v g T, BEMEHSEELTNDSZE, 2L T, VAT L2HADOETO
8, A8, BLXOZOMO NT o7 vay GasR) BN, HET55ITORAH
T ERICHEHEEINTWVDE L EZRTRETH S,

RE (Ry F&Y) : ITHFET MEROUHEZOLEDIZELDRELD] OFRTHD, 7
VP v a T, BEROAEE S L CERT D, —EOEOAENMER < Thivk
BRZIETHRN EHRSIND, EINCMERD >R E TR E AR IND, LHED
HOHNCEITIND Z LM< LBEORFFFETHEICE L T\ 5,

* Verify that audit trails are regularly reviewed (in accordance with quality risk
management principles) and that discrepancies are investigated.
B RES 2y (B Y X7 HEHOFHNZE-> T) EHICL B2 —S, FE
(discrepancies) N SALCWD Z L ZMGET D Z &,

* If no electronic audit trail system exists a paper based record to demonstrate changes to
data may be acceptable until a fully audit trailed (integrated system or independent audit
software using a validated interface) system becomes available. These hybrid systems
are permitted, where they achieve equivalence to integrated audit trail, such as described
in Annex 11 of the PIC/S GMP Guide.

BFHREEIEN Y 2T ABNEELAVWEAIL. eI Giafbsnzy
AT LETEINY T —hENTA v H— T2 —AEERH LIS LR Y 7 Y
=7) DY AT ABFMAMRRICARDE T, T—F ~OEE & AT H/~N— 2D
BOFFRESND, TOL ATy KAT AF, PIC/S GMPH A KO & E
ISR SN TN D £ 9 el SR BRGNS & M550 b D & FBY 25612136
oD,

Failure to adequately review audit trails may allow manipulated or erroneous data

== Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
\ I'§7-nw- Ya—LavXHAEH  FOUIR TR, BMEZ LA T IABDY £, LIS L > TOMRE WL, FTXTT,
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to be inadvertently accepted by the Quality Unit and/or Authorised Person.

B 2 EOIC L B2 —CTERWVWI &1T, BfESNTeT — 2B o7 —F08,
i BB B EF IR > TRIT AN OGN T LE S /IR H D,

* Clear details of which data are critical, and which changes and deletions should be recorded

(audit trail) should be documented.

EOTFT—HNEET, POX ) REECHIBRSTEHKIND X&) (BEAGERN) DORME
TR A SCEALT D Z L,

2. Expectation HiffsisZ &

Where available, audit trail functionalities for electronic-based systems should be assessed
and configured properly to capture any critical activities relating to the acquisition, deletion,
overwriting of and changes to data for audit purposes.

FHARERG AL, & X—AD T AT LADOERFEHIERE (audit trail functionalities) % 7
ﬁL\ﬁEE%TTF DIZHORAF, Hlbk, bEFEE, LHEICEET L EHERIEE A2
9D KO WUNIRET DBEND D,

Audit trails should be configured to record all manually initiated processes related to critical
data.

AR, EERT — X IZBET 22 TOTFE CHB SN/ 7 27 A (all manually
initiated processes) % l#k T D X IICRET HXETH D

The system should provide a secure, computer generated, time stamped audit trail to
independently record the date and time of entries and actions that create, modify, or delete
electronic records.

VAT A, BIREREER, BE, EREHRTLI 2 RIBROT 7 a DR
ZMNL L CREERT D720, 2 Ba— X TERINIZRERI A LAY VT FE O
HIEAZ R & TH D
- The audit trail should include the following parameters:
BRI, LTDONTG A= 2G50 0ENH D5

- details of the user that undertook the action;
T U va v EFAT LI — O ;

- what action occurred, was changed, incl. old and new values;
EOXHIRT 7 varNRELEN, BRI

(VB &8 LM E 5 Te)

- when the action was taken, incl. date and time ;
T a s NIATENT A &R

- why the action was taken (reason); and

RREFOT I aryMTbhbion (HE)  BIO

- in the case of changes or modifications to data, the name of any person authorising the

change.
Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
ﬁvww- YWa—avZHERE]  FOOUILTER, MEZLTHA T IAND Y T, KL > TOMRL L, RAIXTY,
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F— 2 OEEEFIHMEEDR ST, FOEE AR LT=F DL,

The audit trail should allow for reconstruction of the course of events relating to the creation,

modification, or deletion of an electronic record.

BEAFEMNE, TRk O, B, I RHIRICBIE T % 1 o ORSE A B
AHELTARETHD

The system should be able to print and provide an electronic copy of the audit trail, and
whether viewing in the system online or in a hardcopy, the audit trail should be available in a
meaningful format.

VAT AT, BRI OE A2 —%2 R L CRitT At nTES L, £, VA
A4 TCHETAEATH, N— Fabt—ClET 84T . EHIN%
BROH I THHATEL LT HZ &

If possible, the audit trail should retain the dynamic functionalities found in the computerised

system, (e.g. search functionality and ability to export data such as to a spreadsheet).

AEETHhIVE., BN, a2 Vo —X b A7 AR BN A EIRY 72 HEE  (dynamic
functionalities) (ffll : FARIEEE., A7 Ly Ry — "R P~DF —H D> 7 AR — MEFE
ERFFTHRETHD

Note: An audit trail should not be confused with a change control system where changes may
needed to appropriately controlled and approved under a PQS.
BEAGRER 2. PQS (EIEMMME T AT L) ICEDOWTEL ZMUNIEE - KBS
VBN 8 DY DEREEL L 2T K EIRFI L TER B 7220,

Potential risk of not meeting expectations/items to be checked

B2l STV EE OBENR Y R 7 /HB T~ HE
Verify the format of audit trails to ensure that all critical and relevantinformation is captured.

FTRTOEEDOET 2ERVHRINTND L 2HEER LD LT Ddic, BEARE
M@ﬁ/ﬁ%%muj—éo

The audit trail should include all previous values and record changes should not overwrite or
obscure previously recorded information.

BLARERNC I O TN TOEREENDLNETH Y, LEOEEN, AN &I e
e EELZY ., AHARICT 2D TH- T bauy,

Audit trail entries should be recorded in true time and reflect the actual time of activities.

BARER O U IE, UTZ A LTRSS, [EBIOEBEORM & B4 25 Z &,

Systems recording the same time for a number of sequential interactions, or which only make
an entry in the audit trail, once all interactions have been completed, may not be in compliance
with expectations to data integrity, particularly where each discrete interaction or sequence is
critical, e.g. for the electronic recording of addition of 4 raw materials to a mixing vessel. If
the order of addition is a critical process parameter (CPP), then each addition should be
recorded individually, with time stamps. If the order of addition is not a CPP then the addition
of all 4 materials could be recorded as a single timestamped activity.

LR O LT A EERIE L TR UM ZRE L TLE S VAT A, T XTOMA

== Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
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TERM 52T LT BICERICTEAT AT 0L 2T A%, F— & atEio x4 % 5
I IR TWRWATREMED B D, FFIT, {ilJ%_ f?ﬁé@%&«m«awﬁﬂ*ﬂr@%bu%*%%
ST AEAR Y, EOMAEERRL—EHOEENEETH D LWV AT, EE
DETHDH, bL, BINOIEZRNEE /T vt RA/T A—4% (CPP) “C?)Z)Jﬁn\
WINZZ A LAZ T E TREBICRR SN D XETH D, b LININDNEFEACPP TR
WIEBIT, 4oDWEDORMEZ ., 1ODEA LAZ L TINEDOT 75T 4 EF 4 & L TCitsk
THZENTED,

9.7 Data capture/entry for computerised systems
AV a—ZT AT AR,/ T Y
Item: Data capture/entry 7 — % Ot /=2 KV

1. | Expectation Hiii=itso =&

Systems should be designed for the correct capture of data whether acquired through
manual or automated means.

VAT AR, FEELIZEBOWTIOSIETT =2 2 BET 20 nb b T T
— 2 ZIE LWV IAL KO IZEREFSh TR b0,

For manual entry: FE) A ) D&

- The entry of critical data should only be made by authorised individuals and the system
should record details of the entry, the individual making the entry and when the entry
was made.

BEART— X DAL, HEROHHENC L > TOBTFONEETh Y, ML
2T NE, AOFEM, AN EIT A, B L OAFBIT NS % k5
REThHD

- Data should be entered in a specified format that is controlled by the software,
validation activities should verify that invalid data formats are not accepted by the
system.

T—=HXY T M2 TICL o THIEESNDIEED 7 +—~ > NTANENDHRET
HY., N)TF—v g AFETIE 7T —% 7 4 —~ > b (invalid data formats) 73
VAT NI E o TRITANONINWT L AR T HREITHD

- All manual data entries of critical data should be verified, either by a second operator, or
by a validated computerised means.

HEARTFT—HXOETOFILAHA AL, F & ( (second operator) 7>, & HUMI/NY
—hENTearva—F =L HEICE > THRIET HRXETH D,

- Changes to entries should be captured in the audit trail and reviewed by an
appropriately authorised and independent person.

ADNEOEFITEEATEBNC ek U, WU RMRAZ RO LE N L E 2 —7
%

o

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
FTNR-MNa—2ar XERRH  GOULLTER, BELLTHA T IARD Y EF, FOUS k> TOMREHIHE, R T,
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For automated data capture: (refer also to table 9.3)

HENT — X BV IABZD =012 (F£9.3H 5 F)

The interface between the originating system, data acquisition and recording systems
should be validated to ensure the accuracy of data.

T — XD ERENEZHERT 272012, BIEV AT 2 (originating system). T — XN A
7 I (data acquisition), FLEKY AT LADMDA L H—T 2 =A% NN T — T 5T &,

Data captured by the system should be saved into memory in a format that is not
vulnerable to manipulation, loss or change.

VAT BZE o TRV IAENTZT — 1L, #{E(manipulation), K, ATk L THE
FTIERWERTAEVITRIFSND Z L,

The system software should incorporate validated checks to ensure the completeness of
data acquired, as well as any relevant metadata associated with the data.

VATLY 7 MU =TE, TAIEETOAST— ZE RO & BAFLET
— 2 DFEEMEERIET D7D F—ShieF = v ZBEENEAAEN TN D
Z &,

Potential risk of not meeting expectations/items to be checked

el SRVWHEEOBENRY X7 /MBI ~EHA

Ensure that manual entries of critical data made into computerised systems are subject to
an appropriate secondary check.

I a2 —HEENTE VAT A~OEET — X OTFEATN, @R RFv s
(secondary check) Z 52 \FCUW5 Z & 2RI D,

Validation records should be reviewed for systems using automated data capture to
ensure that data verification and integrity measures are implemented and effective, e.g.
verify whether an auto save function was validated and, therefore, users have no ability to
disable it and potentially generate unreported data.

HERT —ZIEEZHEHL TVWDE VAT ADONY T —va &L Ea—FR&ET
H5D, ZHUET —H DGR (verification) & FE4ME (integrity) D FHHIZ Fhti, ZhHRAT
L L EWERTHEDTHD, HlZIX, BERFEEN Y T — S TWbi
W, =R OEEETNCTHZENTET, MESINBRWT X E24EET 2
AIREPEDN IR NN E D TR T Do

Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
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2.
Expectation Hiffsh sz &

Any necessary changes to data should be authorised and controlled in accordance with
approved procedures.

T H~OBLERETIL, AR INFIRCHE > TR SN, BEHIND Z L,

For example, manual integrations and reprocessing of laboratory results should be
performed in an approved and controlled manner. The firm’s quality unit should establish
measures to ensure that changes to data are performed only when necessary and by
designated individuals. Original (unchanged) data should be retained in its original context.

2T, AR ROTFENC X DA KOS \ﬂnémﬁﬂémtfﬁfﬁbﬂ
5’\?—5“(&)5 LD REHEIL. T ~OLEHERLERBSICOL, EESHT-
MA;iofﬁbm@_&%%%;ﬁgﬁwwiagﬁiﬁugf%@oj)yfw
(EHESNTVRY) F—4 1, TORRTRESNERETH 5,

Any and all changes and modifications to raw data should be fully documented and should

be reviewed and approved by at least one appropriately trained and qualified individual.

T — 2T BT R TOETB LGBER, SERCLELShE X THY, Dkl
L b IADEYI A E S A EHREIC L > TLE 2 — B L OEREN SR E Th
%

o

Potential risk of not meeting expectations/items to be checked

PIFRHE A7 SIRWEE OIERN Y X7 /F = v 7 $~EIHH

Verify that appropriate procedures exist to control any amendments or re-processing of
data. Evidence should demonstrate an appropriate process of formal approval for the
proposed change, controlled/restricted/defined changes and formal review of the changes
made.

T —Z DEEF IO L EHRT 5 DO R FIENFIES D 2 & 2 MFET

%, MEINZEBICHT HIERNRAR, BEHIN RSN ERBINZE
F.OBIMITONAEEEOERR L Y a—0wE et 252 md @il d 73 =

Eo

Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
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9.8 Review of data within computerised systems
AV a—FLENV AT LARADT—F DL Ea—

Item: Review of electronic data & (1)7 — %D L E 2 —

1. Expectation 1715 2 &

The regulated user should perform a risk assessment in order to identify all the
GMP/GDP relevant electronic data generated by the computerised systems, and the
criticality of the data. Once identified, critical data should be audited by the regulated
user and verified to determine that operations were performed correctly and whether any
change (modification, deletion or overwriting) have been made to original information in
electronic records, or whether any relevant unreported data was generated. All changes

should be duly authorised.

Bl & e o 2 —Hix, arva—2{ 27 A THEK S TZ GMP/GDP B# O
BT ETXTREL, £ LTCEDOT — X OEEMEZFRMT L7201, VR
TEAAY NEFEETDHRETHD, DETOFFESNTZRDIE, TOEERT —
SR EZT D= —NEE L, TOEENELIAITObRLTWAENERET D
= DMER AT 5, Z LT, BFILEROF Y T NAOERIAT S DL (EHE
(modification) . HIF® (deletion) @5“ii£%(mmm%))ﬁ&ﬂk# HHU
X, TS LORSE T 5 KRG T — X BNRE LT EHRT 5, 2 ToEix, EX
KRS NDHERETHD

An SOP should describe the process by which data is checked by a second operator. These
SOPs should outline the critical raw data that is reviewed, a review of data summaries,
review of any associated log-books and hard-copy records, and explain how the review is

performed, recorded and authorised.

SOP L, T—HNE _OFRL—F Lo TFzv 7 INbH 7t Ak §
Thbd, ZNHODOSOPIE, LEa2—SNAEERET X, 7—4 ¥~ —DL Y
—, BET 0T v RO Ra bt —flg kD L Ea—Z oW THE L, LE
2a—NED X IITETI, LRSI, AR INDINEURHTRETHD

The review of audit trails should be part of the routine data review within the approval

process.

BEdfalb i L o —id, AT v AOFMANICH 5 HHINRT —F L E2—0D—
MERS>TNDRETHD,

The frequency, roles and responsibilities of audit trail review should be based on a risk
assessment according to the GMP/GDP relevant value of the data recorded in the
computerised system. For example, for changes of electronic data that can have a direct

impact on the quality of the medicinal products, it would be expected to review audit

trails prior to the point that the data is relied upon to make a critical decision, e.g. batch

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
ﬁvww- YWa—avZHERE]  FOOUILTER, MEZLTHA T IAND Y T, KL > TOMRL L, RAIXTY,
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release.

BRGSO L B2 —OE, HEIROEMEL, a2 Ea—2 27 MRS
7 — % OGMP/GDPIZBi# 4 5 fifil. (GMP/GDP relevant value) (2> TD Y A 7 3F
ZESNTITONARETH D, Hlxid, ERLOMEICEHEYEL 52 58
— X DEFIZONTIX, EOT —F By F /e & OEE AR EBRICE D
2, AR A L E 2 —3 2 Z RIS D

The regulated user should establish an SOP that describes in detail how to review audit
trails, what to look for and how to perform searches etc. The procedure should determine
in detail the process that the person in charge of the audit trail review should follow. The

audit trail review activity should be documented and recorded.

BRI O R E 2D —WE, BRI A EORIZL Ea—T 5T 2500, iz
T, ELT, EORIITHMBLEFATT L2070 &% IR L7-SOPA LT %
NEThDH, TOFMET, BN L B2 —OEGENE ) & Tt XL FEMIC
WETRETHD, BEEFBO L E o —EFhiX, XL TR T &2 ThHD

Any significant variation from the expected outcome found during the audit trail review
should be fully investigated and recorded. A procedure should describe the actions to be taken
if a review of audit trails identifies serious issues that can impact the quality of the medicinal

products or the integrity of data.

BERGEMI O L B o —HIZHE A SN THIFRFSNDFERNG OFE LWES) | X, T8
I L, T 5 <E Thb, b LERIHOL Ea—, E%m@&*@7~
B DFERMEICR B Z MIFT A REM O & 5 B R REZFE LT-% . REA
B (actions) &, ZTOFNEEICFHHITHZ &

Potential risk of not meeting expectations/items to be checked

W AR 7 S/RVIBE OBEN ) X7 /F = v 7§ REIEHA

Check local procedures to ensure that electronic data is reviewed based on its criticality
(impact to product quality and/or decision making). Evidence of each review should be
recorded and availableto the inspector.

BT — 2PN EOEEE WRSERBIWELITEERE~DA X7 b)) ITHED
WTLE2—ENTWL Z L afERT 0D, n—INFIEEZHERT 5, £FLE
a2 — DR FLER L, ARENFHATRER L OICT 2952 L,

Where data summaries are used for internal or external reporting, evidence should be
available to demonstrate that such summaries have been verified in accordance with raw
data.

WL F 72139~ DR ED = DI T — 2~ U —&2EHT 5E81F. DX 7Y
<) —DEF—2 LREBICRIESNTWVWA Z 2RIl A AFTXH 2 L,
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Check that the regulated party has a detailed SOP outlining the steps on how to perform
secondary reviews and audit trail reviews and what steps to take if issues are found during
the course of the review.

EHBIORSR L 72D 2 —F X, IRV E = — (secondary reviews) CEE A AL L B = —D
FERFEPL, LE 22— T LEENRR R INTIGE. T ORICFIAZ B L 72
SEHIZRSOPZ i CWA Z & BT 5,

Where global systems are used, it may be necessary for date and time records to include a
record of the time zone to demonstrate contemporaneous recording.

7m~ﬁwvx?Aﬁﬁ%éﬂfwé%é\Eﬁ@ﬁ%’i [RIRFEA D F gk & RIEFA 9
DI, A ALY —2 GRIE : W UAERER A 5 ko) OFREaH 5 2 & NNE
GENH D,

Check that known changes, modifications or deletions of data are actually recorded by the

audit trail functionality.

TS DOEE, EIE, HIFRD, AEBMEREIC & » THEEISESRSN TV D E D
BT 5.

The company’s quality unit should establish a program and schedule to conduct ongoing
reviews of audit trails based upon their criticality and the system’s complexity in order to
verify the effective implementation of currentcontrols and to detect potential non-
compliance issues. These reviews should be incorporated into the company’s self-
inspection programme.

EEOEEMIX, BUTOEEPIRCFE SN TND Z EERFET 572012, £
LCHHERIR a2y 7T 4T v ZEROMEE BN T 570012, BEAEIOEZEE LS &
AT DOBHESITIESNT, ML Ea—%1T) 70l T LAV a— Vi
VT RETHD, ZhboDlbEa—id, SO CHRRT 77 T ATHAIAT RE T
H 5,

Procedures should be in place to address and investigate any audit trail discrepancies,
including escalation processes for the notification of senior management and national

authorities where necessary.

RSO H L DA —BUTHL L, AETH7-OOFIRIL, #@ERbDOTHD Z
Lo ZHUTIR, RERGAICIE, BRE RS L OEZEE I EM T 57D AT
L—ary a2 E8h b DO ThhZ &,

Potential risk of not meeting expectations/items to be checked

B2 STV GEE OBENR Y R 7 /HB T ~HE

* Verify that self-inspection programs incorporate checks of audit trails, with the intent to
verify the effectiveness of existing controls and compliance with internal procedures
regarding the review of data.

ERRN-V AR NN &M@?z/&ﬂﬁ&ﬂihf“é L E R T B,
ZhiZ, %f®£@®ﬁw$k — X DL E 2 —ZBF B NI RIS 2 M
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THZEEZAML LTS,

+ Audit trail reviews should be both random (selected based on chance) and targeted
(selected based on criticality or risk).

BRAREROD L B o —id, BIER (RARICESWTERSN D) THh-T, 2»oH

EER ST (targeted) (BEARPEEZIZV A7 IZESWTEIREIND) OB FTH
HZ kL,

9.9 Storage, archival and disposal of electronic data
BT —FORE., 7T—WA VT, BIUBREE

Item: Storage, archival and disposal of electronica data

BFHNT —FORE, 7T 7, BLUBEE

1. | Expectation HIfF=ivs = &

Storage of data should include the entire original data and all relevant metadata, including
audit trails, using a secure and validated process.

T DOREIIE, BETRN) T — a7 e A2 HWT, BRI Z 54 Y
T — ?iﬁ—‘ LOBET 2T X TCOAZT =L EEZHHXETHD

If the data is backed up, or copies of it are made, then the backup and copies should also
have the same appropriate levels of controls so as to prohibit unauthorised access to, changes
to and deletion of data or their alteration. For example, a firm that backs up data onto portable
hard drivesshould prohibit the ability to delete data from the hard drive. Some additional
considerations for the storage and backup of data include:

HL, TNy I T v T ENTHDEN, HOHWNEIZOa—REHRINTNDHD
ThhuE, TORy I 7 v 7borWnEiat—bEln, T—F~ODRETZ7E®A, T—
&@W% HIBR, EIXENOOHELEELT D120, Ny 7T v 7BLOar—

WZHFE LT e LV OFEENMLETH D, PIZIEX, T—F2 5T AA— T 4 27
N 7Ty T HEFEF N— F‘?\47\77J HT — X EHIbRTHZ L BRI T M
RN D, T—EDORGFENY I T v T HZOMOBEFHIFILUL T HONE E
nas .

True copies of dynamic electronic records can be made, with the expectation that the entire
content (i.e. all data and all relevant metadata is included) and meaning of the original
records are preserved.

R E RO EE I E—(X, TOREONREE (Thbb, ¥ XToTFr—4% L
HT LT NTOAZT=ENEGENTND) EERPRFES TS Z &2 WF L TE
T D2 ENTE D,

Stored data should be accessible in a fully readable format. Companies may need to
maintain suitable software and hardware to access electronically stored data backups or
copies during the retention period. Routine backup copies should be stored in a remote
location (physically separated) in the event of disasters.

BRIF ST — X%, ERICHAIY A[EEZ2TEZ (fully readable format) CT7 7 & A TX
&, ¥ RERPICE IR E SN T 2Oy 7Ty I E T a Y

WO—— MR, KRR DOBEE TR LTHY £F. CORRER, TOUMRTHS ) $¢A,  Pharma-bio Futakami @
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—ZT AT A, w7 r717:}ooLU/\~]\T7:c7%Méﬁ 2 WABE N
ETDNE LiLZau, Hﬁ%@ﬂy7fy/nt L ORERFOE 2T =i (B
Mo BES =57 ITRETDHDVENRD S,

Back-up data should be readable for all the period of the defined regulatory retention
period, even if a new version of the software has been updated or substituted for one with
better performance.

Ry T T TF—RF. V7 "= TOF LWWA—a R FEHEESNEY . LY dEfe
DEWVWHLDIZEETHZ LY LEEATH, EHEl EoER SN TREBIRI 02T
Wl THZEMNTEDH L,

Systems should allow backup and restoration of all data, including meta-data and audit
trails.

VAT AT, AT ERER A G, BRTOT—X DNy 7T v EEIA
HRERTHDH L,

Potential risk of not meeting expectations/items to be checked

B2l STV GEE OBENR Y R 7 /HBT~HE

Check that data storage, back-up and archival systems are designed to capture all data and
relevant metadata. There should be documented evidence that these systems have been
validated and verified.

FT—HANL = NI T o7 T—=HATDVAT LN, TXITOT—H LB
THDAET—HERVALLICEF SN TWD I L 2HRT D, ZNHDY AT A
b)/\)Tb— ]\én %D éﬂfuuk%jﬁiﬂﬁbﬁ_nmjﬂb)‘ ‘gf&)é

The extent of metadata captured should be based on risk management principles, and users
should ensure that all metadatacritical in the reconstruction of activities or processes are
captured.

XY IFYID GRE:BViAEhD) AZT—ZO&KMAIL, VA7 EEROFANZHES
TIREENDIRETHY, 22—V IHEHRC T B AOHBEICEHE R A X T — XN T
RTCFYTF ¥ INTWEZ L ZHERTHIVLEND D,

Check that data associated with superseded or upgraded systems is managed appropriately
and is accessible.

Bk AT LFEZIIT v 7T L — RENTZV AT AICEET 57 — & DNz
N, T7EBRARETH D Z L 2WRT D

2. | Expectation HifF =415 $i0

The record retention procedures should include provisions for retaining the metadata. This
allows for future queries or investigations to reconstruct the activities that occurred related to
a batch.

ndiiﬁh%’:llu X, AT =2 R TOOOHELZEZDLRETHDH, T K
« FEROMOWEDERCHAET, Ny FICBE L TRAELZES 2z HHET 52N T

é’f 2o
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3. Expectation HWifF=iu5 = &

Data should be backed-up periodically and archived in accordance with written procedures.
Archive copies should be physically (or virtually, whererelevant) secured in a separate and

remote location from where back up and original data are stored.

—ZIIEHNC ANy 7T v TER, FIEECWE>TT =4 7S5 L, 7=
ATDA—X, Ny 7T v TRF Y VFNT —Z BRIFEI LTV DGR &30
HEAL T2 ST BRI (F 7213 BT S U TRARID) IRE 35 2

The data should be accessible and readable and its integrity maintained for all the period of
archiving.

T2, T RARRTHY, hogisrlins e, £ LTEomemE, 7—70
A THIM, MERFSh D Z &

There should be in place a procedure for restoring archived data in case an investigation is
needed. The procedure in place for restoring archived data should be regularly tested.

PN MBI T — 774’7*2%7‘_ — R TAT-ODOFIEREZTED TEL X
Thbd, T—NATENTT—F 52X THT-OOFNEIT, EMIZT A T 5
Th 5D,

If a facility is needed for the archiving process then specific environmental controls and
only authorised personnel access should be implemented in order to ensure the protection
of records from deliberate or inadvertent alteration or loss. When a system in the facility
has to be retired because problems with long term access to data are envisaged, procedures
should assure the continued readability of the data archived. For example, it could be
established to transfer the data to another system.

T—=AA T DT R ADIZOIMR DS SIS A, FEEOREEHIE AT, M
ROBHLMEDHRT 7 ATE DL IICTHMERD D, L, T —F OENWY
FIIMNEBICEDZERE (alteration) PHESLR: (loss) MO DIREZTEEICT H720TH

o T—H~ORMILT 7 2 AT HHEBEMBE SN D0, MERNO T AT L

I LR THUER ORWEEE. T—hA 7 SNieT — & OfkiR 72 ] fett 2 (a1
HEIENLETH D, Iz, T—F %O AT LB T EE2BETHZ LN
k5,

Potential risk of not meeting expectations/items to be checked

el SIVWHEOBENR Y R /BT ~&HE

* There is a risk with archived data that access and readability of the data may be lost due to
software application updates or superseded equipment. Verify that the company has
access to archived data, and that they maintain access to the necessary software to enable
review of the archived data.

T 774’7%%717 X, Y7 o7 TV =3 COFFOHEs D FE
iz 51\@7&%2?<J<° KA BN TERLBRDIVRAIRDH D, £EIX

[ — 774’752%71 — B DT VB AEEFFOoTWNDE] ZE&, BLO [7— 7:14’
TEINTET—EZDLVE2a—%ARRICT D DITNERY T NI 2T ~DT 78R %
HEFFLCWB Z L ZHEGRT 5,
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* Where external or third party facilities are utilised for the archiving of data, these service
providers should be subject to assessment, and all responsibilities recorded in a quality
technical agreement. Check agreements and assessment records to verify that due
consideration has been given to ensuring the integrity of archived records.

F—B DT A T DDA EIE =FE OB EFAT2HE, ZhboY
— AT S FHHEORS E 2B b OTH Y FRTOREIRBE A
2 (quality technical agreement) |ZREERT DX ThH D, 7 —NA 7 ShizrigkD et
EHERT DO+ REUER RSN TWD Z EE2RFET 72012, GEEBIW
FHMECER (assessment records) % FERST D,

4. Expectation HWifF=i5 = &

It should be possible to print out a legible and meaningful record of all the data generated
by a computerised system (including metadata).

AU 2= EEINTE VAT AL TAERSINT TR TOT—% (RAET—X %55
Tp) O, FARLT <, DOEMIH S FL#k (legible and meaningful record) & 7V > K7
FEHZENHRRTHDLI &,

If a change is performed to records, it should be possible to also print out the change of the
record, indicating when and how the original data was changed.

SECEERINZ BNEE . TOF—F B0, ED L HICEE ShnE Rt
FROEFE LIRS 2 Z ENARETH D Z L,

Potential risk of not meeting expectations/items to be checked

BT ST WEE OBERNRY X7 /HBTEHEE

Check validation documentation for systems to ensure that systems have been validated for
the generation of legible and complete records.

FDVAT LR, AT BERREEEERT S L2520 T, RYF—hENT
WH I L EHERT B0, BV AT LD T = a3 VEEHRT D,

Samples of print-outs may be verified.

TV RNT U NOY TN EHRTDHZELTH LU,

5. Expectation HiffSi15Z &

Procedures should be in place that describe the process for the disposal ofelectronically
stored data. These procedures should provide guidance for the assessment of data and
allocation of retention periods, and describe the disposal of data that is no longer required.

BTN SNTET — X DOEFEO o A5 TR L FIEE2 T2 28, 2nb
DOFNETIL, 7 — % OFHlE L ORGFHM OB 0 B TITRET A X o A&k L,
REN I ST T —F DAVFITHOWNW TR T ALENH B,
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Potential risk of not meeting expectations/items to be checked

R STRVBEDOBENR Y R 7 /HERT~EHE
Check that the procedures clearly stipulate the conditions for the disposal of data, and that
care is taken to avoid the inadvertent disposal of required data during its lifecycle.
T— X DFEEFEERREICHE L., 74 714 7 08y, BB —XORHE
DEEZEDRET HND X O BRBEINTNDINE O MR T 2,

9.10 Management of Hybrid Systems /A 7 U v RV AT ADTRI AL b

Item: Management of Hybrid Systems /~A 7' U v RV AT LADVRY AV b

1. Hybrid systems require specific and additional controls in reflection of their complexity
and potential increased vulnerability to manipulation of data. For this reason, the use of
hybrid systems is discouraged and such systems should be replaced whenever possible.

INAT Yy ROV AT AL, FOBEHES LT — X OB PNk 2 EER 72 a5
MAEKBLC, FFEOBMNEHEEZNELT S, ZOLHREENS, N7V v R
VAT LAOERITHER SN T, TD X O T AT MIAREAR R Y AZHAT H & Th
)

o

Each element of the hybrid system should be qualified and controlled in accordance with
the guidance relating to manual and computerised systems as specified above.

AT Yy RUVAT AOEERIT, EBOFHO AT AR R Ea—2LEh
T2V AT BT D HA F o AT > ClEEtEETHME L, EHA2 T 5 TH D,

Appropriate quality risk management principles should be followed when assessing,
defining, and demonstrating the effectiveness of control measures applied to the system.

VAT NI SN D EEIKROFEEARHME, EF. FERET DRI, Y e snE !
A EEHOJFANIGE D R&ETh D,

A detailed system description of the entire system should be available that outlines all
major components of the system, the function of each component, controls for data
management and integrity, and the manner in which system components interact.

TR EETR . AR OMRE, T — X O~ Rx VA b EERIEDO T DEH,
KOV AT DERESR O AAEH O EEMRG LIz, AT AEROREM 72 itk 23 4]
HAHETHH 2 L.

Procedures and records should be available to manage and appropriately control the
interface between manual and automated systems, particularly steps associated with:
manual input of manually generated data into computerised systems; transcription
(including manual) of data generated by automated systems onto paper records; and
automated detection and transcription of printed data into computerised systems.

FE AT LEHBV AT LOBOA o F—7 =— A FRIZLUUTICBES 2 FIRAZ
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HLU, WEYNCHTET D720 0FIE L FEEAFAARETH L Z &
s FEITAERSNET =20, arEa—FLSNTZI AT L~DFEAT ;
- HEV AT AT SN T — 7 OfGEE~ DR (FEzEl) ; KO

cHIBlSHhIZ7 =2 ORERE L, a3 Ea—2 by AT A~DEsL,

Potential risk of not meeting expectations/items to be checked

R 2B SROBEOBERNR Y 27 /HERT~EHE

Check that hybrid systems are clearly defined and identified, and that each contributing
element of the system is validated.

AT Yy RUVART ADNHEIZER ST, @Al TnbdZ e, ZLTUVATAD
BAERBEREN/AN) T —hEINTWDEZ L a2ikERT 5,

Attention should be paid to the interface between the manual and computerised system.
Inspectors should verify that adequate controls and secondary checks are in place where
manual transcription between systems takes place.

FHI AT LE AL E a2 — L ENTEV AT LADOEDA 2 —T = — R ZEE EHA
IRETHDH, BEEBIL. VAT LM THEERICL2ELMTONDGE,. @2
FHE R T = I MTHhILTWA I Ea2ERT 2 &ETh D,

Original data should be retained following transcription and processing. Hybrid systems
commonly consist of a combination of computerisedand manual systems. Particular
attention should be paid to verifying:

The extent of qualification and/or validation of the computerised system; and, The
robustness of controls applied to the management of the manual element of the hybrid
system due to the difficulties in consistent application of a manual process.

AV OFNT—H T, BERBIOWHEZICIBW T, fREESh sz s, AT
v RURAT AE, @, ara— 2 {bE3NT AT AhE~w=a TV« VAT LD
HEDETHERINTWVD, MRICIIFICEREZLS 2 &

A a— M EINTE VAT AOBEKMER X O E XSO ; kD

s FET e 20 —B LEEEHARNNE R =D, N TV v RUAT AOFENESE
DRV A2 MTEH S b EE OB RN,

Procedures should be in place to manage the review of data generated by hybrid systems
which clearly outline the process for the evaluation and approval of electronic and paper-
based data. Procedures should outline:

INA TN RUATATERSN T —4DL Ea—%r~vx—y (B +5720
12, BT —F LER—2DOF —Z OFHi & AZRO 7 vt 2 2 AR D FIE
PEANTLHVLEND D, TOFEEIZIT, UTE2EDDH L&

* Instructions for how electronic data and paper-based data is correlated to form a

complete record ;
BT —H LN —ADT —Z N, ERRIMEIERT HZ &IC, FDLHic
B S 2 M DFER

* Expectations for approval of data outputs for each system ;

== Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
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BV AT LTHAEND T —Z OEGIZET 2 0% ;
* Risks identified with hybrid systems, with a focus on verification of the effective
application of controls.
AT Yy RUATLATRESND U A7, BEHOZNRMN 206 H] ORI E R %
HTDHEIITT D,

Potential risk of not meeting expectations/items to be checked

Rz SRVIBE OBIERNR Y X7 /BT X&HE
Verify that instructions for the review of hybrid system data is in place.

NATY Yy RYRTLDT—F % L Ea—F 2D RPTONTND Z L %
w5,
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10. DATA INTEGRITY CONSIDERATIONS FOR OUTSOURCED ACTIVITIES
AMEFEEECRIT 57 — ¥ BEEOZEEE

10.1 General supply chain considerations 77 A F = — 2B 3 5 —H) 72 B FEE

10.1.1 Modern supply chains often consist of multiple partner companies working together to
ensure safe and continued supply of medicinal products. Typical supply chains require the
involvement of API producers, dosage form manufacturers, analytical laboratories,
wholesale and distribution organisations, often from differing organisations and locations.
These supply chains are often supported by additional organisations, providing outsourced

services, IT services and infrastructure, expertise or consulting services.

BROYV T T A4 F =— 1%, EEBOLENPOMEHI R MHE 2 iR T 5 7o, EED /S —
N RENH I LTS Z e, R T T A4 F e — i, JRIERA— T — | A
A—H— SRS, EITE - MEEENEE L TRV, TOMBSHFTbEELY Th D, Fim.
INHDYTITAF2—%, AMEEFEY—E A, [TV —E A, ZHICA 7T, HP
RAVYNT 4 TR ERET ML > THA LN TWVD Z ERZLY,

10.1.2 Data integrity plays a key part in ensuring the security and integrity of supplychains.
Data governance measures by a contract giver may be significantly weakened by unreliable
or falsified data or materials provided by supply chainpartners. This principle applies to all
outsourced activities, including suppliersof raw materials, contract manufacturers,

analytical services, wholesalers, contracted service providers and consultants.

T—HD5EEME, VT ITAT=2—r DX VT g L EHERT D L TCEEREE Z
RleT . FHRFHEFIZ L DT —F AT AR, V7 T4 F=—r D= b —pbig
SN DEFEEOEV, FHIIBESINET —FRERHZ L > TH LB LD ATREER
b5, ZORANE, FEAMEIOMEE, BUELRFEL, o — B X, HEEE, Zith—Ev
TanRf B — al P E L e TRTOT T M= T ENIEERNCEA S NS,

10.1.3 Initial and periodic re-qualification of supply chain partners and outsourced activities

should include consideration of data integrity risks and appropriate control measures.

YT ITAF == D= N =R UOINTEFEEE O, D, I LT 722 ks R
W21, TR Y A7 FONEY) R EETERIZOWTOERE GO HXETH D,

10.1.4 It is important for an organisation to understand the data integrity limitations of
information obtained from the supply chain (e.g. summary records and copies / printouts)
and the challenges of remote supervision. These limitations are similar to those discussed
in section 8.11 of this guidance. This will help to focus resources towards data integrity

verification and supervision using a quality risk management approach.

Pioaraoe Sebations Coid MR, R R DOBEE TR LTBY £, COAREL. ITOUMETHH Y $84,  Pharma-bio Futakami @
ﬁ?‘r}w- Ya—lavZBHAeHd JUrESTER BELLTEA T IZANDY ET, FIIC X o TOMR LML, KRR T,
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MiZE > T, BT T4 F == NoEoNLER B2, ekofEeary— /71
YET7URN) OF =% BEWHORRA L BREGEORELHFET L ENEETHL, 2
NHDORR T, KTA X ADSIETHERLNA TS LD LFAETHD, Ziud, mE
YRRV AL MOFEEHANT, T—HDORENEORIEL ERICERZETSE5 2
LINTE B,

10.2 Routine document verification [ 77 7 EfER

10.2.1 The supply chain relies upon the use of documentation and data passed fromone
organisation to another. It is often not practical for the contract giver to review all raw
data relating to reported results. Emphasis should be placed upon a robust qualification

process for outsourced supplier and contractor, using quality risk management principles.

YT TA4F=— Tl & DM S BIORIRAE S 112 CERLT —Z O IR L T
W5, EFtfll (contract giver) (Z& T, HEINIERIHELETOET —F (raw data) %
ARG T L. A LTHENRLOTIEARY, WEY A7 <RT AL FOEAE
W, IMBEFEL TV DT T T4 ¥ ROEZFEHE (contractor) O FR[E 72 A MEREAT 7" = & 2
(robust qualification process) |ZH A& E < & TH D,

10.3 Strategies for assessing data integrity in the supply chain
YT TAF = — 2 TOT —H 52O AR

10.3.1 Companies should conduct regular risk reviews of supply chains and outsourced
activity that evaluate the extent of data integrity controls required. The frequency of such
reviews should be based on the criticality of the services provided by the contract acceptor,
using risk management principles. Information considered during risk reviews may
include:

3T, BERT = EEMEOEHORE 2T 572012, Y774 F2—T v bY
— VY ITEBOEMRIR Y A7 L 2 =2 TIRETH D, TOL IRV E2—DHEI,
UA7 <3P A hOJFAIZ VLT, ZFE#H (contract acceptor) 2MEfld™2 ¥ — " X OB ZIM:
(ZEEDSIRETHD

* The outcome of site audits, with focus on data governance measures
T =BT NF U AKRIE R Z Y T FETTOER (site audits) DFER ;

+ Demonstrated compliance with international standards or guidelines related to data
integrity and security
T =2 OBEMEL O X 2 U T (B 2 EERAREAESUIT A R A ATHERL TV
% Z L DFEH

* Review of data submitted in routine reports, for example ;
N—F L LR—FTRIHSNET =2 Db Ea—, BT

—) MR, R R DOBEE TR LTBY £, COAREL. ITOUMETHH Y $84,  Pharma-bio Futakami @
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Area for review L E o —3 5458 Rationale 55E A 72 #iHA

Comparison of analytical data reported by the To look for discrepant data which may

contractor or supplier vs in-house data from analysis be an indicator of falsification

of the same material

FRSE I T TA YD Sty —| RSAOIRLLD S ST & LT
_ N . - 7o - -

5 & TR CHR A SYBT LI AT — & D i FERT DI

10.3.2 Quality agreements (or equivalent) should be in place between manufacturers and
suppliers of materials, service providers, contract manufacturing organisations (CMOs)
and (in the case of distribution) suppliers of medicinal products, with specific provisions
for ensuring data integrity across the supply chain. This may be achieved by setting out
expectations for data governance, and transparent error/deviation reporting by the contract
acceptor to the contract giver. There should also be a requirement to notify the contract

giver of any data integrity failures identifiedat the contract acceptor site.

VT IAF == BIKTT =2 DN EHRT 212D ORI ZBUE Z GiedmBE CUT
TS T2 6 0) 28, WERE LMHBOMRE. —E AT m g F— UGS FEHE
(CMO) KWt (RED%E) EFEHOMEEE L OMITIE, HEnTnaX&EThs, iUk,
TR I NF AT A WIRFRIERC, EFEIC (contract giver) (2% L C, ZEFESE (contract
acceptor) NRET DEAMD H DT — R OWEZHET D 2 & TEMR TE L ARtk
b5, Flo. EFLIE (contract acceptor) DY A N THER I NICT — X RO KM Z, FFtoc
(contract giver) | ZIRAIT HEF L METH 5,

10.3.3 Audits of suppliers and manufacturers of APIs, critical intermediate suppliers, primary
and printed packaging materials suppliers, contract manufacturers and service providers
conducted by the manufacturer (or by a third party on their behalf) should include a
verification of data integrity measures at the contract organisation. Contract acceptors are
expected to provide reasonable access to data generated on behalf of the contract giver
during audits, so that compliance with data integrity and management principles can be

assessed and demonstrated.

JFHDFEE K OBGEH | BEARPRAOMIEE . —RETHI S iz el 26 O
BOEZERE e, ROV — R RBHEE IS LT, fEE CUIRER ISR - THE=F) M7
I REAITIX, EHLFCEME (contractorganisation) TDT — X B EMDER AL Z O HXE Th
%o FHSLFEH (contractacceptors) &, 7 —F DIEENMEM =R A v b OJFHI O #ENT % FHfh
MOFGHETE 2L 010, BEETICHNORME IR T, RSz T —F ~DEEH
T 7R AT S 2 ENIIRFE o,

10.3.4 Audits and routine surveillance should include adequate verification of the source
electronic data and metadata by the Quality Unit of the contract giver using a quality

risk management approach. This may be achieved by measures such as:

Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
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=l

FEAS (audits) M ONH Y72 BEERE (routine surveillance) [E. B Y A7 <32 A FOFELEH
W, EBZFEE (contract giver) D IWEEMNC D Y — AEFT —HF  (source electronic data) M
DA X T —H O RGE 2 ZHHXETHDH, ZIUILUTFTOX I R FETENRTE S,

=3

Site audit
T 3 T R AT

Review the contract acceptors organisational behaviour, and understanding
of data governance, data lifecycle, riskand criticality.
e

R OMBAATE, BLIOT = NP R, T—=E T A4 TP A
v, VA7 BIXOEEMICET 2R AR5,

==

Material testing vs
CoA
i OFRER vs CoA

Compare the results of analytical testing vs suppliers reported CoA.
Examine discrepancies in accuracy, precision or purity results. This may be
performed on a routine basis, periodically, or unannounced, depending on
material and supplier risks. Periodic proficiency testing of samples may be
considered where relevant.

IHTREBROFER & 77 A ¥ iE LT2CoAZ LT 5, FEEE, K
BE. MEDORRO A —BE]~D, ZOFEEZT, 7740 X
ZWR U T, BEBIZ, EHMIC, 3R EALTITI> 2L ThH &
W, MENZIG U T, U7 o Gt Bugnicon o) ERI e
ARBR 2 R %,

Remote data
review
EmET — % L E o

The contract giver may consider offering the Contracted Facility/Supplier
use of their own hardware and software system (deployed over a Wide Area
Network) to use in batch manufacture and testing. The contract giver may
monitor the quality and integrity of the data generated by the Contracted

Facility personnel in real time.

EGTREF L, Ny FRIER ORBRICHEH T 57291 ( Wide Area
Network FICEBH L72) BHDON—FRU =27 KONV 7 b7 D
Contracted Facility/Supplier®ffi HZ #2455 Z L #ZE L TLW, ¥EB
TREE L, R Ok DEENAER LT — & OB R OFERME
., VT NEALTEET L LN TE D,

-
=

In this situation, there should be segregation of duties to ensure that contract
giver monitoring of data does not give provision for amendment of data
generated by the contract acceptor.

ZOXEIIRITIE, TT7— X DOFEFELEFEHE (contract giver) DE =XV
VR, ¥EFRZFEA (contract acceptor) DEKR LT —Z OEIEICR LS
HAE AN & GRIE: ThbbEEL SRV L) | DEFEERD LD

2. BEOSEEN R SNAERETH D,

Quality monitoring Quality and performance monitoring may indicate incentive for data
mEE=ZY) 7 falsification (e.g. raw materials which marginally comply with
specification on a frequent basis).
Pharma Solutions Co.ltd, SRS, R ZFHOOOBSEZTICRML TRV ET., ZOHREL. ITOFMETIEDY A,

FFLT - a—Lav AR e

ARSTRTRR, BEBE LTI A TIARDY £, JFEUS K-> TOMR L EHITIEL, AR T,

Pharma-bio Futakami @
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B EMERED T =X Y 1L, T —H X A (data falsification) D5 &
RAAREMNH D (] AEEZAE NI NIEA B 2 BRI 3 5 72
E) .

10.3.5 Contract givers may work with the contract acceptor to ensure that all client-confidential
information is encoded to de-identify clients. This would facilitate review of source
electronic data and metadata at the contract giver’s site, without breaking confidentiality
obligations to other clients. By reviewing a larger data set, this enables a more robust
assessment of the contract acceptors data governance measures. It also permits a search
for indicators of data integrity failure, such as repeated data sets or data which does not

demonstrate the expected variability.

SEVSZGEA (contract givers) [F. ZEFSZFEHE (contract acceptor) EFIDZiEE W1 LT, 93
TDIIAT » NOWEERNPT= a2 — 8 k) S, 7747 » FME#RlTERWE
INCTDHIENTED, ZTHNIZEY, thOBERICKT D FWEH MWD 2 Lo EBE
FEH (contract givers) DA N CY —ADEFT —F R OAZT =2 DL E 2 —BEHITD,
X0 DF—2ty baLEa—352 LT, E5ZiEHE (contract acceptors) DT —Z A
NP U ARRE L VREICEHET 2 2 &N TE D, Fio, T— X0 ELb-
HBOREEART Z LN TE D, TOMRIEEZ, fIIE, BORIShdT =%ty b,
M SNOEEMEA RSN T 2R ERDH D,

10.3.6 Care should be taken to ensure the authenticity and accuracy of supplied documentation
(refer section 8.11). The difference in data integrity and traceability risks between ‘true
copy’ and ‘summary report’ data should be considered when making contractor and

supply chain qualification decisions.

RSN CEOEIEMEL NEMIEZERT D T-DITERZL O XETHD RI1ESZH) |
EHZFEH (contractor) KON T A F = — OS2 HIMr I D121, [True Copy (2
E=t—) | & [Summary Report (EH#EE) | OF — X DMOT —Z5ERMER D L—H
BT 4D RTDEWE, ZETLHIULEND D,

11. REGULATORY ACTIONS IN RESPONSE TO DATA INTEGRITY FINDINGS
7T — 4 SE MR B 2 A AT RS R D M

11.1 Deficiency references /<[falinEo 2

11.1.1 The integrity of data is fundamental to good manufacturing practice and the
requirements for good data management are embedded in the current PIC/SGuides to

GMP/GDP for Medicinal products. The following table provides a reference point

— T, RCZHEEDOBEE TR LTHY &+, < ORRERL. TOGMRTHS Y EEA,  Pharma-bio Futakami @
ﬁvww- Ya—lavAHREH  FOUILTER, BMEL LTI T I AN DY £, FIUCE o TOMREERIE, RATRTT,
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highlighting some of these existing requirements.

> 0D i (F LG

T A EEMEIGMPOIEARTH Y | NOBIERT — X~ 3V A F~OEREIH T, HAT
@ PIC/S Guides to GMP/GDP for Medicinal Products (ZFHAIAEIL TS, LLFORIT, T
5OBFOERFHO 2 A T7(4 N LT2BBERTHD
ALCOA principle [PIC/S Guide to Good [PIC/S Guide to Good lAnnex 11 IPIC/S Guide to Good
ManufacturingPractice [ManufacturingPractice for (Computerised IDistributionPractice
IALCOA D JFH) for Medicinal products, [Medicinal products, PE  [Systems) forMedicinal
IPE 009 (PartI): 009 (PartII): 5 products, PE 011:
Annex 11 (=2 E =
PIC/S GMP PE 009 IPIC/S GMP PE 009 — 2L AT b)) PIC/S Guide PE 011
(Part I) (Part I)
Attributable [4.20, ¢ & f], [5.43],[6.14], [2], [12.1], [4.2.4],
I B [4.21, ¢ & i], [6.18], [6.52] [12.4],[15] [4.2.5]
[4.29 point 5]
Legible [4.1],[4.2], [6.11],[6.14], [4.8],[7.1], [7.2] [4.2.3],
SRS [4.7], [4.8], [6.15], [6.50] [8.11,[9], [10], [4.2.9]
[4.9], [4.10] [17]
Contemporaneous [(4.8] [6.14] [12.4], [14] [4.1],[4.2.9]
[l P
Original [4.9], [4.27], [6.14],[6.15], [8.2],[9] [4.2.5]
I A [Paragraph"Record"] [6.16]
|Accurate [(4.1], [6.17] [5.40], [5.42], [Paragraph "Principles"] [[4.2.3]
EREME [5.45], [5.46], [4.8], [5], [6],
[5.47], [6.6] [7.2], [10], [11]
Complete [4.8] [6.16],[6.50], [4.8],[7.1], [4.2.3],
Sk [6.60], [6.61] [7.2], [9] [4.2.5]
Consistent [4.2] [6.15], [6.50] [4.8], [5] [4.2.3]
— At
Enduring [4.1], [4.10] [6.11],[6.12], [7.1],[17] [4.2.6]
it AP [6.14]
|Available [Paragraph“Principle”],  [6.12], [6.15], [3.4], [7.1], [16], [4.2.1]
S AT REME [4.1] [6.16] [17]
11.2 Classification of deficiencies KfaD 27 T 2434

Note: The following guidance is intended to aid consistency in reporting and classification

of data integrity deficiencies, and is not intended to affect the inspecting authority’s ability

to act according to its internal policies or national regulatory frameworks.

E:UTOIALF L RiZ, T—F2=2MORMBOBE L HEO—BHEIETAIZLXEMNLE LT
WEBDTHY ., RELFTNZEONEDOF#HE7-13. EOHRB OB > TITEIT 5 8EH
WCHEBZHEZXDZLE2EBRT I LOTIER,

11.2.1 Deficiencies relating to data integrity failure may have varying impact to product quality.

Prevalence of the failure may also vary between the actionsof a single employee to an

endemic failure throughout the inspected organisation.

(ZRE9 o KMalE, " OMEICHRA e G2 5 MR H D, Fo, K
"NDOUEEB OATENN B, BEEAT - DR ERICRA O XK E THA TH

Pharma-bio Futakami @

F—H DM
MaDIEA D

Pharma Solutions Co.ltd, HIRIIE, BLBHO-DOBZETIIRMLTEY £, ZOHRFIT. ITOHEMETIESHY A,
I'jv-r.'w- Ya—LaLZHAEH  JUUILTER, BEL L TEA T IANH Y £, FILIC L o TOMR L HEE, RAKTT,
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6 o
11.2.2 The PIC/S guidance!? on classification of deficiencies states:
RIGDFEZ BT DPIC/ISH A &0 ARZITR O XS ICFEHFH SN T D,

“A critical deficiency is a practice or process that has produced, or leads to a significant
risk of producing either a product which is harmful to the human or veterinary patient or
a product which could result in a harmful residue in a food producing animal. A critical
deficiency also occurs when it is observed that the manufacturer has engaged in fraud,
misrepresentation or falsification of products or data”.

[ERRKMEEIE, B D NEEMIOA x> b (RREE EIXRETY) 1Tk LT
BERBNE . HDOITERAAEY (food producing animal) A E/RFEFM &AL U 500 A
IRV 24 C 5 R, HDWIEENEZELS L) 2R TH D, “Critical” 72 KB,
BLEEE NG E 72137 — X OFFEIK (fraud) . A FER (misrepresentation) & 5 WIELEL
(falsification) (ZBHD > TWe Z E MBI IR b 72, BET D, |

12. PI 040 PIC/S Guidance on Classification of GMP Deficiencies

R LEHOHAF 2T, T~V Y a—Ta r RAERD)DHEAMTEEI DY A (http://www.ph-
s.com/technology/index.html ) {2, 20194 1 A< T_[xfaR] PIC/SH A X A GMPD K
DU FARNF] ELTHEKRSNLTWS, 7277, FRoxxEL, ERobdA ¥ 2o MEE
FRDLOIAD ST H D,

11.2.3 Not with standing the “critical” classification of deficiencies relating to fraud,
misrepresentation or falsification, it is understood that data integrity deficiencies can also
relate to:

FEHK (fraud) . HEMA PR (misrepresentation) F 7213k X A (falsification) (ZBHIEH 925 Kfh %
[HEZ] L TVWDR, T—XEBMEORIILL FIZHE#ET 5 L HfEIND -

+ Data integrity failure resulting from bad practice,
RNIEAT#IZ K D7 — 2 52D K

* Opportunity for failure (without evidence of actual failure) due to absence of the
required data control measures.
VBT — ZBEFENIWZOIZ (EERIZKR LT &0 9 FEIUEI 20 3) RS 21
D%,

11.2.4 In these cases, it may be appropriate to assign classification of deficiencies by taking into
account the following (indicative list only):

ZOEIREEITIE, UTORZEE L TRMOPEET ) ZLBNEUTHS S BIRY A

h D7)
Fﬂ,w, Solutions Co_1d, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
PIo7LT-Ma—sa  KERRH  JCLLEI, BEE LTH A7 AR T, LS TOMRE AL, AR TT,


http://www.ph-s.com/technology/index.html
http://www.ph-s.com/technology/index.html
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Impact to product with actual or potential risk to patient health: Critical deficiency

B DRSO & 5 WITITER U 27 2R i~ A 37 b - B e K

Product failing to meet Marketing Authorisation specification at release or within shelf life
HRFIRE S 72 13 2 IR NI BROE IR GE AR OB I G Lo 7o B i,

Reporting of a ‘desired’ result rather than an actual out of specification result when
reporting of QC tests, critical product or process parameters.

QCT A b, EEARBY £33 0 ANRT A =2 2@ 5T 5B, EREOBRBKAORRT
1370 < TEE LU (desired’) | FiRAMETHZ &,

Wide-ranging misrepresentation or falsification of data, with or without the knowledge and
assistance of senior management, the extent of which critically undermines the reliability

of the Pharmaceutical Quality System and erodes all confidence in the quality and safety of
medicines manufactured or handled by the site.

EARAE R OGO O A I D 5 RIS T — X OEMBFRE LIRS
IR
5]

AT, ZORENEERMLME S AT L (PQS) OFFEMEZ I ENIZH IV, B&ERT T
BLE F 72T 0 EIRAOME L 22T A TR TORHEEL > TVDH I &,

[s[al=|

Impact to product with no risk to patient health: Major deficiency:

BEDORFEA~D Y R BBV A~DA X7, BHRKAR K,

Data being misreported, e.g. original results ‘in specification’, but altered to give a more
favourable trend.

RO TREIN TN D, BIZIE, BHORRKIT BN Tholeh, XViFrELwn
{Eﬁirﬂﬂ%m’ffi INCER I TWD,
Reporting of a ‘desired’ result rather than an actual out of specification result when

reporting of data which does not relate to QC tests, critical product or process parameters

QCT A b, HEARBIFLIZIT v ANRT A= |ZEE L2 WT — X 2 G+ A8, EEE
DI DOFERTIT A< TEFE LU (desired) | fERAWETHZ L,

Failures arising from poorly designed data capture systems (e.g. using scraps of paper to
record info for later transcription).

— HIVEE S AT DB - DI Z B0l (i : 1% THEET 5 7= OIS A 508k
THEOITROUINEZEH L TWn5) |

No impact to product; evidence of moderate failure: Major deficiency:
BLS~DA 237 BRSO R OFERL + FRZR KK,

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
ﬁvww- YWa—avXBERE]  FOOUIL TR, MEZ LT T IARDY T, KU L > TOMRLHITIE, R T
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* Bad practices and poorly designed systems which may result in opportunities for data
integrity issues or loss of traceability across a limited number of functional areas (QA,

production, QC etc.). Each in its own right has no direct impact to product quality.

fR O av7-BRefEik (QA. HiE, QC7e &) Ik W\W T, F— ¥ et fEe, FL—%EY
TA—OWRESZEZTAREEDOH D, BLXEBECHAARARDO VAT A, ZNENN
MSZ L CWTh, SREVEICITEREZE L 20,

No impact to product; limited evidence of failure: Other deficiency:
AL A~DOFEIT2 0 - RIROFHUIIR STV 5 0 & O K,

+ Bad practice or poorly designed system which result in opportunities for data integrity
issues or loss of traceability in a discrete area.
ANEGREA T AT AREF OIS T OEESMEICRIENE T . R OE
WTHhL—HE VT BNRONDATRENYRH D

* Limited failure in an otherwise acceptable system, e.g. manipulation of non-critical
data by an individual.
Pl2E, AL DEETIIRNT —=ZOBRERE MORTITHFATE LV AT LIS
BT D RER 72K,

11.2.5 It is important to build an overall picture of the adequacy of the key elements(data
governance process, design of systems to facilitate compliant data recording, use and
verification of audit trails and IT user access etc.) to makea robust assessment as to

whether there is a company-wide failure, or a deficiency of limited scope/ impact.

PALRYRBEFE RO, Zi & BHEIPHCEENREN 2 Ko7 D% Lo LRHMilid 572

WITIE, BEAREE (F—2 A F 20T atvr, ar 547 R o757 — 4
FERH T DV AT LAOFG, BEEMOMER & MEE, IT—F 07 7R3 L) O
EIVEICOW TR 2RI 5 ENEETHD

11.2.6 Individual circumstances (exacerbating / mitigating factors) may also affect final
classification or regulatory action. Further guidance on the classificationof deficiencies
and intra-authority reporting of compliance issues will be available in the PIC/S
Guidance on the classification of deficiencies P1 040.

il 2 AR CEALZEER FEMER) &, SRR OFOIEIRE ISR L 5 2 5 Al RetE s
b5, RMaOITE R NEFNASFRIED L RNRE BT 28R oA 2 A%, PIC/S
Guidance on the classification of deficiencies P1 040 FR¥EZMR) (ZFi#i STV ET,

%

H: O X RL, 77~V ) a— g AER)OHMNEROH A+ (http://www.ph-
s.com/technology/index.html ) {2, 20194F 1 AfFC [ [%f5R] PIC/SH A XA GMPDRKaD 7 Z A
T LTRSS TVWD,

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
ﬁvww- YWa—avZHERE]  FOOUILTER, MEZLTHA T IAND Y T, KL > TOMRL L, RAIXTY,
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12 REMEDIATION OF DATA INTEGRITY FAILURES 7 —# 20O KGOS E
12.1 Responding to Significant Data Integrity issues %727 — % S VE -~ D Xf i

12.1.1 Consideration should be primarily given to resolving the immediate issues identified and
assessing the risks associated with the data integrity issues. The response by the company
in question should outline the actions taken as part of a remediation plan. Responses from
implicated manufacturers should include:

FIo, BESNI-YEOMEL L, T — 2 OO MEICEET 5 Y 27 2t 5
ZLHEEETAOIVNEND S, YHAEORZIL, dEFEO B E U CEM I o HE O
BAETANERL S, R TAA——000RIZIIFLN FREGEENAIRETH D,

12.1.1.1 A comprehensive investigation into the extent of the inaccuracies in data records and
reporting, to include:
7 — 4 OB L UHE IR 2 RIS OFPHIC OV T OB RHAE, UTE2albo
ThdIZ &,

* A detailed investigation protocol and methodology; a summary of all laboratories,
manufacturing operations, products and systems to be covered by the assessment; and a
justification for any part of the operation that the regulated user proposes to exclude'®
FEMZRIRA T e b a— B X O ER ; RHIOMRLE R LT RTOT AR, BEEE, &)
B LV AT Ao ; KON BB R LR D2 =R 5 2 L 2 RET DHES
D—FRZ DWW TOIEY 72 B R,

13 The scope of the investigation should include an assessment of the extent of data integrity at
the corporate level, including all facilities, sites and departments that could potentially be
affected.

AAL DRI IE, LT

DEREMED H DT X TOfx, FHEIT, M2 ETe, BRELLTO
T2 EEVED L UL ORI & 8

DD MEND D,

* Interviews of current and where possible and appropriate, former employees to
identify the nature, scope, and root cause of data inaccuracies. These interviews may
be conducted by a qualified third party;

T— X ORIEfMES OMWE, #H, BX U‘*EZIKJ? ZRET D200, BI{ER L OAHED
OYZR HEITIE, THEERDA A Ea—, TNHDA U H Ea—TEROH D H =
¥ (qualified third party) 237> TH Lo,

* An assessment of the extent of data integrity deficiencies at the facility. Identify
omissions, alterations, deletions, record destruction, non-contemporaneous record
completion and other deficiencies;

R IZ BT DT — X 5w B O R OFEE O AN, AW (omissions) . Z8 W (alterations) . HIl
% (deletions) . FCERDAYHE (record destruction) . FLdkDIERIFFAIFE T (non-contemporaneous

oy armaSolatons o MR, R R DOBEE TR LTBY £, COAREL. ITOUMETHH Y $84,  Pharma-bio Futakami @
r

FELT- I a—2ab ZHASH]  FOUINTER, BB LTHA T IARD Y T, KK o TOMREHIEIEL, KA KT,
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record completion) . I INE DD KRG ZFREET D,

* Determination of the scope (data, products, processes and specific batches) and
timeframe for the incident, with justification for the time-boundaries applied;
AT b (F—%, flih, Tat A BEONRyF) LIEFMREZRE L,
M UTZR O IES 2R 2 L

* A description of all parts of the operations in which data integrity lapses occurred,
additional consideration should be given to global corrective actions for multinational
companies or those that operate across multiple sites;

T =2 RPN RIR DN EE DR TOEZITHONTOHY, ZEFEEELHLDY A
FCEBEITo TWDREDEAIT. VT — LR RIEHELY S OICHRET 208N D
D

* A comprehensive retrospective evaluation of the nature of the data integrity
deficiencies, and the identification of root cause(s) or most likely root cause that will
form the basis of corrective and preventative actions, as defined in the investigation
protocol. The services of a qualified third-party consultant with specific expertise in
the areas where potential breaches were identified may be required;

T = 2 MO RMEOMEIZ DN T O R BIEAFHE, 3 L OFHE 7 7 k= —ic

EFRSINTVD X OIT, BIERER LOTHHEE O M & 22 D HRARIK £ 72135k b AT6E

PEOBMVRARR 2R ET D Z &, REO ARG S 2 0BTk b L 72 8P ik

EATOABRDOE =Fa L PV E L NOYV—EARMELERLIGEND D, ;

+ A risk assessment of the potential effects of the observed failures on the quality of the
substances, medicines, and products involved.The assessment should include analyses
of the potential risks to patients caused by the release/distribution of products affected
by alapse of data integrity, risks posed by ongoing operations, and any impact on the
integrity of data submitted to regulatory agencies, including data related to product
registration dossiers.

B SN T KMe (failures) 23R T 5 %’f’f\ I, S5 O SIS KT IE R 7R i

WZBT 2 U X7 5FHm, Z OFMmCIE — X DFERMED RIND 58 % 52T 7 55k D H faf
B L > TRl ERZEND $%’\@(’y€fﬂ@f£ VA7 #ATHOEBICL>THEH
INDH Y AT BEERGESA (product registration dossiers) (ZRH 27— % & 7=, Bl
BRI SN D T —Z OFERE~OEEO ST G R&E Th D,

12.1.1.2 Corrective and preventive actions taken to address the data integrity vulnerabilities and
timeframe for implementation, and including:

T=2A T VT 4 OWEGHIEICKHLT 72D & bivic 2 EfER LOTHHE. BX
OFERD T2 D DEFfEFE, BL O, LIFOFHE G

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
ﬁvww- YWa—avZHERE]  FOOUILTER, MEZLTHA T IAND Y T, KL > TOMRL L, RAIXTY,
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+ Interim measures describing the actions to protect patients and to ensure the quality of
the medicinal products, such as notifying customers, recalling product, conducting
additional testing, adding lots to the stability program to assure stability, drug
application actions, and enhanced complaint monitoring. Interim measures should be
monitored for effectiveness and residual risks should be communicated to senior
management, and kept under review.

%«@ﬁiﬁ%% L, ERLOME EFRT D200 E 2R EHEE, Zh
X, RO, BEOEL, BMRBROE, ZEMEEHET D7D OREE
ﬂfﬁbm®myk® BAN, EIELPFFERFOHE, HEE=21 7Ok ENDH 5,
B EHSE (interim measures) XRDZANTHDH Z E AL, BFT 5V A7 & BiiE
FlnZ, Mitaftld 5 X& Th D,

* Long-term measures describing any remediation efforts and enhancements to
procedures, processes, methods, controls, systems, management oversight, and
human resources (e.g. training, staffing improvements) designed to ensure the data

integrity. Where long term measures are identified interim measures should be
implemented to mitigate risks.

— 2O AR T DoICRE SN, FIE, ek ik, BEL VAT
BRI, ROARYER (B - oHE, NBREOSE) (X7 2 WES ) LU
#il Lo RIORR, REIBSRBFFE SN Ha. U A7 2B 572012
7Rt Rz, TS 2 0ER DD,

P \I
>

B
Al

bz
e

12.1.1.3 CAPA effectiveness checks implemented to monitor if the actions taken has eliminated
the issue.

CAPA@%’?&J‘%?’“I vy 7 EFEL, B LT 7 v a Ao THENRE SN2 E D
MeET=4—15,

12.1.2 Whenever possible, Inspectorates should meet with senior representatives from the
implicated companies to convey the nature of the deficiencies identified and seek written
confirmation that the company commits to a comprehensive investigation and a full
disclosure of issues and their promptre solution. A management strategy should be
submitted to the regulatory authority that includes the details of the global corrective
action and preventive action plan. The strategy should include:

AREZRIRY . ALY RIIEE Lok ERAERE L2V, BERSUEXMONEZIR A,
Z DORFEN IR, MO ERRBR L %miﬂﬁiﬁﬁ#ﬁ%%nﬁ’ﬂﬁ’ffé ZLOMEREE

RODHRETHD, 78— )70 IERTE KOV RAHE E G0 O FE A 5 € BRI & H
WENZEETREXTHhH D, ZORKIZIILUL TFAEL_XThs,

* A comprehensive description of the root causes of the data integrity lapses, including

Pharma Solutions Co_ltd, MWL, RAERLEDOBEE TR LTERY £F. ZORREWR. ITOFMKTIEHY %A,  Pharma-bio Futakami @
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evidence that the scope and depth of the current action plan is commensurate with the
findings of the investigation and risk assessment. This should indicate if individuals

responsible for data integrity lapses remain able to influence GMP/GDP-related or

drug application data.

?~&%éﬁ@ﬁﬁ®ﬁ$ﬁmrwmmgmﬁﬁ%@ﬁ%o:ﬂm@\ﬁﬁ@ﬂmﬂ@

DHFPHERES D, AL U A7 FHEORRICAREG > TWD &V IRz &, ZHIZiE
T2 AT T VT 4 DR :F%Efbf:ﬁ]}\fﬁ GMP/GDPB#E D, F 721 XEFEMFGET
N BE G2 5 ENTE LR DINE I MEIRTLEN D

- A detailed corrective action plan that describes how the regulated user intends to ensure
the ’"ALOCA+’ attributes (see section 7.4) ofall of the data generated, including
analytical data, manufacturing records, and all data submitted or presented to the
Competent Authority.

SRS 52—, ERENEETOF =50 [ALOCAH) Rt T45HBH) &
EOX TR L LD & LTWANER L7257 R FAVESHE, Ziudix. o —
& BERLER, KOPNES RICRE IR R SN2 TOT —F 251,

12.1.3 Inspectorates should implement policies for the management of significant data integrity

issues identified at inspection in order to manage and contain risks associated with the

data integrity breach.
BEYEIT SEEMEEICBET 5 U A7 ZEH L, Ml 572010, AL TRIE
éﬂtijﬁfoﬁ*f TEMEMEOEHDOT-ODRY — (58 2FET & Th D,

12.2 Indicators of improvement iz DHEZ

12.2.1 An on-site inspection is recommended to verify the effectiveness of actions taken to
address serious data integrity issues. Alternative approaches to verify effective
remediation may be considered in accordance with risk management principles. Some

indicators of improvement are:

TRAN (serious) 727 — & SEARMEDRIREIZ RS 2 7o OIZIR O VT FEE DA SWE 2 MFET 5 72
DIZ, BIGAEL (onssite inspection) NHERE XD, BRI RBEERZRFET 7202, VA
TRV A Y FORANZEASWZROT e —F 2t L Tb KV, SEOHEIE L LT,
RKDOEIRLDORHD

12.2.1.1 Evidence of a thorough and open evaluation of the identified issue and timely
implementation of effective corrective and preventive actions, including appropriate

implementation of corrective and preventive actions at an organisational level;

Pharma Solutions Co.itd, HRLHE, FXEHDEDOBEE TR LTBY 2T, ZORREE. ITOFME TSV 2L,  Pharma-bio Futakami @
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12.2.1.2 Evidence of open communication of issues with clients and other regulators.
Transparent communication should be maintained throughout the investigation and
remediation stages. Regulators should be aware thatfurther data integrity failures may
be reported as a result of the detailed investigation. Any additional reaction to these
notifications should be proportionate to public health risks, to encourage continued
reporting;

BEBLOMMOBH LR EOMEOA—T g ala=r— a VO, #HEE ZIED
Bzl L C, B S D a3 a = — a U EMFETNETH S, BERY R, 2Em
RRBEOREL LT, E6R5 7 —Z5eEMEO RIS SN DTN D 5 2 & 2 38H%
TRETHD, ZHOEIIRT 2BMAZ ST, 2@ E 2R 7moic, A%
BELEDYV AZIZRASTELDETRETH D,

12.2.1.3 Evidence of communication of data integrity expectations across the organisation,
incorporating and encouraging processes for open reporting of potential issues and

opportunities for improvement;

AR EEA~OT — 2 2O T 22l a=r—2a ) . NEERRRESS
EBOMES A —T NI ETH 7o RA0HD AL KO TEOKES LI TWD T L
DR,

12.2.1.4 The regulated user should ensure that an appropriate evaluation of the vulnerability of
electronic systems to data manipulation takes place to ensurethat follow-up actions have
fully resolved all the violations. For this evaluationthe services of qualified third party

consultant with the relevant expertise maybe required;

IR E IR D2—FX, BTV AT LOT — X EIEICxHT 2 Megg it 0w v 72 5 - M 23 7o
. 748 =7 v TREICE > TIXTOBKPERIFREINTND Z L 2RI ~&
Thod, ZOFHEIZIE, BEET LHMA#E AT 2AEKOE ="Fa Ly hod—
EANREL R DGERH D

12.2.1.5 Implementation of data integrity policies in line with the principles of this guide;
KIA ROFRANAR - 727 — 2 Z DR Y 2 — 0 Efi,
12.2.1.6 Implementation of routine data verification practices.

H #7227 — 2 BEEVESE O FEhi
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13. Glossary Ffi7&

Archiving 7—AA B>

Long term, permanent retention of completed data and relevant metadata in its final form
for the purposes of reconstruction of the process or activity.

Tat A ETITEB O FAESL (reconstruction) & HAYE LT, ZDOHEMIYRIE T, R LT —
AR LORET LA X T =4 2 R SEARICRGET 5 2

Audit Trail B A SFEHR

GMP/GDP audit trails are metadata that are a record of GMP/GDP critical information (for
example the creation, modification, or deletion of GMP/GDP relevant data), which permit

the reconstruction of GMP/GDP activities.

GMP/GDPEEAFEHS & X A % 7 — % Tl > T, GMP/GDPOEE /e ff# (21X, GMP/GDPR

BT — 2 O, AF, HllRe L) ZigklicbDThs, iUl L > T, GMP/GDPIEED

FHEEEDFIRE & 72 D

Back-up v 77 v

A copy of current (editable) data, metadata and system configuration settings (e.g. variable
settings which relate to an analytical run) maintained for the purpose of disaster recovery.
KREEIFOHBOTHRF SN D, B curenty D (REEFTRETR) T —H, AXT =4 VAT L
RERE (B 0 BT FEATICRE S 5 AR E) DAt —DZ L&,

Computerised system = &= —%{K A7 A

A system including the input of data, electronic processing and the output of information to
be used either for reporting or automatic control.

—ZDANT), BRI, S EIIHBHE OO Sh S HEROE N E G T A
5: A o

Data 5—%#

Facts, figures and statistics collected together for reference or analysis.
SR DT OIED LIV HFE (facts) . EUE. #El,

Data FlowMap 7 — % 7 n—~ v/

A graphical representation of the "flow" of data through an information system
BT AT MBI DT —2 0 i) 2K L7zb 0,

Data Governance 7 — % /N A

The sum total of arrangements to ensure that data, irrespective of the format in which it is
generated, recorded, processed, retained and used to ensure a complete, consistent and
accurate record throughout the data lifecycle.

WO—— MR, KRR DOBEE TR LTHY £F. CORRER, TOUMRTHS ) $¢A,  Pharma-bio Futakami @
I'jv'nw- Na—2avXHAEH]  JOUILTHR, BBL LT T IABDH Y T, FOUS K- TOMREHMIL, RATRTT,
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T=APNERENTRRCEDL T, T—208, ZDOITA T A 7 V2@l T, BE&T, A
PER DY | £ L CTIEMRGERAMRT 572012, 7 — 2 Zrdk, LB, kFF. T 7200
B0 Wb DRRE,

Data Integrity T2 DN

The degree to which data are complete, consistent, accurate, trustworthy, reliable and that
these characteristics of the data are maintained throughout the data life cycle.

T — X PFEL (complete) T VD . —EHVEN B U (consistent), 1IEME T U (accurate), EIED H D ThH

%G HE T & (trustworthy), [SHEIEN & D (reliable), 7 — % D 2D DRFENR, T—X DT A 74

A7 NVElE L THERF SN TV D EARL,

The data should be collected and maintained in a secure manner, so that they are
attributable, legible, contemporaneously recorded, original (or a true copy) and accurate.
Assuring data integrity requires appropriate quality and risk management systems,
including adherence to sound scientific principles and good documentation practices. The
data should comply with ALCOA+ principles.

T IR FETIE, RSN TVWDLIRETH D, Zhid, IREME, HIFErTaelE, [
RFRRLERME, JRAM: (FFEIEaY—) | DOEEEZ O ENMETH L, 7—F D
MR T 2121%, BELBERFRISOE ECE ST ST, EURMWEE Y A7~
FYA NV AT ANRMETHD, £l 7 —ZIFALCOA+DIFHNTHEML T 2 ME R & 5,

Data Lifecycle 7 —% 7 A 744 7L

All phases in the life of the data (including raw data) from initial generation and recording
through processing (including transformation or migration), use, data retention, archive /
retrieval and destruction.

T4 (T =2 %3te) ORMIOER LGNS, LB (EBH-Ciiregle) | EH, 7
— X DRFF, T—A 7 /R MFEETD, T—2O—EITBIT DT X TOERE,

Data Quality 7 — % /&

The assurance that data produced is exactly what was intended to be produced and fit for

its intended purpose. This incorporates ALCOA + principles.'
B ENTT = NEMISNTZEY OO THY, BRSNTZEHIZHEEG L TWD Z L&)
AR5 Z L, ZAUTIZALCOA +DJFHINE 41D,

14 : ‘GXP’ Data Integrity Guidance and Definitions, MHRA, March 2018

Data Ownership 7 — % Of{THE

The allocation of responsibilities for control of data to a specific process owner.
Companies should implement systems to ensure that responsibilities for systems andtheir
data are appropriately allocated and responsibilities undertaken.

T—XOEREMLE, HEOT R AFAEHICED ETLHI L, R¥EX, VATLLEDT
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Dynamic Record #iiJ5l6k

Records, such as electronic records, that allow an interactive relationship between the user
and the record content.'3
FUERD L DT, 22— P EEENEOMIIA 2 T 7T 4 7 72k % PRS2 RS,
13 The scope of the investigation should include an assessment of the extent of data integrity at the corporate level,
including all facilities, sites and departments that could potentially be affected.

HEOFPHIZ X, AL ST 5 D H 5 T X T Ol (facilities), L (sites) . B ZGEGTe, BFEL
UL TOT — X EREORE DTN 2 & DA LENRH Y £7,

Exception Report fil4f L-7"— |

A validated search tool that identifies and documents predetermined ‘abnormal’ data or

actions, which require further attention or investigation by the data reviewer.

HRNIRE SN [BER) 7407 7 v a VERELTXET D, AORBREY—N,
INHIZKH LTI, T—FAREENS ORIEBECHEZLETHD

Good Documentation Practices (GdocP) 1 1 SCEA LS (GdocP)

Those measures that collectively and individually ensure documentation, whether paper or

electronic, meet data management and integrity principles, e.g. ALCOA+.

MR, AR Z DT, XERT —F X VA P ROEREOFEAI - L T\WD 2
. AP OMEBNHEE T D T2 DT

Hybrid Systems /~1( 7' U v R 27 A

A system for the management and control of data that typically consists of an electronic
system generating electronic data, supplemented by a defined manual system that typically
generate a paper-based record. The complete data set from a hybrid systemtherefore
consists of both electronic and paper data together. Hybrid systems rely on the effective
management of both sub-systems for correct operation.

—WINCE T — X B BT DET VAT LD, — TR — 2D A E S 5 HE
ENT-TEO T AT A (defined manual system) (25> THIDNDFIDT —H <~ AL kN EE
BOVAT L ToHD, "7V y RUATANBR/RLNALTERRT —Fy ML, &7 —
HEMAN—2ADT —Z DO ST THERLIND, " TV v FURATLANIELHEEET 27201
X, MHFOY T VAT AOMR /e~ XA " EL 725

Master Document ~ A% — K= A |

An original approved document from which controlled copies for distribution or use can

be made.
ARBENTELEDFATH T, O LEAMLCHADTZDICER I No 2 B —Z2EkT 5
ZEMNTED
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Metadata A %5 —

In-file data that describes the attributes of other data, and provides context and meaning.
oT—42DEMEZFEHR L, UK (context) B AT L7 7 A LNT —H

Typically, these are data that describe the structure, data elements, inter-relationships and
other characteristics of data e.g. audit trails. Metadata also permit data to be attributable to
an individual (or if automatically generated, to the original data source). Metadata form an
integral part of the original record. Without the context provided by metadata the data has

no meaning.

WHNT, T DT — 2 OMIE, 7 — X W3E, AR, %@fﬂl@%‘tﬁ il Z X BE AL AR
REEBRRTNDT —EPFIELTWD, £lo, AFT =X, T—¥EEANIFESED
ZEMTED (%%ﬂ\&:t HEVER S NS EIX, to7—4% Y — X"J?ﬁ@*ﬁ7’kﬁ‘
D) o AXT=HIEFAY *‘/‘f/lx@%ﬂﬁ%é: KL TN D, AZT—=HICkoTREEEND
SR (context) 372 FAUR, T —FIXEHAFF-720),

Quality Unit /2561

The department within the regulated entity responsible for oversight of quality including
in particular the design, effective implementation, monitoring and maintenance of the
Pharmaceutical Quality System.

BRI & 72 DD EPT FrIZEER B Y A7 & (PQS) DRkEh, ZhRAVR M, Bl
S OS2 3 e s O BRI B 2 RO,

Raw Data /=7 —%
Raw data is defined as the original record (data) which can be described as the first-
capture of information, whether recorded on paper or electronically. Information that is
originally captured in a dynamic state should remain available in that state.'*
AT =5 LT, MITEH SN TV DLNEFIICEER STV D02 MbT, HHROFE— B
TORHE (first- capture) U724 VU P F /L 705048% (original record ; 7 — %) & EFHEIND, AN,
BB THUS SN 2IF I, £ OWRE TR A ATRE TRITIUTR B 7204,

14 ‘GXP’ Data Integrity Guidance and Definitions, MHRA, March 2018

Static Record #1756k
A record format, such as a paper or electronic record, that is fixed and allows little or no
interaction between the user and the record content.'*
METITE SR EOFSEAT, BESNTEY, 22— LFEEHAR L OHAEIEHNNZ
EAEFERITEL VLD,

Supply Chain 771 Fx—>
The sum total of arrangements between manufacturing sites, wholesale and distribution

sites that ensure that the quality of medicines in ensured throughout production and

Pioaraoe Sebations Coid MR, R R DOBEE TR LTBY £, COAREL. ITOUMETHH Y $84,  Pharma-bio Futakami @
ﬁvww- Ya—avXHEAEH  JOUINLTER, MEELTHA T IARD Y T, FIC K > TOMR & HFHIE, RATK T,
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distribution to the point of sale or use.
ROEMLE, HIZEHLA, TRl REHE OB RO OATH > T, EFELOME 2, fWE bR
7¢ - O R E TOMBRRE THART 570D D TH 2D,

System Administrator %7 AGFHELE

A person who manages the operation of a computerised system or particular electronic
communication service.

A2 =S NV AT A EIIREOBFBEY —EADET 2~ RV AL MDA,
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